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CBP DtRECTrV’E NO. 3340-049 OATE: August 20, ZOO9

ORIGINATING OFFICE:
SUPERSEDES:
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SUBJECT: BORDER SEARCH OF ELECTRONIC DEVICE S CONTAINING
INFORMATION

1    PURPOSE, To provide guidance and standard operating procedures for
searching, reviewing, retaining, and sharing information contained in computers, disks.
drives, tapes, mobile phones and other communication devices, cameras, music and
other media players, and any other electronic or digital devices, encountered by U.S
Customs and Border Protection (CBP) at the border, both inbound and outbound, to
ensure compliance with customs, immigration, and other laws that CBP is authorized to
enforce.

These searches are part of CBP’s long-standing practice and are essential to enforcing
the law at the U.S. border Searches of electronic devices help detect evidence relating
to terrorism and other national security matters, human and bulk cash smuggling,
contraband, and child pornography. They can also reveal information about financial
and commercial crimes, such as those relating to copyright, trademark and export
control violations. Finally searches at the border are often integral to a determination of
admissibility under the immigration laws.

2 POLICY,

2.1 CBP w~tl protect the rights of individuals against unreasonable search and
seizure and ensure privacy protections while accomplishing its enforcement mission.

2.2 Aft CBP Officers, Border Patrol Agents, Air Interdiction Agents, Marine
Interdiction Agents. and other employees authorized by law to perform searches at the
border, the functional equivalent of the border (FEB), or the e~ended border shall
adhere to the policy described in this Directive.

2.3 This Directive governs border search authority only. It does not limit CBP’s
authority to conduct other lawful searches at the border, eg., pursuant to a warrant,
consent, or incident to an arrest; it does not limit CBP’s ability to record impressions
relating to border encounters: it does not restrict the dissemination of information as
required by applicable statutes and Executive Orders.

2.4 This Directive does not govern searches of shipments containing commercial
quantities of electronic devices (e.g, a shipment of hundreds of faptop computers
transiting from the factory to the distributor).
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2.5 This Directive does not supersede Restrictions on Importation of Seditious
Matter, Directive 2210-001A. Seditious materials encountered through a border search
should continue to be handled pursuant to Directive 2210-001A or any successor
thereto.

2.6 This Directive does not supersede Processing Foreign Diplomatic and Consular
Officials. Directive 3340-032. Diplomatic and consular officials encountered at the
border, the FEB, or extended border should continue to be processed pursuant to
Directive 3340-032 or any successor thereto.

2.7 This Directive applies to searches performed by or at the request of CBP. With
respect to searches performed by U.S. Immigration and Customs Enforcement (ICE),
ICE Special Agents exercise concurrently-held border search authority that is covered
by ICE’s own policy and procedures. When CBP detains, seizes, or retains electronic
devices, or copies of information therefrom, and turns such over to ICE for analysis and
investigation (with appropriate documentation), ICE policy will apply once it is received
by ICE.

3 DEFINITIONS.

3.1 Officer. A Customs and Border Protection Officer. Border Patrol Agent. Air
Interdiction Agent, Marine Interdiction Agent, Internal Affairs Agent, or any other official
of CBP authorized to conduct border searches.

3.2 Electronic Device. Includes any devices that may contain information, such as
computers, disks, drives, tapes, mobile phones and other communication devices,
cameras, music and other media players, and any other electronic or digital devices.

3.3 Destruction. For electronic records, destruction is deleting, overwriting, or
degaussing in compliance with CBP Information Systems Security Policies and
Procedures Handbook. CIS HB 1400-05C.

3.4 Border Search of Information. Excludes actions taken to determine if a device
functions (e.g,, turning an electronic device on and off), or actions taken to determine if
contraband ~s concealed within the device itself. The definition also excludes the review
of information voluntarily provided by an individual in an electronic format (for example
when an individual voluntarily shows an e-ticket on an electronic device to an Officer)

4    AUTHORITY/REFERENCES, 8 U.S.C. 1225. 1357 and other pertinent
provisions of the immigration laws and regulations: 19 U.SC. 482, 507, 1461, 1496,
1581, 1582, 1595a(d), and other pertinent provisions of customs laws and regulations;
31 U.S.C. 5317 and other pertinent provisions relating to monetary instruments: 22
U.S.C 401 and other laws relating to exports; Guidelines for Detention and Seizures of
Pornographic Materials, Directive 4410-001 B: Disclosure of Business Confidential
Information to Third Parties, Directive 1450-015; Accountability and Control of Custody
Receipt for Detained and Seized Property (CF6051), Directive 5240-005.
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5 PROCEDURES=

5.1 Border Searches.

5.1.1 Border searches may be performed by an Officer or other individual authorized to
perform or assist in such searches (evg, under 19 US.C. 507).

5. 1.2 In the course of a border search, with or without individualized suspicion, an
Officer may examine electronic devices and may review and analyze the information
encountered at the border, subject to the requirements and limitations provided herein
and applicable law.

51.3 Searches of electronic devices will be documented ~n appropriate CBP systems
of records and should be conducted in the presence of a supervisor. In circumstances
where operational considerations prevent a supervisor from remaining present for the
entire search, or where a supervisory presence is not practicable, the examining Officer
shall, as soon as possible, notify the appropriate supervisor about the search and any
results thereof.

5.1.4 Searches of electronic devices should be conducted in the presence of the
individual whose information is being examined unless there are national security, taw
enforcement, or other operational considerations that make it inappropriate to permit the
individual to remain present. Permitting an individual to be present in the room during a
search does not necessarily mean that the individual will be permitted to witness the
search itself. If permitting an individual to witness the search itself could reveal law
enforcement techniques or potentially compromise other operational considerations, the
individual will not be permitted to observe the search itself.

5.2 Review and Handling of Privileged or Other Sensitive Material.

5.2.1 Officers may encounter, materials that appear to be legal in nature, or an
individual may assert that certain information is protected by attorney-client or attorney
work product privilege. Legal materials are not necessarily exempt from a border
search, but they may be subject to the following special handling procedures: If an
Officer suspects that the content of such a material may constitute evidence of a crime
or otherwise pertain to a determination within the jurisdiction of CBP, the Officer must
seek advice from the CBP Associate/Assistant Chief Counsel before conducting a
search of the material, and this consultation shall be noted in appropriate CBP systems
of records. CBP coun set will coordinate with the U.S. Attorney’s Office as appropriate.

5.2.2 Other possibly sensitive information, such as medical records and work-related
information carried by journalists shall be handled in accordance with any applicable
federal law and CBP policy. Questions regarding the review of these materials shall be
directed to the CBP Associate/Assistant Chief Counsel. and this consultation shall be
noted in appropriate CBP systems of records.
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5.2.3 Officers encountering business or commercial information in electronic devices
shall treat such information as business confidential information and shall protect that
information from unauthorized disclosure. Depending on the nature of the information
presented, the Trade Secrets Act. the Privacy Act, and other laws. as well as CBP
policies, may govern or restrict the handling of the information. Any questions regarding
the handling of business or commercial information may be directed to the CBP
Associate!Assistant Chief Counsel.

5.2.4 Information that is determined to be protected by law as privileged or sensitive will
only be shared with federal agencies that have mechanisms in place to protect
appropriately such information.

5.3 Detention and Review in Continuation of Border Search of Information

5.3 1 Detention and Review by CBP

An Officer may detain electronic devices, or copies of information contained therein, for
a brief, reasonable period of time to perform a tt~orough border search. The search may
take place on-site or at an off-site location, and is to be completed as expeditiously as
possible. Unless extenuating circumstances exist, the detention of devices ordinarily
should not exceed five (5) days

5.3.1 1 Approval of and Time Frames for Detention. Supervisory approval is required
for detaining electronic devices, or copies of information contained therein for
continuation of a border search after an individual’s departure from the port or other
location of detention Port Director. Patrol Agent in Charge. or other equivalent level
manager approval ~s required to extend any such detention beyond five (5) days.
Extensions of detentions exceeding fifteen (15) days must be approved by the Director
Field Operations, Chief Patrol Agent. Director, Air Operations, Director, Manne
Operations. or otl~er equivalent manager, and may be approved and re-approved in
increments of no more than seven (7) days. Approvals for detention and any extension
thereof shall be noted in appropriate CBP systems of records.

5.3.1.2 Destruction. Except as noted in section 5.4 or elsewhere in this Directive. if after
reviewing the information pursuant to the time frames discussed in section 5.3, there is
not probable cause to seize it, any copies of the information must be destroyed, and any
electronic device must be returned. Upon this determination that there ~s no value to
the information copied from the device, the copy of the information is destroyed as
expeditiously as possible, but no later than seven (7) days after such determination
unless circumstances require additional time, which must be approved by a supervisor
and documented in an appropriate CBP system of records and which must be no later
than twenty one (21) days after such determination, The destruction shall be noted ~n
appropriate CBP systems of records.

5.3.1.3 Notification of Border Search. When a border search of information is
conducted on an electronic device, and when the fact of conducting this search can be
disclosed to the individual transporting the device without hampering national security or
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law enforcement or other operational considerations, the individual may be notified of
the purpose and authority for these types of searches, how the individual may obtain
more information on reporting concerns about their search, and how the individual may
seek redress from the agency if he or she feels aggrieved by a search.

5.3.1.4 Custody Rece!pt. If CBP determines it is necessary to detain temporarily an
electronic device to continue the search, the Officer detaining the device shall issue a
completed Form 6051D to the individual prior to the individual’s departure.

5.3.2 Assistance by Other Federal Agencies.

5.3.2.1 The use of other federal agency analytical resources outside of CBP and ICE,
such as translation, decryption, and subject matter expertise, may be needed to assist
CBP in reviewing the information contained in electronic devices or to determine the
meaning, context, or value of information contained in electronic devices.

5.3.2.2 Technical Assistance - With or Without Reasonable Suspicion. Officers may
sometimes have technical difficulties in conducting the search of electronic devices
such that technical assistance is needed to continue the border search. Also, in some
cases Officers may encounter information in electronic devices that requires technical
assistance to determine the meaning of such information such as. for example,
information that ~s in a foreign language and/or encrypted (including information that is
password protected or otherwise not readily reviewable). In such situations, Officers
may transmit electronic devices or copies of information contained therein to seek
technical assistance from other federal agencies. Officers may seek such assistance
with or without individualized susp~cion.

5~3~2.3 Subject Matter Assistance by Other Federal A.qencies -With Reasonable
Suspicion. In addition to encountering information in electronic devices that is in a
foreign language, encrypted, or requires technical assistance, Officers may encounter
information that requires referral to subject matter experts in other federal agencies to
determine the meaning, context, or value of information contained therein as it relates to
the laws enforced and administered by CBP. Therefore, Officers may transmit
electronic devices or copies of information contained therein to other federal agencies
for the purpose of obtaining subject matter assistance when they have ,easonable
suspicion of activities in violation of the laws enforced by CBP. While many factors may
result in reasor~able suspicion~ the presence of an individual on a government-operated
and government-vetted terrorist watch list will be sufficient to create reasonable
suspicion of activities in violation of the laws enforced by CBP.

5.3.2.4 Approvals for seekin.q translation, decryption, and subject matter assistance.
Requests for translation, decryption, and subject matter assistance require supervisory
approval and shall be properly documented and recorded in CBP systems of records. If
an electronic device is to be detained after the individual’s departure, the Officer
detaining the device shall execute a Form 6051D and provide a copy to the individual
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prior to the individual’s departure. All transfers of the custody of the electronic device
will be recorded on the Form 6051D.

5.3.2.5 Electronic devices should be transmitted only when necessary to render the
requested translation decryption, or subject matter assistance. Otherwise, a copy of
such information should be transmitted in lieu of the device in accord with this Directive.

5.3.2.6 When information from an electronic device is transmitted to another federal
agency for translation, decryption, or subject matter assistance, the individual will be
notified of this transmission unless CBP determines, in consultation with the receiving
agency or other agency as appropriate, that notification would be contrary to national
security or law enforcement or other operational interests. If CBP’s transmittal seeks
assistance regarding possible terrorism, or if the individual is on a government-operated
and government-vetted terrorist watch list, the individual will not be notified of the
transmittal or his or her presence on a watch list. When notification is made to the
individua, the Officer will annotate the notification in CBP systems of records and on the
Form 6051D.

5.3.3 Responses and Time for Assistance

53.3.1 Responses ReQuired. Agencies receiving a request for assistance in conducting
a border search are to provide such assistance as expeditiously as possible. Where
subject matter assistance is requested, responses should include all appropriate
findings, observations, and conclusions relating to the laws enforced by CBP.

5.3.3.2 Time for Assistance. Responses from assisting agencies are expected in an
expeditious manner so that CBP may complete the border search in a reasonable
period of time. Unless otherwise approved by the Director Field Operations, Chief
Patrol Agent, Director, Air Operations, Director, Marine Operations, or equivalent level
manager, responses from an assisting agency should be received within fifteen (15)
days. If the assisting agency is unable to respond in that period of time the Director
Field Operations. Chief Patrol Agent, Director, Air Operations, Director, Marine
Operations. or equivalent level manager may permit extensions in increments of seven
(7) days.

5.3.3.3 Revocation of a Request for Assist.ance. If at any time a CBP supe~isor
involved in a request for assistance is not satisfied with the assistance being provided.
the timeliness of assistance, or any other articulable reason, the request for assistance
may be revoked, and the CBP supervisor may require the assisting agency to return to
CBP all electronic devices that had been provided to the assisting agency, and any
cop~es thereof, as expeditiously as possible, except as noted in 5.4.2.3. Any such
revocation shall be documented in appropriate CBP systems of records. When CBP
has revoked a request for assistance because of the lack of a timely response, CBP
may initiate the request with another agency pursuant to the procedures outlined in this
Directive.
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5.33.4 Destruction. Except as noted in section 5,4.1 below or elsewhere in this
Directive, if after reviewing information, probable cause to seize the information does
not exist. CBP will retain no copies of the information.

5.4 Retention and Sharing of Information Found in Border Searches

5.4.1 Retention and Sharing of Information Found in Border Searches

5.4.1.1 Retention with Probable Cause. Officers may seize and retain an electronic
device, or copies of information from the device, when, based on a review of the
electronic device encountered or on other facts and circumstances, the~’ determine
there is probable cause to believe that the device, or copy of the contents thereof,
contains evidence of or is the fruit of a crime that CBP is authorized to enforce.

5.4.1.2 Retention of Information in CBP Privacy Act-Compliant Systems, Without
probable cause to seize an electronic device or a copy of information contained therein,
CBP may retain only information relating to immigration, customs, and other
enforcement matters if such retention is consistent with the privacy and data protection
standards of the system of records in which such information is retained. For example,
information collected in the course of immigration processing for the purposes of
present and future admissibility of an alien may be retained in the A-file Central Index
System. TECS, and/or ENFORCE or other systems as may be appropriate and
consistent with the policies governing such systems.

5.4.1,3 Sharing Generally. Nothing in this Directive limits the authority of CBP to share
copies of information contained in electronic devices (or portions thereof), which are
retained in accordance with this Directive with federal, state, local, and foreign law
enforcement agencies to the extent consistent with applicable law and policy.

5,4.1.4 Sharing of Terrorism Information. Nothing in this Directive is ~n[ended to limit
the sharing of terrorism-related information to the extent the sharing of such information
is mandated by statute, Presidential Directive, or DHS policy. Consistent with 6 U.S,C.
122(d)(2) and other applicable taw and policy, CBP, as a component of DHS. will
promptly share any terrorism information encountered in the course of a border search
with elements of the federal government responsible for analyzing terrorist threat
information. In the case of such terrorism information sharing, the element receiving the
information will be responsible for providing CBP with alt appropriate findings ....
observations, and conclusions relating to the laws enforced by CBP. The receiving
entity will be responsible for managing retention and disposition of information it
receives in accordance with its own legal authorities and responsibilities.

5.4.1.5 Safeguardin~q Data During Storage and Transmission. CBP will appropriately
safeguard information retained, copied, or seized under this Directive and during
transmission to another federal agency. Appropriate safeguards include keeping
materials in locked cabinets or rooms, documenting and tracking copies to ensure
appropriate disposition, and other safeguards durin transmission such as password
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protection or physical protections. Any suspected loss or compromise of information
that contains personal data retained, copied, or seized under this Directive must be
immediately reported to the Port Director, Patrol Agent in Charge or equivalent level
manager and the CBP Office of Internal Affairs.

5.4.1.6 Destruction. Except as noted in this section or elsewhere in this Directive. if
after reviewing information, there exists no probable cause to seize the information,
CBP will retain no copies of the information.

5.4.2 Retention by Agencies Providing Translation, Decryption, or Subiect Matter
Assistance

5.4.2. ! During Assistance~ All electronic devices, or copies of information contained
therein, provided to an assisting federal agency may be retained by that agency for the
period of time needed to provide the requested assistance to CBP or in accordance with
section 5.4.2.3 below.

5.4,2.2 Return or Destruction. At the conclusion of the requested assistance, all
information must be returned to CBP as expeditiously as possible, and the assisting
agency must advise CBP in accordance with section 5.3,3 above. In addition, the
assisting federal agency should destroy all copies of the information transferred to that
agency unless section 5.4.2.3 below applies. In the event that any electronic devices
are transmitted, they must not be destroyed; they are to be returned to CBP unless
seized by the assisting agency based on probable cause or retained per 5.4.2.3.

5.4.2.3 Retention with Independent Au.thority. If an assisting federal agency elects to
continue to retain or seize an electronic device or information contained therein, that
agency shall assume responsibility for processing the retention or seizure, Copies may
be retained by an assisting federal agency only if and to the extent that it has the
~ndependent legal authority to do sowfor example when the information relates to
terrorism or national security and the assisting agency is authorized by taw to receive,
and analyze such information. In such cases, the retaining agency should advise CBP
of its decision to retain information under its own authority.

5.5 Reporting Requirements

5.5.1 The Officer performing the border search of information shall be responsible for
completing all after-action reporting requirements. This responsibility includes ensuring
the completion of all applicable documentation such as the Form 6051D when
appropriate, and creation and/or updating records in CBP systems. Reports are to be
created and updated in an accurate~ thorough, and timely manner. Reports must
include all information related to the search through the final disposition including
supervisory approvals and extensions when appropriate.
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5.5.2 In instances where an electronic device or copy of information contained therein
is forwarded within CBP as noted in section 5.3.1, the receiving Officer is responsible
for recording all information related to the search from the point of receipt forward
through the final disposition.

5.5.3 Reporting requirements for this Directive are ~n addition to, and do not replace,
any other applicable reporting requirements.

5.6 Management Requirements

5.6.! The duty supervisor shall ensure that the Officer completes a thorough inspection
and that all notification, documentation, and reporting requirements are accomplished_

5.6.2 The appropriate CBP Second line supervisor shall approve and monitor the
status of the detention of all electronic devices or copies of information contained
therein.

5.6.3 The appropriate CBP Second line supervisor shall approve and monitor the
status of the transfer of any electronic device or copies of information contained therein
for translation, decryption, or subject matter assistance from another federal agency.

5.6,4 The Director, Field Operations. Chief Patrol Agent, Director, Air Operations,
Director, Marine Operations, or equivalent level manager shall establish protocols to
monitor the proper documentation and recording of searches conducted pursuant to this
Directive and the detention, transfer, and final disposition of electronic devices or copies
of information contained therein in order to ensure compliance with the proceeures
outlined in this Directive.

6    MEASUREMENT. CBP Headquarters will continue to develop and maintain
appropriate mechanisms to ensure that statistics regarding border searches of
electronic devices, and the results thereof, can be generated from CBP systems using
data elements entered by Officers pursuant to this Directive.

7    AUDIT. CBP Management Inspection will develop and periodically administer an
auditing mechanism to review whether border searches of electronic devices are being
conducted in conformity with this Directive.

8    NO PRIVATE RIGHT CREATED. This Directive is an internal policy statement
of U.S. Customs and Border Protection and does not create or confer any rights,
privileges, or benefits on any person or party.

9 DISCLOSURE. This Directive may be shared with the public.
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10. SUPERSEDES. Procedures for Border Search/Examination of Documents,
Paper, and Electronic Information (July 5, 2007) and Policy Regarding Border Search of
Information (July 16. 2008) to the extent they pertain to electronic devices.

o
;ustoms and Border Protection
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Why You May Be Chosen for an Inspection
You may be subject to an inspection for a variety of reasons, some of
which include: your travel documents are incomplete or you do not have
the proper documents or visa; you have previously violated one of the
laws CBP enforces; you have a name that matches a person of interest
in one of the government’s enforcement databases; or you have been
selected for a random search.

If you are subject to inspection, you should expect to be treated in a
courteous, dignified, and professional manner. Because the border
is a law enforcement environment, CBP officers may not be able to
answer all of your questions about an examination that is underway.
If you have concerns, you can always ask to speak with a CBP
supervisor.

Authority to Search

All persons, baggage, and merchandise arriving in, or departing from,
the United States are subject to inspection, search and detention. This
is because CBP officers must determine the identity and citizenship of all
persons seeking entry into the United States, determine the admissibility
of foreign nationals, and deter the entry of possible terrorists, terrorist
weapons, controlled substances, and a wide variety of other prohibited
and restricted items. Various laws that CBP is charged to enforce
authorize such searches and detention (see, for example, 8 U.S.C. §
1357 and 19 U.S.C. §§ 1499, 1581, 1582).

What Happens Now?

You’re receiving this sheet because your electronic device(s) has been
detained for further examination, which may include copying. You will
receive a written receipt (Form 6051-D) that details what item(s) are
being detained, who at CBP will be your point of contact, and the contact
information (including telephone number) you provide to facilitate the
return of your property within a reasonable time upon completion of the
examination.

The CBP officer who approved the detention will speak with you and
explain the process, and provide his or her name and contact telephone
number if you have any concerns. Some airport locations have dedi-
cated Passenger Service Managers who are available in addition to the
onsite supervisor to address any concerns.

Return or Seizure of Detained Electronic Device(s)
CBP will contact you by telephone when the examination of the elec-
tronic device(s) is complete, to notify you that you may pick-up the item
(s) during regular business hours from the location where the item(s)
was detained. If it is impractical for you to pick up the device, CBP can

(continue on back)
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(Return or Seizure of Detained Electronic Device(s) continue)
make arrangements to ship the device to you at our expense. CBP may
retain documents or information relating to immigration, customs, and other
enforcement matters only if such retention is consistent with the privacy
and data protection standards of the system in which such information is
retained, Otherwise, if after reviewing the information, there exists no
probable cause to seize it, CBP will not retain any copies.

If CBP determines that the device is subject to seizure under law - for
example, if the device contains evidence of a crime, contraband or other
prohibited or restricted items or information - then you will be notified of
the seizure as well as your options to contest it through the local CBP
Fines, Penalties, and Forfeitures Office.

Privacy and Civil Liberties Protection
In conducting border searches, CBP officers strictly adhere to all constitu-
tional and statutory requirements, including those that are applicable to
privileged, personal, or business confidential information. For example, the
Trade Secrets Act (18 U.S.C, § 1905) prohibits federal employees from
disclosing, without lawful authority, business confidential information to
which they obtain access as part of their official duties. Moreover, CBP has
strict oversight policies and procedures that implement these constitutional
and statutory safeguards. Further information on DHS and CBP privacy
policy can be found at www.dhs.gov/privacy.

The DHS Office for Civil Rights and Civil Liberties investigates complaints
alleging a violation by DHS employees of an individual’s civil rights or civil
liberties. Additional information about the Office is available at
w ww. dhs. gov/civilliberties.

Additional information on CBP’s search authority, including a copy of
CBP’s policy on the border search of information, can be found at:
www. cbp gov/xp/cgov/travet/admissibilityX

Pdvacy Act Statement

Pursuant to 5 US.C. § 552a (e)(3), this Privacy Aot Statement serves to inform you of the following concern-
ing the possible collection of information from your electronic device.

AUTHORtTY and PURPOSE: See above, Authority to Search.

ROUTINE USES: The subject information may be made available to other agencies for investigation and/or
for obtaining assistance relating to jurisdictional or subject matter expertise, or for translation, decryption,
or other technical assistance, This information may also be made available to assist in border security
and intaitigenoe activities, domestic law enforcement and the enforcement of other crimes of a transnational
nature, and shared with elements of the federal government responsible for analyzing terrorist threat
information.

CONSEQUENCES OF FAILURE TO PROVtDE INFORMATION: Collection of tills information is mandatory
at the time that CBP or ICE seeks to copy information from the electronic device Failure to provide informa,.
lion to assist CBP Or ICE in the copying of information from the electronic device may result in its 0etention
aodiar seizure

-1
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Abstract
With changes in technology over the last several decades, the ability to easily and economically

carry vast amounts of information in electronic form has risen dramatically. The advent of compact, large
capacity, and inexpensive electronic devices, such as laptop computers, thumb drives, compact disks
(CD), digital versatile disks (DVD), cell phones, subscriber identity module (SIM) cards, digital cameras,
and other devices capable of storing electronic information (hereinafter "electronic devices") has enabled
the transportation of large volumes of information, some of which is highly personal in nature. When
these devices are carried by a traveler crossing the U.S. border, these and all other belongings are subject
to search by the U.S. Department of Homeland Security (DHS) to ensure the enforcement at the border of
immigration, customs, and other federal laws. In particular, U.S. Customs and Border Protection (CBP)
and U.S. Immigration and Customs Enforcement (ICE) may conduct border searches of such electronic
devices as part of CBP’s mission to interdict and ICE’s mission to investigate violations of federal law at
and related to the Nation’s borders. CBP Officers and ICE Special Agents conduct border searches of
electronic devices to determine whether a violation of U.S. law has occurred.

Overview
There are two basic privacy concerns at the heart of DHS searching electronic devices at the

border. The first is the propriety of the border search, as in whether the search is lawful under U.S. law.
The legal foundation for border searches of any object at the border, regardless of its type, capacity, or
format, is well-established and is discussed in detail below. ~

The second and more central privacy concern is the sheer volume and range of types of
information available on electronic devices as opposed to a more traditional briefcase or backpack. In the
past, someone might bring a briefcase or similar accessory across the border that contains pictures of their
friends or family, work materials, personal notes or journals, or any other type of personal information.
Because of the availability of electronic information storage and the capacity for comfortable portability,
the amount of personal and business information that can be hand-carried by a single individual has
increased exponentially. Where someone may not feel that the inspection of a briefcase would raise
significant privacy concerns because the volume of information to be searched is not great, that same
person may feel that a search of their laptop increases the possibility of privacy risks due to the vast
amount of information potentially available on electronic devices.

At the same time that individuals seek to lawfully transport electronic information with no link to
criminal activity across the border, criminals attempt to bring merchandise contrary to law into the United
States using the same technology. The use of electronic devices capable of storing information relating to
criminal activities has been established as the latest method for smuggling these materials. As the world
of information technology evolves, the techniques used by CBP and ICE and other law enforcement
agencies must also evolve to identify, investigate, and prosecute individuals using new technologies in the

See, e.g., 19 U.S.C. §§ 482, 1461, 1496, 1499, 1581-1582; see generally United States v. Flores-Montano, 541
U.S. 149 (2004); United States v. Montoya de Hernandez, 473 U.S. 531 (1985).
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perpetration of crimes. Failure to do so would create a dangerous loophole for criminals seeking to
import or export merchandise contrary to law.

Because of the unique privacy concerns raised by the border search of electronic devices, CBP
and ICE have conducted this Privacy Impact Assessment (PIA) to enhance public understanding of the
authorities, policies, procedures, and privacy controls related to these searches. This PIA discusses
DHS’s general border security mission, definitions of commonly used terms, and the parameters of border
searches conducted by CBP and ICE. This PIA details the border search process as it pertains to
electronic devices, concentrating on why CBP and ICE conduct searches, how CBP and ICE handle
electronic devices, and the policies and procedures in place to protect individuals’ privacy, This PIA
concludes with a privacy risk and mitigation analysis of those policies and procedures based on the
DHS’s Fair Information Practice Principles.2

DHS’s Border Security Mission

DHS is charged with ensuring compliance with federal laws at the border including those
preventing contraband, other illegal goods, and inadmissible persons from entering or exiting the United
States. DHS’s border authorities permit the inspection, examination, and search of vehicles, persons,
baggage, and merchandise to determine if the merchandise is subject to duty or being introduced to the
U.S. contrary to law, and to ensure compliance with any law or regulation enforced or administered by
DHS. Accordingly, all travelers entering the United States must undergo DHS customs and immigration
inspection to ensure that they are legally eligible to enter (as a U.S. citizen or otherwise) and that their
belongings are not being introduced into the U.S. contrary to law. It is not until those processes are
complete that a traveler, with or without his belongings, is permitted to enter the United States.

During the immigration process, travelers are subject to an examination to determine alienage,
nationality, and admissibility into the United States. During the customs inspection, travelers are subject
to border search for merchandise, regardless of status in the United States. Both the examination and
search may be conducted without a warrant and without suspicion.3 Long-standing customs authorities
allow for border searches to be performed with or without suspicion that the merchandise being searched
may be in violation of U.S. law or may contain evidence of such a violation.4 Significantly, the
Executive’s plenary authority to conduct border searches derives from statutes passed by the First
Congress.5 The Supreme Court has repeatedly described this authority as having an "impressive
historical pedigree,’’6 that underscores the inherent right of the sovereign to protect its "territorial
integrity.’’7 Under DHS authorities to conduct border searches, travelers’ electronic devices are equally
subject to search as any other belongings because the information contained in them may be relevant to
DHS’s customs and immigration inspection processes and decisions. While the terms "merchandise" and
"baggage" are used, the courts have interpreted border search authorities to extend to all of a traveler’s

2 See The Fair Information Practice Principles: Framework for Privacy Policy at the Department of Homeland

Security, December 29, 2008 (http://www.dhs.gov/xlibrary/assets/privacy/privacy_policyguide_2OOS-Ol.pdf).
3 See United States v. Ramsey, 431 U.S. 606 (1977). See also Act of July 31, 1789, ch 5, 1 Star. 29.
4 See United States v. Ramsey, 431 U.S. 606 (1977). See also Act of July 31, 1789, ch 5, 1 Stat. 29.

5 Act of Aug. 4, 1790, 1 Stat. 164.
6See U.S.v. Villamonte-Marquez, 462 U.S. 579, 585 (1983).
7 See Flores-Montano, 541 U.S. at 153.
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belongings, including electronic devices and the information in such devices.8 In addition to searches
conducted to ensure merchandise is not being introduced into the U.S. contrary to law, the authorities for
these searches also allow for the review of information relating to the admissibility of Persons into the
United States under federal immigration law.

DHS’s border search authorities are derived from those exercised, prior to the homeland security
reorganization in 2003, by the U.S. Customs Service (USCS) and the Immigration and Naturalization
Service (INS). Those agencies were merged into DHS and reorganized into the Customs Service - later
renamed CBP, which retained the inspectional and patrol functions of USCS and INS; and ICE, which
retained the investigative components of USCS and INS. CBP and ICE continue to hold the border
search authorities previously exercised by USCS and INS. CBP, as the interdictory agency, and ICE, as
the investigative agency, now work hand-in-hand at the border to set forth a seamless process for the
international traveler.

Border Searches in Support of CBP and ICE Law Enforcement Missions

As the Nation’s law enforcement agencies at the border, CBP interdicts and ICE investigates a
range of illegal activities such as child pornography; human rights violations; smuggling 0f drugs,
weapons, and other contraband; financial and trade-related crimes; violations of intellectual property
rights and law (e.g., economic espionage); and violations of immigration law, among many others. CBP
and ICE also enforce criminal laws relating to national security, terrorism, and critical infrastructure
industries that are vulnerable to sabotage, attack or exploitation.

In the course of their daily practices, CBP Officers and ICE Special Agents may interview
travelers undergoing inspection at the border and/or conduct border searches of travelers and their
belongings.9 In some cases, CBP and/or ICE may search a traveler because he is the subject of, or
person-of-interest in, an ongoing law enforcement investigation and was flagged by a law enforcement
"lookout" in the CBP enforcement system known as TECS. 10 If questions regarding the admissibility of
an individual or his or her belongings cannot be resolved at the primary inspection station, CBP may elect
to conduct a more in-depth inspection of the traveler (referred to as "secondary inspection"). At any point
during the inspection process, CBP may refer the traveler and his belongings to ICE for a search,
questioning, and for possible investigation of violations of law. ICE has concurrent border search
authority with CBP and may join or independently perform a border search at any time.

In many instances, CBP and ICE conduct border searches of electronic devices with the
knowledge of the traveler. However, in some situations it is not practicable for law enforcement reasons
to inform the traveler that his electronic device has been searched.

8 United States v. Arnold, 523 F.3d 941 (9th Cir. 2008), cert. denied, 129 S.Ct. 1312 (Feb. 23, 2009); United States v.

Ickes, 393 F.3d 501 (4th Cir. 2005); United States v. Romm, 455 F.3d 990 (9t~ Cir. 2006); and United States v.
Roberts, 274 F.3d 1007 (5t~ Cir. 2001).
9 Travelers arriving in the United States at a port of entry must go through CBP inspection where CBP has two

missions, which are often interdependent: (1) to ensure the traveler is legally admissible to the United States; and
(2) to ensure all items accompanying the traveler are permitted legal entry into the United States.
=o See the Privacy Act System of Records Notice, DHS U.S. Customs and Border Protection TECS DHS/CBP-011

¯ December 19, 2008, 73 FR 77778.
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Frequently Used Terms

The following terms are used throughout this PIA.

A detention occurs when CBP or ICE determines that the devices need to be kept for further
examination to determine if there is probable cause to seize as evidence of a crime and/or for
forfeiture. This is a temporary detention of the device during an ongoing border search.
Many factors may result in a detention, for example, time constraints due to connecting
flights, the large volume of information to be examined, the need to use off-site tools and
expertise during the search (e.g., an ICE forensic lab), or the need for translation or other
specialized services to understand the information on the device. In a detention, CBP or ICE
will keep either the original device (e.g., the laptop) or an exact duplicate copy of the
information stored on the device, so as to allow the traveler to proceed with the original
device. Once the border search has concluded, the device will be returned to the traveler
unless there is probable cause to seize the device. Any copies of the information in the
possession of CBP or ICE will be destroyed unless retention of the information is necessary
for law enforcement purposes and appropriate within CBP or ICE Privacy Act systems of
records.

A seizure occurs when CBP or ICE determines there is probable cause to believe a violation
of law enforced by CBP or ICE has occurred based on a review of information in the
electronic device during the border search or based on other facts and circumstances.

A retention occurs when CBP or ICE stores information from a device in any of their
recordkeeping systems. A retention typically occurs when an electronic device is detained
and the border search reveals information relevant to immigration, customs, or other laws
enforced by DHS. For example, the traveler may appear to be permitted legal entry into the
United States as a visitor, but a file on his laptop may evidence his true intent to secure
employment in the United States, thus making him inadmissible.

Computer Forensic Agents (CFAs): CBP Officers and ICE Special Agents may perform
border searches on electronic devices; however, within ICE, only those Special Agents
trained by ICE and certified as CFAs are permitted to extract information from electronic
devices for ICE evidentiary purposes. CFAs are specially trained on information technology,
evidentiary, and legal issues involving the search, analysis, duplication, and seizure of
electronic information. Within ICE, only CFAs are permitted to make duplicate copies of
electronic devices during a search to ensure secure and accurate duplication of the
information, and the integrity of the information (original and copy) and the electronic
devices. CFAs are also trained in the proper and secure destruction of electronic information.

Demand for Assistance: During a border search, ICE and CBP have specific statutory
authority to demand assistance from any person or entity,l~ For searches of electronic
devices, CBP or ICE may demand technical assistance, including translation or decryption, or

See 19 U.S.C. § 507.
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specific subject matter expertise that may be necessary to allow CBP or ICE to access or
understand the detained information.

Process

Travelers arriving at a port of entry must go through primary inspection, where a CBP Officer
checks the traveler’s documentation and determines the traveler’s admissibility to the United States.
During primary inspection, the CBP Officer may determine, through his observations or through an alert
indicated on the primary inspection computer screen, that the traveler warrants further examination and
thus will refer the traveler to secondary inspection. Travelers are typically referred to secondary
inspection to resolve immigration, customs, or other law enforcement matters. At secondary inspection, a
CBP Officer or ICE Special Agent may ask the traveler questions and inspect the traveler’s possessions to
detect violations or evidence of violations of law. This border search may include examination of
documents, books, pamphlets, and other printed material, as well as computers, storage disks, hard drives,
phones, personal digital assistants (PDAs), cameras, and other electronic devices. Referrals for secondary
examination may also be the result of a random compliance measurement selection through a system
referred to as COMPEX. 12

At every stage after the traveler is referred to secondary inspection, CBP and!or ICE maintain
records of the examination, detention, retention, or seizure of a traveler’s property, including any
electronic devices. Additionally, as travelers enter the port area, they are informed through the posting of
signage that all vehicles, other conveyances, persons, baggage, packages, or other containers are subject
to detention and search. With the publication of this PIA, CBP will work to amend this signage both to
state explicitly that electronic devices are subject to detention and search, and to include a Privacy Act
Statement providing notice of DHS’s authority to collect information from electronic devices.[See
Appendix A for the Privacy Act Statement.]

Search

At primary or secondary inspection, a CBP Officer and/or ICE Special Agent may perform a
quick, cursory search of the electronic device in front of the passenger. This may be as simple as turning
on the device to establish that it is a working device, rather than a shell for concealed contraband,
weapons or explosives. CBP or ICE may direct the traveler to turn on the device to establish that it
works, or may take the device from the traveler and perform the task itself. A record of the interaction is
entered into TECS.13 Where information found on the electronic device may be relevant to a traveler’s
admissibility under the Immigration and Naturalization Act (8 U.S.C. § 1101 et seq.), a notation may be
made in the appropriate CBP or ICE records systems, such as ENFORCE. 14 Where a traveler makes a
request and it is operationally feasible to honor such a request, an examination at secondary inspection
may take place in a private area, away from other travelers, including traveling companions. If CBP and
ICE are satisfied that no further examination is needed, the electronic device is returned to the traveler

12 For more information about CBP’s random examination program, COMPEX, visit:

http://www.cbp.gov/xp/cgov/travel/admissibilipf/random exams.xml
t3 See U.S. Customs and Border Protection TECS DHS/CBP-011 December 19, 2008, 73 FR 77778; U.S.

Immigration and Customs Enforcement External Investigations DHS/ICE-009 December 11, 2008, 73 FR 75452..
~4 See Enforcement Operational Immigration Records (ENFORCE/IDENT) DHS/ICE-CBP-CIS-001-03, March 20,

2006 71 FR 13987.
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and he or she is free to proceed. In this situation, no receipt to document chain of custody is given to the
traveler because the device has not been detained or seized.15 CBP or ICE may also examine the
information on the electronic device outside of the presence of the traveler.~6 If no further search is
needed, and the electronic device is not seized, the device is returned to the ’traveler. There is no specific
receipt given to the traveler if the contents of the device are detained for further review, but the device is
returned to the individual. Where CBP performs the search, a supervisor is notified or present for the
search. 17

Detention of Electronic Devices

In most cases, when CBP or ICE keeps the device and the traveler leaves the port without it, the
electronic device is considered "detained.’’~8 For CBP, the detention of devices ordinarily should not
exceed five (5) days, unless extenuating circumstances exist.19 The CBP Officer or ICE Special Agent
notes the detention in TECS and provides Customs Form (CF) 6051D to the traveler as a receipt.2° This
form contains contact information for the traveler and the CBP Officer or ICE Special Agent to ensure
each party can contact the other with questions or for retrieval of the electronic device at the conclusion of
the border search. The CF 6051D is kept with the electronic device and records the chain of custody
between the traveler and CBP and/or ICE until final disposition of the case.2~ From the time the
electronic device is detained to the time it is returned to the traveler, the device is kept in secured facilities
with restricted access at all times.22 In such instances, CBP will also provide the t~aveler with a tear sheet
containing information concerning CBP/DHS’s authority to perform its search, detention, and possible
seizure. [See Appendix B for tear sheet.] The tear sheet further informs the traveler of redress procedures
and administrative rights concerning privacy and civil liberties.23 CBP will work to implement the tear
sheet at all ports of entry as expeditiously as possible, but no later than 30 days after the implementation
of the new Directive and the issuance of this PIA.

When CBP detains an electronic device under its border search authority, the device may be
shared with ICE or another federal agency for analysis.24 If there is no evidence of criminal activity
relating to laws enforced by ICE or CBP, or of a violation of law that subjects the device to seizure for
civil forfeiture, the electronic device is returned to the traveler in its original condition, and any copies of
the information from the device are destroyed as explained below.25 If CBP determines the device should
be referred to 1CE for any reason, or if ICE is the agency of record on the detention, the chain of custody

15 See below at "Demands for Assistance" for a discussion of detention of information.
16 See Attachment 1, CBP Directive CD 3340-049, "Border Search of Documents and Electronic Devices

Containing Information," August 20, 2009, at 3-4 (hereinafter "CBP Directive"); See Attachment 2, ICE Directive
No. 7-6.1, "Border Searches of Documents and Electronic Devices," August 18, 2009, at 3-4 (hereinafter "ICE
Directive").
17 CBP Directive at 3.
~8Alternatively, the item may be "seized" as evidence of a crime. See infra at 10, "Seizure."
~9CBP Directive at 4.
20CBP Directive at 5; ICE Directive at 4-5.
2~ CBP Directive at 5-6.
22CBP Directive at 7-8.
23CBP Directive at 4-5.
24CBP Directive at 5; ICE Directive at 7.
~ See infra at 10, "Destruction."
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will reflect that ICE is in possession of the device or information therefrom. Appropriate notations are
made in CBP systems of records and on the CF 6051D to reflect the transfer to ICE, and ICE assumes
responsibility for the device.

Instead of detaining the electronic device, CBP or ICE may instead copy the contents of the
electronic device for a more in-depth border search at a later time. For CBP, the decision to copy data
contained on an electronic device requires supervisory approval.26 Copying may take place where CBP
or ICE does not want to alert the traveler that he is under investigation; where facilities, lack of training,
or other circumstances prevent CBP or ICE from performing the search at secondary inspection; or where
the traveler is unwilling or is unable to assist, or it is not prudent to allow the traveler to assist in the
search (such as providing a password to log on to a laptop). If a copy of data on a traveler’s electronic
device is made on-site and the device is returned to the traveler, a notation of the search is recorded in
TECS.27 The copy is stored on either an ICE external hard drive or computer system, neither of which is
connected to a shared or remote network; however, notes from the search may be stored in one of the
systems of records listed below (see "SORNs"). For example, information found on the electronic
devices that pertains to the traveler’s admissibility may be noted in ENFORCE.28

In accordance with the Privacy Act, CBP is working to amend signage at ports of entry to state
explicitly that electronic devices are subject to detention and search, and to include a Privacy Act
Statement providing notice of CBP’s and ICE’s authority to retain information from electronic devices.
CBP will also include this Privacy Act statement on the tear sheet in instances where the individual’s
electronic device has been detained or seized. [See Appendix B for tear sheet.] CBP will work to
implement the tear sheet at all ports of entry as expeditiously as possible, but no later than 30 days after
the implementation of the new Directive and the issuance of this PIA.

As federal criminal investigators, ICE Special Agents are empowered to make investigative
decisions based on the particular facts and circumstances of each case. The decision to detain or seize
electronic devices or detain, seize, or copy information therefrom is a typical decision a Special Agent
makes as part of his or her basic law enforcement duties. However, although no additional permission is
required at this stage, Special Agents must comply with precise timeframes and supervisory approvals at
further stages throughout each border search. The ICE Directive requires that Special Agents complete
the border search of any detained electronic device or information in a reasonable time, but typically no
longer than 30 days, depending on the facts and circumstances of the particular search.29 The length of
detention depends on several factors, but primarily the amount of information requiring review and the
format of that information, which can greatly affect the amount of time necessary to complete a search.3°

If a Special Agent determines there is a need to demand assistance (as described below) for any reason,
this time will likely be extended. ICE policy requires that any detention exceeding 30 days, including

26CBP Directive at 4.
27CBP Directive at 3-4.
28See Enforcement Operational Immigration Records (ENFORCE/IDENT) DHS/ICE-CBP-CIS-001-03, March 20,
2006, 71 FR 13987.
29 ICE Directive at 4-5.
3o ICE Directive at 5.



Home.land
Security

Privacy Impact Assess~
CBP and ICE Border Searches of Electronic Devices

August 25, 2009
Page 9

those where assistance is demanded, must be approved by an ICE supervisor, approved again every 15
days thereafter, and documented in the appropriate ICE record systems. 31

Demands for Assistance

Where detained information on an electronic device cannot be readily understood, CBP and/or
ICE may demand technical assistance, including translation or decryption, from another person or entity
without a reasonable articulable suspicion that the data on the electronic device is evidence of a crime.32

Where CBP or ICE has this reasonable articulable suspicion, CBP and/or ICE may share the information
with other federal agencies for subject matter assistance.33 When CBP demands assistance, CBP informs
the assisting party that they must limit the use of the information to the purpose for which it is shared, i.e.,
decryption, translation, or consistent with providing subject matter assistance. Further, all transmitted
information is to be returned to CBP or destroyed with certification provided to CBP within 15 days
unless: (1) the Director Field Operations, Chief Patrol Agent, Director, Air Operations, Director, Marine
Operations, or equivalent level manager approves an extension in seven-day increments, or (2) the
receiving agency has a valid basis for its own independent authority to seize or continue retention of the
transmitted information.34 If the electronic device is sent to an assisting party, the fact of which is not
disclosed to the traveler because of law enforcement or national security concerns, a second chain of
custody form (CF 6051D) is created to record the transaction between CBP and the assisting party.~5

This additional CF 6051 D is kept with the case file for the electronic device, but is not provided to the
traveler because disclosure of transfer to a laboratory or other agency would reveal the existence of a
legitimate investigation.36

If ICE is unable to complete the search without the assistance of an outside entity, it may demand
assistance for translation, decryption, or specific subject matter expertise (e.g., the hard drive failed and
ICE requires the assistance of a recovery firm) that may be necessary to allow it to access or understand
the detained information.37 If ICE requires subject matter expertise for information that is not in a foreign
language or encrypted, or otherwise requires technical assistance, but nevertheless requires some sort of
expertise to assist in review (e.g., scientific materials that require an engineer to review), ICE policy
requires that the Special Agent have a reasonable suspicion of activities in violation of the laws enforced
by ICE before a demand for assistance may issue.38 In all instances, ICE policy requires that assistance
be demanded in writing, include sufficient details so the assisting agency/entity knows what to look for,
and establish timeframes for the responses required by ICE.39 Demands to assisting federal agencies also
include the requirement to return or destroy the information after assistance has been rendered unless the
agency possesses independent legal authority to retain such informatiom4° Demands to non-federal

31 ICE Directive at 5.
32 See 19 U.S.C. § 507; CBP Directive at 5-6.
33CBP Directive at 5.
34CBP Directive at 6-8.
35CBP Directive at 6.
36CBP Directive at 6.
37ICE Directive at 5-6.
38ICE Directive at 6.
39ICE Directive at 6-7.
4oICE Directive at 8.
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entities require all information be returned to ICE upon completion of assistance.4~ The Special Agent is
required to contact the assisting agency or entity within the first 30 days to get a status report and to
continue contact thereafter until a final response is received.42

Seizure

When either CBP or ICE determines probable cause exists to seize the electronic device, the
seizing Officer or Special Agent completes a chain of custody form (CF 6051 S) to reflect the seizure. 43
A seizure record is also made in the Seized Asset and Case Tracking System (SEACATS) and noted in
TECS.44 If the original device is seized in the presence of the traveler, the traveler is given a copy of the
CF 6051S at the time of seizure.45 If the original device has been detained and referred to ICE, and
should ICE find probable cause to seize the device, the chain of custody form for the detention (CF
6051D) is superseded by a seizure form (CF 6051S). The seizure form is mailed to the traveler in
accordance with applicable laws and regulations for customs seizures.46 Any CBP records and notes are
turned over to ICE for investigation and prosecution. If CBP or ICE did not detain the original device,
but instead detained a copy of the data contained on the device, the first copy made is known as the "gold
copy"; the chain of custody form stays with the gold copy.

Destruction

Electronic devices are never destroyed unless they are seized for civil forfeiture or as evidence of
criminal activity, and are subsequently forfeited to the Government. Electronic devices that are not seized
are returned to the traveler as expeditiously as possible following the conclusion of the border search. 47
Copies of information from electronic devices are not retained by CBP or ICE unless retention is required
for a law enforcement purpose and is consistent with the system of records that covers the detained
information.48 Detained electronic information that is destroyed is not merely deleted, but forensically
wiped, which entails writing over the information multiple times to ensure it cannot be accessed again.49

Once the electronic copy is forensically wiped, a record of the destruction is documented in the TECS
Report of Investigation (ROI), as appropriate.J°

As stated abo~e under "Detention," CBP or ICE may detain an electronic device or a copy of
information on a device in order to determine if it has investigative or enforcement value. Should CBP or
ICE determine there is no value to the information copied from the device, that information is destroyed
as expeditiously as possible. For CBP and ICE, the destruction must take place no later than seven

41ICE Directive at 8.
42ICE Directive at 7.
43ICE Directive at 4.
44See Seized Assets and Case Tracking System DHS/CBP-013 December 19, 2008, 73 FR 77764.
45ICE Directive at 4.
46See 19 C.F.R. Part 162.
47 CBP Directive at 4.
48 This means that ifCBP retains the information, CBP retention policy for a particular system of records would

govern. If ICE ultimately retains the information, ICE retention policy for a particular system of records would
govern.
49 CBP Directive at 2.
50 CBP Directive at 4; ICE Directive at 8.
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calendar days after such determination5~ unless circumstances require additional time. If additional time
is required, the supervisor must approve and document it in the appropriate CBP or ICE system of
records. Under no circumstance will the destruction be later than 21 calendar days after the determination
that there is no value to the information.52 If CBP or ICE determines the information should be retained
because the information is required for law enforcement purposes and is relevant to immigration,
customs, or other laws enforced by DHS, the information and the record of the retention are recorded in a
DHS system of records.53

Safeguards of Information by CBP

In addition to the record-keeping requirements explained above, including the chain of custody
protocols and the systems of records notices, CBP has further oversight and auditing procedures to ensure
the proper management and security of information retained for electronic devices or information
detained or seized.

While CBP Officers are responsible for the examination of electronic devices, only Supervisors
may authorize the copying of the contents of an electronic device.$4 Where an electronic device is to be
detained or seized by CBP, a CBP Supervisor must approve of the detention or seizure, and the CBP
Officer must provide a completed CF 6051D or S, respectively, to the traveler.55 Where a traveler claims
that the contents of the electronic device contain attorney-client or other privileged material, the CBP
Officer must consult with the local Associate/Assistant Chief Counsel or United States Attorney’s Office
before conducting the examination.56

CBP Supervisors may authorize the sharing of the traveler’s information for assistance or other
law enforcement purpose on a case-by-case basis. Materials must be returned within 15 days, unless the
Director Field Operations, Chief Patrol Agent, Director, Air Operations, Director, Marine Operations, or
equivalent level manager approves an extension in seven-day increments, as described above.57

With regard to oversight of the seizure policy, the Commissioner of CBP is the ultimate authority
concerning any seizures and forms issued to the parties involved. CBP Port Directors are required to
develop, implement, and update any necessary additional port-specific procedures to ensure the proper
accountability of the property examined, detained, or seized and proper forms are utilized. The Duty
Supervisor shall ensure that the Officer completes a thorough inspection and that all notification,
documentation, and reporting requirements are accomplished. The appropriate CBP Second Line
Supervisor shall approve and monitor the status of the detention of all documents or electronic devices or
copies of information contained therein. The appropriate CBP Second Line Supervisor shall approve and
monitor the status of the transfer of any document or electronic device or copies of information contained
therein for translation, decryption, or subject matter assistance from another federal agency.58 The Seized

51CBP Directive at 4.
52ICE Directive at 8.
53CBP Directive at 7; ICE Directive at 7.
54CBP Directive at 4.
55CBP Directive at 5.
56CBP Directive at 3-4.
57CBP Directive at 6.
58CBP Directive at 9.
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Property Custodians/Specialists (SPC/SPS) must ensure preservation, safeguarding, and disposition of all
property/evidence released to their custody.

Appropriate safeguards include keeping materials in locked cabinets or rooms, documenting and
tracking copies to ensure appropriate disposition, and other safeguards during transmission such as
password protection or physical protections. Any suspected loss or compromise of information that
contains personal data retained, copied, or seized must be immediately reported to the Port Director,
Patrol Agent in Charge or equivalent level manager and the CBP Office of Internal Affairs. 59

Safeguards of Information by ICE

ICE handles border searches of electronic devices with the same caution and care afforded during
searches of any other personal belongings, including paper documents. In this regard, ICE does not
distinguish between the search of electronic devices and a diary, briefcase, or suitcase; ICE Special
Agents are required to protect all personal items, information, and any sensitive information contained
therein in the same manner.

ICE has various safeguards in place to protect electronic devices that are detained or seized, or
information from a device that is detained during a border search.6° ICE stores all electronic devices, or
information thereof, in locked cabinets and rooms and maintains a chain of custody using appropriate ICE
forms and systems.61 If a copy of information is made from the electronic device to allow the traveler to
leave the port of entry with his device, the first copy is known as the "gold copy." The chain of custody
stays with the original or gold copy so that it may be used as evidence in court, if necessary. A new chain
of custody form is issued to follow any additional copy of the data that is made; such forms are tracked by
ICE Special Agents in the appropriate ICE systems.

By policy, ICE’s review of detained information is to be completed in a reasonable time and, if
the original device has been detained by ICE, the ICE Special Agent must provide a chain of custody
form to the traveler as a receipt.62 Special Agents must factor in the time necessary for any assistance that
may be required when determining "reasonable time.’’63 Once the border search is completed, the
detained device will either be seized or returned to the traveler and any copy of the data from the device
will be retained for law enforcement purposes and in accordance with the established retention periods for
any system of records in which it is stored or destroyed.64

As described above, all Special Agents perform border searches on electronic devices; however,
only those trained by ICE and certified as CFAs are permitted to extract information from electronic
devices for evidentiary purposes. CFAs are specially trained on information technology, evidentiary, and
legal issues involving the search, analysis, duplication, and seizure of electronic information. Within
ICE, only CFAs are permitted to make copies of data stored on electronic devices during a search to
ensure secure and accurate duplication of the information, and the integrity of the information (original

59 CBP Directive at 8.
60 ICE Directive at 7.
61 ICE Directive at 7.
62 ICE Directive at 4.
6~ ICE Directive at 5.
64 ICE Directive at 7.
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and copy) and the electronic devices. (Unless otherwise specified, any reference to ICE Special Agents in
this PIA also includes CFAs.) CFAs are also trained in the proper and secure destruction of electronic
information.

ICE policies and procedures that safeguard this information are enforced through a variety of
oversight mechanisms, including requirements to appropriately document these activities in case files,
documentation required for forensic examinations, and random and routine inspections of field offices.
Inspections delve into every aspect of the ICE Special Agent’s responsibilities, ranging from security of
the hardware and facility, to training and recordkeeping. All ICE Special Agents are required to take
yearly training courses, available through the ICE Virtual University, including annual Information
Assurance Awareness Training, which stresses the importance of good security and privacy practices, and
Records Management Training, which stresses agency and individual responsibilities related to record
creation, maintenance, use, retention and disposition. Additionally, in the coming months, ICE Special
Agents will be required to complete a new training course specifically focusing on ICE’S Directive on
border searches of electronic devices. This training will focus on ICE policies with respect to searches
involving sensitive information (e.g., privileged material) and. other procedural requirements and
safeguards. The training is intended to reinforce Special Agents’ knowledge of the ICE policy and to
serve as a reminder to treat such searches with special care. Additionally, CFAs are required to take
annual continuing education classes specific to computer and digital forensics, which may include the
latest techniques and methods on copying, analyzing, and destroying electronic information.

ICE recognizes electronic devices have the capacity to store sensitive information, however a
traveler’s claim of privilege or statement to an ICE Special Agent that something is personal or business-
related does not preclude the search.65 ICE policy and certain laws, such as the Privacy Act and the Trade
Secrets Act, requires the special handling of some types of sensitive information including attorney-client
privileged information, proprietary business information, and medical information.66 Special Agents
violating these laws and policies are subject to administrative discipline and criminal prosecution.
Further, when a Special Agent suspects that the content of electronic devices includes attorney-client
privileged material that may be relevant to the laws enforced by ICE, ICE policy requires the Special
Agents to contact the local ICE Chief Counsel’s office or the local U.S. Attorney’s Office before
continuing a search. 67

During transmission to other federal agencies and non-federal entities for assistance, ICE takes
appropriate measures to safeguard the information, to include, encrypting electronic information where
appropriate, storing in locked containers, and hand delivery. In addition to the demand letter that is sent
to assisting agencies and entities, the information and devices sent for analysis is accompanied by a chain
of custody form.

When ICE determines that electronic devices or information may not be kept by ICE pursuant to
its Directive, any copies of information obtained from such devices are destroyed.68 The destruction
technique follows ICE policies with regard to the particular form of information, is coordinated with the

65 ICE Directive at 9.
66 ICE Directive at 9.
67 ICE Directive at 9.
68 ICE Directive at 8.
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United States Attorney’s Office in the case of a federal prosecution, is recorded appropriately in ICE
systems, and requires approval by a Supervisor. The original device, if it has been detained, is returned to
the traveler as expeditiously as possible.69

In the event that electronic device or information that has been detained, retained, or seized by
ICE is known or suspected to be lost or compromised, the incident is reported immediately to the ICE
Computer Security Incident Response Center. The loss or compromise of personal information will be
handled pursuant to the DHS Privacy Incident Handling Guide.7°

Summary of Privacy Risks

This PIA analyzes how CBP and ICE will handle the examination, detention, retention, and
seizure of electronic devices and information.71

CBP and ICE have identified six privacy risks associated with the examination, detention,
retention, and/or seizure of a traveler’s electronic device or information during a border search: (1)
travelers may need additional information regarding the authority to conduct border searches; (2) the
traveler may be unaware of the viewing or detention of his/her information by CBP and ICE; (3)
personally identifiable information (PII) may be detained where it is not needed; (4) PII may be misused
by CBP and ICE officers; (5) CBP and ICE may disclose PII to other agencies that may misuse or
mishandle it; and (6) new privacy risks may arise as the technology involved in this activity is ever-
changing. The first risk is disposed of by the overwhelming precedent in U.S. law which affords CBP
and ICE latitude in conducing searches of individuals and their belongings as they cross the United states
borders. Particular means of mitigating risks two through five are discussed below. The sixth risk is
further mitigated through the ongoing involvement of the DHS Privacy Office, and the commitment of
CBP and ICE to revise and re-issue the applicable CBP and ICE directives, as well as this PIA when
necessary.

Fair Information Practice Principles (FIPPs)

The Privacy Act of 1974 articulates concepts of how the federal government should treat
individuals and their information and imposes duties upon federal agencies regarding the collection, use,
dissemination, and maintenance of personally identifiable information. Section 222(2) of the Homeland
Security Act of 2002 states that the Chief Privacy Officer of DHS shall assure that information is handled
in full compliance with the fair information practices as set out in the Privacy Act of 1974.

In response to this obligation, the DHS Privacy Office developed a set of Fair Information
Practice Principles (FIPPs) from the underlying concepts of the Privacy Act to encompass the full breadth
and diversity of the information and interactions of DHS. The FIPPs account for the nature and purpose of
DHS’s information collection.

69 ICE Directive at 4; see also supra at 10, Destruction.
70 http://w~vw.dhs.gov/xlibrary/assets/privacy/privacy_guide_pihg.pdf.
71 This assessment does not evaluate the activities of other Federal, State, and local agencies. The Privacy Office

will work with CBP and ICE to evaluate any policies and procedures which may be proposed in the future and
update this PIA as necessary.
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DHS conducts PIAs on Department practices and information technology systems, pursuant to
the E-Government Act of 2002, Section 208, and the Homeland Security Act of 2002, Section 222. The
search, detention, seizure, and retention of electronic devices through a border search is a DHS practice;
as such, this PIA is conducted as it relates to the DHS construct of the FIPPs.

1. Principle of Transparency

Principle: DHS should be transparent and provide notice to the individual regarding its
collection, use, dissemination, and maintenance of PII. Technologies or systems using PII must
be described in a SORN and PIA, as appropriate. There should be no system the existence of
which is a secret.

When ICE or CBP retain information from electronic devices, that information may be subject to
the requirements of the Privacy Act. The Privacy Act requires that agencies publish a System of Records
Notice (SORN) in the Federal Register describing the nature, purpose, maintenance, use, and sharing of
the information. This PIA and the several SORNs published by DHS provide notice of the retention of
PII at the border and the retention of some of the contents of electronic devices.

CBP has two principal SORNs that provide notice regarding the border search and seizure of
electronic devices. First, the TECS SORN,v2 which covers, among other things, any records of any
inspections conducted at the border by CBP, including inspections of electronic devices. Second, CBP’s
SEACATS SORN provides notice regarding any seizures, fines, penalties, or forfeitures associated with
the seizure of electronic devices.73 ICE has several SORNs that provide notice regarding the border
search, detention, seizure, and retention of electronic devices and information. The ICE Search, Arrest,
and Seizure Records SORN,74 covers the information detained and seized by ICE as described in this
PIA, specifically "seized or detained records in both paper and electronic form, including computers,
computer records, disks, hard drives, flash drives, and other electronic devices and storage devices.’’7S

ICE may also maintain the information described in this PIA in one or more recordkeeping systems
covered by the Alien File and Central Index System SORN76 and the following ICE SORNs:
ENFORCE/IDENT SORN;77 ICE Pattern Analysis and Information Collection (ICEPIC) SORN;78 and
External Investigations SORN.79

These SORNs provide overall notice and descriptions of how CBP and ICE function in these
circumstances, the categories of individuals, the types of records maintained, the purposes of the
examinations, detentions, and seizures, and the reasons for sharing such information. Any third party

72See U.S. Customs and Border Protection TECS DHS/CBP-011 December 19, 2008, 73 FR 77778.
73See Seized Assets and Case Tracking System DHS/CBP-013 December 19, 2008, 73 FR 77764.
74Search, Arrest, and Seizure Records DHS/ICE-008, December 9, 2008, 73 FR 74732.
75See Search, Arrest, and Seizure Records DHS/ICE-008, December 9, 2008, 73 FR 74732.
76See Alien File (A-File) and Central Index System (CIS) DHS-USCIS-001, January 16, 2007, 72 FR 1755.
77See Enforcement Operational Immigration Records (ENFORCE/IDENT) DHS/ICE-CBP-CIS-001-03, March 20,
2006, 71 FR 13987.
78 See ICE Pattern and Analysis and Information Collection (ICEPIC) DHS/ICE-002, August 18, 2008, 73 FR

48226.
79 See External Investigations DHS/ICE-009, December 11, 2008, 73 FR 75452.
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information that is retained from an electronic device and maintained in a CBP or ICE system of records
will be secured and protected in the same manner as all other information in that system.

CBP Policy Transparency

To provide additional transparency to the public regarding CBP border search policy, signage is
posted notifying travelers that all vehicles, other conveyances, persons, baggage, packages, or other
containers are subject to detention and search. With the publication of this Privacy Impact Assessment,
CBP will work to amend this signage both to state explicitly that electronic devices are subject to
detention and search, and to include a Privacy Act Statement providing notice of DHS’s authority to
collect information from electronic devices. [See Appendix A for Privacy Act Statement.] Further, CBP
is publishing CBP Directive CD 3340-049, "Border Search of Documents and Electronic Devices
Containing Information" (August 20, 2009) in tandem with this PIA. [See Attachment 1 for CBP’s
Directive and Attachment 2 for ICE’s Directive] Previously, CBP also made public a policy
memorandum of July 16, 2008 entitled "Policy Regarding Border Search of Information.’’8° CBP has
also posted information on its website regarding the issue of laptop examinations and random searches.81

Lastly, when CBP detains or seizes an electronic device the traveler will be provided with a tear sheet,
which informs her or him of the Authority for CBP/DHS’s action, and provides notice as to the
procedures the traveler may follow for seeking redress.8z While generally informative, these publications
do not describe all aspects of the examination and detention of electronic devices because providing
specific transparency to the general public about all aspects of the program could compromise law
enforcement or national security sensitive information. CBP will work to implement the tear sheet at all
Ports of Entry as expeditiously as possible, but no later than 30 days after the implementation of the new
Directive and the issuance of this PIA.

ICE Policy Transparency

ICE’s conduct of border searches of electronic devices is governed by directive.83 Safeguards
included in the ICE directive are described throughout this PIA. ICE is publishing ICE Directive 7-6.1,
"Border Searches of Documents and Electronic Devices" as an Attachment to this PIA. [See Attachment
2 for ICE Directive]. If the ICE policy is modified, ICE will update this PIA to ensure the public’s
understanding remains current about the nature and extent of these searches, as well as the controls and
safeguards that exist to protect the individual’s rights and the information being searched. At a minimum,
this PIA broadens the public’s understanding of ICE’s role in border searches of electronic devices.

Information Sharing Transparency

Because notifying the traveler of the sharing of information could impede an investigation or
other law enforcement or national security efforts, CBP and ICE do not make the information sharing
process fully transparent to the public. To ensure the protection of personal data without compromising

~o Available at: http://www.cbp.gov/linkhandler/cgov/travel/admissibiliW/search authorit¥.ctt/search authoriW.pdf.
81 Available at: http://www.cbp.gov/xp/cgov/travel/admissibili _ty/authori _ty_to_search.xml,

http://www.cbp.gov!xp/cgov/travel/admissibiliW/labto~inspect.xml, and
http ://www.cbp. gov/xp/cgov/travel/admissibility/random exams.xml.
82 See Appendix B, "Customer Service Contacts" p. 2.
83 ICE Directive at 3.
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the investigation, CBP and ICE have instituted strict oversight and review processes. Generally speaking,
information, including PII, will be shared with other agencies where CBP and/or ICE require subject
matter expertise, decryption, or translation. Where PII is disseminated to other agencies, CBP and ICE
will ensure the sharing is permissible under the Privacy Act of 1974, including whether (1) the requesting
agency has an official need to know the information and (2) an appropriate routine use exists under the
relevant SORN.

2. Principle of Individual Participation

Principle: DHS should involve the individual in the process of using PII. DHS should, to
the extent practical, seek individual consent for the collection, use, dissemination, and
maintenance of Pll and should provide mechanisms for appropriate access, correction, and
redress regarding DHS’s use of PI1.

Individual participation provides complementary benefits for the public and the government. The
government is able to maintain the most accurate information about the public, and the public is given
greater access to the amount and uses of the information maintained by the government. A traditional
approach to individual participation is not always practical for agencies like CBP and ICE which have law
enforcement and national security missions. The U.S. Supreme Court has recognized that presenting
one’s self at the U.S. border seeking to enter has been equated with consent to be searched.84 Allowing
the traveler to dictate the extent of a border search and the detention, seizure, retention, and sharing of the
information encountered during that search would interfere with U.S. government’s ability to protect its
borders and diminish the effectiveness of such searches, thereby lessening our overall national security.
Border searches can implicate ongoing law enforcement investigations, or involve law enforcement
techniques and processes that are highly sensitive. For these reasons, it may not be appropriate to allow
the individual to be aware of or participate in a border search. Providing individuals of interest access to
information about them in the context of a pending law enforcement investigation may alert them to or
otherwise compromise the investigation. CBP and ICE will involve the individual in the process to the
extent practical given the facts and circumstances of the particular border search.85 Should the border
search continue away from the traveler, the traveler will be notified if his or her electronic device is
detained or seized.86 In instances when direct individual participation is inappropriate, well-documented
processes, well-trained CBP Officers and ICE Special Agents, safeguards, and oversight will help to
ensure the accuracy and integrity of these processes and information.

3. Principle of Purpose Specification

Principle: DHS should specifically articulate the authority which permits the collection of
PI1 and specifically articulate the purpose or purposes for which the Pll is intended to be used

The purpose specification principle requires DHS to 1) articulate the authority to retain the PII in
question, as well as 2) articulate the purpose(s) for which DHS will use the PII.

84 See, e.g., U.S.v. Flores-Montano, 541 U.S. 149 (2004), US. v. Ramsey, 431 U.S. 606 (1977).
85 CBP Directive at 3; ICE Directive at 3-4.
86 CBP Directive at 4-5; ICE Directive at 4.
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Information is authorized to be detained, retained, or seized and subsequently used by CBP or
ICE to carry out their law enforcement missions under numerous authorities, including: 19 U.S.C. § 482
(Search of vehicles and persons), 19 U.S.C. § 1461 (Inspection of merchandise and baggage); 19 U.S.C. §
1496 (Examination of baggage); 19 U.S.C. § 1499 (Examination of merchandise); 19 U.S.C. § 1582
(Search of persons and baggage); 19 C.F.R. Part 162 (Inspection, Search, and Seizure); 8 U.S.C. § 1225
(Inspection by immigration officers; expedited removal of inadmissible arriving aliens; referral for
hearing); and 8 U.S.C. § 1357 (Powers of immigration officers and employees).

The authority for border searches is well-established in law.87 Allowing the traveler to dictate the
extent of a border search, the detention and seizure of an electronic device, or retention and sharing of the
information encountered during that search would interfere with U.S. government’s ability to protect its
borders and diminish the effectiveness of such searches, thereby lessening our overall national security.

Because CBP and ICE enforce federal law at the border, information may be detained or retained
from a traveler’s electronic device for a wide variety of purposes. CBP may use data contained on
electronic devices to make admissibility determinations or to provide evidence of violations of law,
including importing obscene material, drug smuggling, other customs violations, or terrorism, among
others.88 The information will be used by ICE to conduct investigations into criminal and civil violations
of laws, and to carry out the immigration laws of the United States. The information may be shared with
other agencies that are charged with the enforcement of a law or rule if the information is evidence of a
violation of such law or rule. Consistent with applicable laws and SORNs, information lawfully seized by
CBP and ICE may be shared with other state, local, federal, and foreign law enforcement agencies in
furtherance of enforcement of their laws.

4. Principle of Minimization

Principle: DHS should only collect PII that is directly relevant and necessary to
accomplish the specified purpose(s) and only retain P11for as long as is necessary to fulfill the
specified purpose(s). Pll should be disposed of in accordance with DHS records disposition
schedules as approved by the National Archives and Records Administration (NARA).

All CBP and ICE policies and procedures relating to border search of electronic devices seek to
minimize the retention of information to that which is relevant and necessary to carry out the law
enforcement purpose of the search. When CBP or ICE detain electronic devices for a border search, each
agency has established timeframes so as to limit the amount of time PII is detained (unless ultimately
seized) as much as possible. A detained device that is not seized is returned to the traveler as
expeditiously as possible and is logged in TECS. For CBP, the detention of devices ordinarily should not
exceed five (5) days, unless extenuating circumstances exist.89 The Port Director, Patrol Agent in
Charge, or other equivalent level manager approval is required to extend any such detention beyond five
(5) days.9° When CBP detains, seizes, or retains electronic devices, or copies of information therefrom,

87 See U.S.v. Flores-Montano, 541 U.S. 149 (2004); U.S.v. Ramsey, 431 U.S. 606 (1977).
88 A more complete summary of statutes enforced by CBP is available at:

http://www.cbp.gov/linkhandler/cgov/trade/legal/summary laws enforced/summary laws.ctt/summary laws.doc.
89 CBP Directive at 4.
90 CBP Directive at 4.
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and turns such over to ICE for analysis and investigation (with appropriate documentation), ICE policy
will apply once it is received by ICE.9~

By policy, ICE may only detain the device or information for a reasonable time, which is
dependent on the facts and circumstances of the particular search, but is typically no more than 30 days.92

Detentions may not exceed 30 days unless approved by an ICE supervisor, and approved again every 15
days thereafter.93 Any such approvals will be documented in appropriate ICE records systems.94 Any
information copied in this process, once it is determined to be of no value, will be destroyed within seven
days after such determination unless circumstances require additional time, which must be approved by a
supervisor and documented in appropriate records systems, but no later than 2 1 calendar days after such
determination.95

In addition, at any point during a border search, the CBP Officer or ICE Special Agent may make
a determination to seize the electronic device (for criminal law enforcement purposes) or retain
information (for immigration, customs, or other law enforcement purposes). An electronic device that has
been seized is considered evidence and is maintained in accordance with applicable ICE and CBP policies
and procedures.96 Generally, seized evidence is retained until final disposition through judicial
adjudication or criminal, civil, or administrative forfeiture actions. In the case of a judicial proceeding,
destruction of the evidence, if appropriate, is permitted after all appeals have been exhausted or when a
plea agreement includes forfeiture. Retained information is maintained for a period concurrent with the
DHS systems in which such information is included.

When demanding assistance for translation, decryption, or subject matter expertise, CBP and ICE
require the demand be made in writing (i.e., a demand letter or, in a taskforce scenario, documentation of
the demand and circumstances in appropriate systems) with sufficient details of the matter at hand and the
particular request so that the assisting agency or entity knows what to look for, is aware of the timeframes
set by CBP or ICE, and the responses required by CBP or ICE.97 Whenever practicable, CI3P and ICE
share only the portion of the information for which assistance is required to minimize unnecessary sharing
of information. Demands to assisting federal agencies advise of the requirement to return or destroy the
information after assistance has been rendered unless it possesses independent legal authority to retain
such information.98 Demands to non-federal entities require all information be returned to ICE upon
completion of assistance.99 Ultimately, the responsibility to act in accordance with the CI3P or ICE
directives lies with the Officer or Special Agent demanding assistance. 1oo

91 CBP Directive at 2.
92 ICE Directive at 4-5.
93 ICE Directive at 4-5.
94 ICE Directive at 4-5.
95 ICE Directive at 8.
96 CBP Directive at 7-8; ICE Directive at 7-8.
97 CBP Directive at 5-8; ICE Directive at 6.
98 CBP Directive at 7-8; ICE Directive at 8.
99 ICE Directive at 8.
100 CBP Directive at 8-9; ICE Directive at 3-5.
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5. Principle of Use Limitation

Principle: DHS should use PII solely for the purpose(s) specified in the notice. Sharing
Pll outside the Department should be for a purpose compatible with the purpose for which the
PH was collected.

CBP and ICE Sharing of Detained Information

As a matter of policy, CBP and ICE only copy and detain a traveler’s information pursuant to the
border search authority to resolve immigration, customs, and/or other law enforcement matters. Where
information is shared with an agency outside of CBP, ICE, or DHS for assistance (such as translation,
decryption, or subject matter expertise), the receiving agency is informed that they must limit the use of
the information to the purpose of the sharing and return or destroy all information after analysis unless
they have separate statutory authority to retain it. Iol Once the matter has been resolved, such information
is returned or destroyed, as described above. ~0z

With regard to an electronic device that has merely been detained before a conclusion to the
border search has been made, in limited circumstances ICE or CBP may be required to share certain
information with other federal agencies pursuant to appropriate Presidential Directives and Executive
Orders.

CBP and ICE Sharing of Seized and/or Retained Information

As federal law enforcement agencies, CBP and ICE have broad authority to share lawfully seized
and/or retained information with other federal, state, local, and foreign law enforcement agencies in
furtherance of law enforcement investigations, counterterrorism, and prosecutions.I°3 To ensure that a
traveler’s seized and/or retained information is used for the proper purpose, all CBP and ICE employees
with access to the information are trained regarding the use, dissemination, and retention of PII.
Employees are trained not to access the traveler’s information without an official need to know and to
examine only that information that might pertain to their inspection or investigation; access to such
information is tracked and subject to audit.

Any such sharing is pursuant to a published routine use and documented in appropriate CBP or
ICE systems and/or is recorded by those systems’ audit functions.

6. Principle of Data Quality and Integrity

Principle: DHS should, to the extent practical, ensure that PII is accurate, relevant,
timely, and complete, within the context of each use of the Pll.

CBP Data Quality and Integrity

CBP anticipates routinely detaining PII in the course of the examination and detention of
electronic devices. Because CBP accesses electronic devices for purposes of law enforcement,

~0~ CBP Directive at 6-8; ICE Directive at 6, 8-9.
~02 CBP Directive at 8; ICE Directive at 8.
lo3 See, e.g., 19 U.S.C. § 1628.
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discrepancies between
present privacy risks.
moving to prosecution
has occurred.

the information possessed by the traveler and information detained by CBP may
Inaccurate, irrelevant, untimely, or incomplete information may result in cases

where none is warranted, or may result in cases being dismissed where a violation

To ensure the PII is accurately recorded, CBP takes forensic precautions to prevent the alteration
of the information on the electronic device. To ensure the PII is relevant and timely, CBP detains the
information from the traveler’s electronic device at the time the traveler attempts to enter the United
States. Further, CBP keeps the information from a traveler’s electronic device only until the border
search or investigation has reached a conclusion, at which time copies of the information are destroyed,
unless further retention is appropriate and consistent with the appropriate retention schedule.~°4

Information entered into TECS, SEACATS, and other systems of records are kept with annotations noting
the time they were added to the file for contextual relevancy.

ICE Data Quality and Integrity

As explained in Section 4 above (Minimization), ICE’s policies and procedures are targeted
toward limiting the amount of information that is held by ICE to that which is relevant and necessary for a
law enforcement purpose, such as a criminal or civil investigation, or the admissibility of an alien into the
United States. Information that is retained or seized by ICE during a border search is actual or potential
evidence that may be used in a criminal, civil, or administrative proceeding. Therefore, ICE cannot alter
the information to correct any inaccuracies without seriously compromising the integrity of the
investigation and potentially violating federal evidentiary rules and rules of civil and criminal procedure.

To the extent that information that is retained may be inaccurate, untimely, or incomplete, the
investigatory process is intended to identify evidence and other information that may be flawed or conflict
with other information that is retained during the investigation. If the information is used as evidence in a
civil or criminal prosecution, or if an individual is in immigration proceedings, rules of evidence and
procedure and constitutional protections entitle the individual to certain due process protections with
respect to the use of the information against him, including the ability to challenge the authenticity of the
information and to call witnesses to dispute the quality or integrity of the information. These protections
provide an adequate safeguard against inaccurate, incomplete, or out-of-date information that may be
included in the information.

With respect to information integrity and quality issues in the context of the retention,
duplication, and analysis of the information, ICE uses the most current technology available and places
great importance on training its CFAs in the latest techniques to preserve the quality and integrity of
information subject to search. To ensure the information is accurately recorded, ICE takes precautions to
prevent the alteration of the information on the electronic device and, if a copy is made, on the copy as
well. The information is always handled with concern for its ultimate potential use as evidence in court;
as such, ICE Special Agents are very careful to preserve the quality and integrity of the information to
avoid damaging their investigation. Any inaccurate information is the result of the traveler having.
inaccurate information on his or her electronic devices, rather than errors in the copying by the CFA. To
ensure the information is relevant, if no relevant information is found, ICE only retains the information

104 CBP Directive at 7-8; ICE Directive at 7-8.
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until the border search has reached a conclusion, at which time any originals are returned to the traveler
and all copies are destroyed. 105

Information being brought across the borders is subject to search, detention, retention, and
seizure, regardless of the true owner of the information. However, ICE recognizes that persons in
possession of electronic devices may not always have complete control or ownership over the information
contained therein. In such cases, ICE establishes knowledge and ownership of such information through
a variety of means, including interviews, further investigation, and a forensic review of the devices.

7. Principle of Security

Principle: DHS should protect PII (in all forms) through appropriate security safeguards
against risks such as loss, unauthorized access or use, destruction, modification, or unintended
or inappropriate disclosure.

Because the examination of an electronic device takes place in the context of a traditional border
search, CBP and ICE have many existing procedures in place to safeguard data. For example, CBP and
ICE personnel must comply with the Privacy Act, the Trade Secrets Act, and the Federal Information
Security Management Act (FISMA) and other statutes, Executive Orders, and regulations in the
collection, storage, use, protection, and disclosure of information collected, retained, or seized during a
border search. The protective strategies for this information are physical, technical, and administrative in
nature, and provide access control to sensitive information, physical access control to DHS facilities,
confidentiality of communications, and personnel screening. ~06

During an examination at secondary inspection, CBP Officers and ICE Special Agents are trained
to inspect the electronic device in such a way to prevent other travelers, including traveling companions,
from viewing the contents of the electronic device. Further, the examination may be carried out in a
separate area away from other travelers, if the traveler requests it and facilities are available. More in-
depth searches of electronic devices are conducted in secure locations with restricted access. Detained
and seized devices are always securely maintained in a CBP or ICE facility with access limited to only
authorized personnel or authorized and escorted visitors. Physical security includes security guards and
locked facilities requiring badges and passwords for access. To address the risk of a physical security
intrusion, electronic devices will be stored in vaults, safes or locked cabinets accessible only to authorized
government personnel and contractors who are properly screened, cleared, and trained in information
security and the protection of privacy information. 107

All CBP and ICE personnel with access to detained and seized electronic devices and information
are screened through background investigations commensurate with the level of access required to
perform their duties. Only ICE personnel (CFAs) who are authorized to perform the search and analysis
of electronic devices have access to the computer systems containing this information, which are typically
stand-alone systems or limited-access local area networks. IT system safeguards prevent unauthorized
access, monitor use, and record all actions taken with respect to a traveler’s electronic information.

10s ICE Directive at 4, 8.
io6 CBP Directive at 7-8; ICE Directive at 7-9.
=07 CBP Directive at 7-8; ICE Directive at 7.
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Electronic devices and information will be maintained in and only accessible from secured systems
through hardware and software devices protected by appropriate physical and technological safeguards,
including password protection to prevent unauthorized access.

Finally, CBP and ICE policies and procedures that safeguard this information are enforced
through a variety of oversight mechanisms, including requirements to appropriately document these
activities in case files, documentation required for forensic examinations conducted by ICE CFAs, and
periodically administering audits. ~08 Recognizing the inherent law enforcement aspect of these searches,
to mitigate the privacy risk of obtaining and storing the information that is contained in a traveler’s
electronic device without the traveler’s direct knowledge, CBP and ICE have strict recordkeeping,
auditing, and oversight requirements. These measures provide specific guidance about obtaining and
storing of the contents of a traveler’s electronic device to those who implement and oversee the program
both inside and outside DHS. Clear policies and procedures, in conjunction with regular reporting,
reviews, and audits, ensure that personal information is effectively protected without negatively impacting
the effectiveness of CBP and ICE law enforcement activities.

8. Principle of Accountability and Auditing

Principle: DHS should be accountable for complying with these principles, providing
training to all employees and contractors who use PII, and should audit the actual use of Pll to
demonstrate compliance with these principles and all applicable privacy protection
requirements.

CBP Accountability and Auditing

CBP employees must pass a full background investigation and be trained regarding the access,
use, maintenance, and dissemination of PII before being given access to the system maintaining the
information. Training materials are routinely updated, and the employees must pass recurring TECS
certification tests in order to maintain access. While these procedures generally prevent employees from
accessing information without some assurance of security, specific security measures are in place to
prevent unauthorized access, use, or dissemination for each set of information. Employees must have an
official need to know in order to access the information. This need to know is checked by requiring
supervisory approval before information is scanned or copied from a traveler’s electronic device, and
before information is shared outside of CBP.

Records of the examination, copying, maintenance, and sharing of the information are maintained
to provide constant oversight. Examinations and detentions are recorded in TECS by the CBP Officer or
ICE Special Agent. ~09 When an electronic device is seized, a record is kept in SEACATS. When CBP or
ICE shares the information with an agency outside of DHS, a CF 6051 D or S form is created to log the
chain of custody. Finally, CBP Management Inspection conducts periodic audits of all systems in order to
ensure that the border searches are conducted in accordance with CBP policies. ~0

~08 CBP Directive at 8-9.
109CBP and ICE each use the TECS system and may create and edit entries.
~0CBP Directive at 9.
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Effective oversight and recordkeeping provide the means for verifiable accountability and the
ability to be audited. CBP conducts regular self-assessments to verify compliance with its responsibilities.
The DHS Privacy Office will also provide ongoing guidance on all privacy issues raised by significant or
novel legal questions. Finally, the DHS Privacy Office will be part of the process to make improvements
as technology changes to make sure that all future technology is implemented consistent with all privacy
policies, procedures and applicable privacy laws. As the methods and policies of examining and detaining
electronic devices evolve, this PIA will be updated, as appropriate.

ICE Accountability and Auditing

ICE is held accountable for complying with these principles and its border search of documents
and electronic devices directive through a variety of oversight mechanisms, including requirements to
appropriately document these activities in case files, documentation required for forensic examinations,
and random and routine inspections of field offices. Inspections delve in to every aspect of the ICE
Special Agent’s responsibilities, ranging from security of the hardware and facility, to training and
recordkeeping. All ICE Special Agents are required to take yearly training courses including annual
Information Assurance Awareness Training, which stresses the importance of good security and privacy
practices, and Records Management Training which stresses agency and individual responsibilities related
to record creations, records maintenance and use, and retention and disposition of records. Additionally,
in the coming months, ICE Special Agents will be required to complete a new training course specifically
focusing on ICE’s Directive on border searches of electronic devices. This training will focus on ICE
policies with respect to searches involving sensitive information (e.g., privileged material) and other
procedural requirements and safeguards. The training is intended to reinforce Special Agents’ knowledge
of the ICE Directive and to serve as a reminder to treat such searches with special care.
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Effective oversight and recordkeeping provide the means for verifiable accountability and ability
to be audited. ICE conducts regular self-assessments to verify compliance with its responsibilities. In
addition, detentions exceeding 30 days mu,st be approved by an ICE supervis0r.111 The DHS and ICE
Privacy Offices will also provide ongoing guidance on all privacy issues raised by significant or novel
legal questions. Finally, the DHS and ICE Privacy Offices will participate in future decisions regarding
technology advances in search techniques to ensure implementation is consistent with all the Fair
Information Practice Principles, as well as privacy policies, procedures and laws. As the methods and
policies of examining and detaining electronic devices evolve, this PIA will be updated, as appropriate.

Responsible Officials
Laurence Castelli
Chief, Privacy Act Policy and Procedures Branch, Regulations & Rulings
Office of International Trade
U.S. Customs and Border Protection, Department of Homeland Security

Lyn Rahilly
Privacy Officer
U.S. Immigration and Customs Enforcement
Department of Homeland Security

Approval Signature

Original signed and on file with the DHS Privacy Office

Mary Ellen Callahan
Chief Privacy Officer
Department of Homeland Security

ICE Directive at 10.
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Appendix A

Privacy Act Statement

Pursuant to 5 U.S.C. § 552a (e)(3), this Privacy Act Statement serves to inform you of the
following concerning the possible collection of information from your electronic device.

AUTHORITY and PURPOSE: All persons, baggage, and merchandise arriving in, or departing
from, the United States are subject to inspection, search and detention. This is because CBP must
determine the identity and citizenship of all persons seeking entry into the United States,
determine the admissibility of foreign nationals, and deter the entry of possible terrorists, terrorist
weapons, controlled substances, and a wide variety of other prohibited and restricted items. CBP
are charged with enforcing various laws that authorize such searches and detention (see, for
example, 8 U.S.C. §§ 1225 and 1357, 19 U.S.C. §§ 482, 507, 1461, 1496, 1499, 1581, 1582, and
1595a(d), 22 U.S.C. § 401, and 31 U.S.C. § 5317, as well as the attending regulations of U.S.
Customs and Border Protection promulgated at Titles 8 and 19 of the Code of Federal
Regulations).

ROUTINE USES: The subject information may be made available to other agencies for
investigation and/or for obtaining assistance relating to jurisdictional or subject matter expertise,
or for translation, decryption, or other technical assistance. This information may also be made
available to assist in border security and intelligence activities, domestic law enforcement and the
enforcement of other crimes of a transnational nature and shared with elements of the federal
government responsible for analyzing terrorist threat information.

CONSEQUENCES OF FAILURE TO PROVIDE INFORMATION: Collection of this
information is mandatory at the time that CBP seeks to copy information from the electronic
device. Failure to provide information to assist CBP in the copying of information from the
electronic device may result in the detention and/or seizure of the device.
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Appendix B

CBP Tear Sheet

Electronic Devices

Why You May Be Chosen for An Inspection
You may be subject to an inspection for a variety of reasons, some of which include: your travel
documents are incomplete or you do not have the proper documents or visa; you have previously violated
one of the laws CBP enforces; you have a name that matches a person of interest in one of the
government’s enforcement databases; or you have been selected for a random search. If you are subject to
inspection, you should expect to be treated in a courteous, dignified, and professional manner. If you
have questions or concerns, you may ask to speak with a CBP supervisor.

Purpose for and Authority to Search
All persons, baggage, and merchandise arriving in, or departing from, the United States are subject to
inspection, search and detention. This is because CBP officers must determine the identity and citizenship
of all persons seeking entry into the United States, determine the admissibility of foreign nationals, and
deter the entry of possible terrorists, terrorist weapons, controlled substances, and a wide variety of other
prohibited and restricted items. CBP is charged with enforcing various laws that authorize such searches
and detention (see, for example, 8 U.S.C. §§ 1225 and 1357, 19 U.S.C. §§ 482, 507, 1461, 1496, 1499,
1581, 1582, and 1595a(d), 22 U.S.C. § 401, and 31 U.S.C. § 5317, as well as the attending regulations of
U.S. Customs and Border Protection promulgated at Titles 8 and 19 of the Code of Federal Regulations).

What Happens Now?
You are receiving this sheet because your electronic device(s) has been detained for further examination,
which may include copying. The CBP officer who approved the detention will speak with you and
explain the process. You will receive a written receipt (Form 6051-D) that details what item(s) is being
detained, who at CBP will be your point of contact, and your contact information (including telephone
number) to facilitate the return of your property within a reasonable time upon completion of the
examination. Some airport locations have dedicated Passenger Service Managers who are available in
addition to the onsite supervisor to address any concerns.

Return or Seizure of Detained Electronic Devices(s)
CBP will contact you by telephone when the examination of the electronic device(s) is complete, to notify
you that you may pick-up the item(s) during regular business hours from the location where the item(s)
was detained. If it is impractical for you to pick up the device, CBP can make arrangements to ship the
device to you at our expense. CBP may retain documents or information relating to immigration,
customs, and other enforcement matters only if such retention is consistent with the privacy and data
protection standards of the system in which such information is retained. Otherwise, if there is no
probable cause to seize information after review, CBP will not retain any copies.

If CBP determines that the device is subject to seizure under law - for example, if the device contains
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evidence of a crime, contraband or other prohibited or restricted items or information - then you will be
notified of the seizure as well as your options to contest it through the local CBP Fines, Penalties, and
Forfeitures Office.

Privacy and Civil Liberties Protection
In conducting border searches, CBP officers strictly adhere to all constitutional and statutory
requirements, including those that are applicable to privileged, personal, or business confidential
information. CBP has strict oversight policies and procedures that implement these constitutional and
statutory safeguards. Further information on DHS and CBP privacy policy can be found at
www.dhs.gov/privacy.

The DHS Office for Civil Rights and Civil Liberties investigates complaints alleging a violation by DHS
employees of an individual’s civil rights or civil liberties. Additional information about the Office is
available at www.dhs.gov/civilliberties.

Additional information on CBP’s search authority, including a copy of CBP’s policy on the border search
of information, can be found at: www.cbp.gov/xp/cgov/travel/admissibility/.

Customer Service Contacts

Customer Service Center - This office responds to general or specific questions or concerns about CBP
examinations. You may contact us in any one of three ways:

Telephone - During the hours of 8:30 a.m. to 5:00 p.m. Eastern Time:
(877) 227-5511 (toll-free call for U.S. callers)
(703) 526-4200 (international callers)
(866) 880-6582 (TDD)

Online through the "Questions" tab at: www.cbp.gov

Mail address format:
CBP Customer Service Center (Rosslyn VA)
1300 Pennsylvania Avenue NW
Washington, D.C. 20229

Please visit the U.S. Customs and Border Protection Website at www.cbp.gov

Privacy Act Statement

Pursuant to 5 U.S.C. § 552a (e)(3), this Privacy Act Statement serves to inform you of the following concerning the
possible collection of information from your electronic device.

AUTHORITY and PURPOSE: See above, Purpose for and Authority to Search.

ROUTINE USES: The subject information may be made available to other agencies for investigation and/or for
obtaining assistance relating to jurisdictional or subject matter expertise, or for translation, decryption, or other
technical assistance. This information may also be made available to assist in border security and intelligence
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activities, domestic law enforcement and the enforcement of other crimes of a transnational nature, and shared with
elements of the federal government responsible for analyzing terrorist threat information.

CONSEQUENCES OF FAILURE TO PROVIDE INFORMATION: Collection of this information is
mandatory at the time that CBP or ICE seeks to copy information from the electronic device. Failure to provide
information to assist CBP or ICE in the copying of information from the electronic device may result in its detention
and/or seizure.
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Attachment 1

CBP Directive
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CUSTOMS AND BORDER PROTECTION

CBP DtRECTfVE NO. 3340-049 DATE: August 20, 2009

ORiGiNATING OFFICE: FO:~)

SUPERSEDES:
REVIEW DATE: Augus~ 2012

SUBJECT: BORDER SEARCH OF ELECTRONIC DEVICES CONTAINING
INFORMATION

1    PURPOSE. To provide guidance and standard operating procedures for
searching, reviewing, retaining, and sharing informabon contained in computers, disks,
drives, tapes, mobile phones and other communication devices, cameras, music and
other media players, and any other electronic or digital devices, encountered by US.
Customs and Border Protection (CBP) at the border, both inbound and outbound, to
ensure compliance with customs immigration, and other laws that CBP is authorized to
enforce.

These searches are part of CBP’s long-standing practice and are essential to enforcing
the law at the U.S. l~order. Searches of electronic devices help detect evidence relating
to terrorism and other national security matters, human and bulk cash smuggling,
contraband, and child pornography. They can also reveal information about financial
and commercial crimes, such as those relating to copyright, trademark and export
control violations. Finally, searches at the border are often integral to a determination of
admissibility under the immigration laws.

2.1 CBP will protect the rights of individuals against unreasonable search and
seizure and ensure privacy protections while accomplishing its enforcement mission.

2.2 All CBP Officers, Border Patrol Agents, Air Interdiction Agents, Marine
Interdiction Agents, and other employees authorized by law to perform searches at the
border, the functional equivalent of the border (FEB), or the extended border shall
adhere to the policy described in this Directive.

2.3 This Directive governs border search authority only. It does not limit CBP’s
authority to conduct other lawful searches at the border, e.g,, pursuant to a warrant,
consent, or incident to an arrest; it does not limit CBP’s ability to record impressions
relating to border encounters; it does not restrict the dissemination of information as
required by applicable statutes and Executive Orders.

2.4 This Directive does not govern searches of shipments containing commercial
quantities of electronic devices (e.g., a shipment of hundreds of laptop computers
transiting from the factory to the distributor).

CBP Form 232C (041031
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2.5 This Directive does not supersede Restrictions on Importation of Seditious
Matter, Directive 2210-00tA Seditious materials encountered through a border search
should continue to be handled pursuant to Directive 2210-001A or any successor
thereto.

2.6 This Directive does not supersede Processing Foreign Diplomatic and Consular
Qfficials, Directive 3340-032. Diplomatic and consular officials encountered at the
border, the FEB, or extended border should continue to be processed pursuant to
Directive 3340-032 or any successor thereto.

2.7 This Directive applies to searches performed by or at the request of CBP. With
respect to searches performed by U.S. Immigration and Customs Enforcement (ICE),
ICE Special Agents exercise concurrently-held border search authority that is covered
by ICE’s own policy and procedures. When CBP detains, seizes, or retains electronic
devices, or copies of information therefrom, and turns such over to ICE for analysis and
nvestigation (with appropriate documentation), ICE policy will apply once it is received
by ICE.

3 DEFINITIONS.

3.1 Officer. A Customs and Border Protection Officer. Border Patrol Agent Air
Interdiction Agent, Marine Interdiction Agent, Internal Affairs Agent. or any other official
of CBP authorized to conduct border searches

3.2 Electronic Device. Includes any devices that may contain information such as
computers, disks, drives, tapes, mobile phones and other communication devices.
cameras, music and other media players, and any other electronic or d~gital devices.

3.3 Destruction. For electronic records, destruction is deleting, overwriting, or
degaussing in compliance with CBP Information Systems Security Policies and
Procedures Handbook. CIS HB 1400-05C.

3.4 Border Search of Information Excludes actions taken to determine if a device
functions (e,g. turning an electronic device on and off), or actions taken to determine if
contraband is concealed within the device itself. The definition also excludes the review
of information voluntarily provided by an individual in an electronic format (for example,
when an individual voluntarily shows an e-ticket on an electronic device to an Officer)

4    AUTHORITYtREFERENCES. 8 U.S.C 1225. !357 and other pertinent
provisions of the =mmigration laws and regulations; !9 U.S.C. 482, 507, !461, 1496,
158!. 1582. 1595a(d) and other pertinent provisions of customs laws and regulations:
31 U.S.C. 5317 and other pertinent provisions relating to moneta~, instruments: 22
U.S.C. 40! and other laws relating to exports; Guidelines for Detention and Seizures of
Pornographic Materials. Directive 4410-001B; Disclosure of Business Confidential
Information to Third Parties. Directive 1450-015: Accountability and Control of Custody
Receipt for Detained and Seized Property (CF605!), Directive 5240-005.
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5.1 Border Searches.

5.1.1 Border searches may be performed by an Officer or other individual authorized to
perform or assist in such searches (e.g., under 19 U.S.C 507).

5.1.2 In the course of a border search, with or without individualized suspicion, an
Officer may examine electronic devices and may review and analyze the information
encountered at the border, subject to the requirements and limitations provided herein
and applicable law.

51.3 Searches of electronic devices will be documented in appropriate CBP systems
of records and should be conducted in the presence of a supervisor. In circumstances
where operational considerations prevent a supervisor from remainin g present for the
entire search or where a supervisory presence is not practicable the examining Officer
shall, as soon as possible, notify the appropriate supervisor about the search and any
results thereof

5.1.4 Searches of electronic devices should be conducted in the presence of the
individual whose information is being examined unless there are national security, law
enforcement, or other operational considerations that make it inappropriate to permit the
individual to remain present. Permitting an individual to be present in the room during a
search does not necessarily mean thal the individual will be permitted to witness the
search itself, tf permitting an individual to witness the search itself could reveal law
enforcement techniques or potentially compromise other operational considerations, the
individual will not be permitted to observe the search itself.

5.2 Review and Handling of Privileged or Other Sensitive Material.

5.2.1 Officers may encounter materials that appear to be legal in nature, or an
individual may assert that certain information is protected by attorney-client or attorney
work product privilege. Legal materials are not necessarily exempt from a border
search, but they may be subject to the following special handling procedures: If an
Officer suspects that the content of such a material may constitute evidence of a crime
or otherwise pertain to a determination within the jurisdiction of CBP. the Officer must
seek advice from the CBP Associate/Assistant Chief Counsel before conducting a
search of the material, and this consultation shall be noted in appropriate CBP systems
of records. CBP counsel will coordinate with the U.S. Attorney’s Office as appropriate.

5.2.2 Other possibly sensitive information, such as medical records and work-related
information carried by journalists shall be handled in accordance with any applicable
federal law and CBP policy. Questions regarding the review of these materials shall be
directed to the CBP Associate!Assistant Chief Counsel. and this co~sultation shall be
noted in appropriate CBP systems of records.
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5.2.3 Officers encountering business or commercial information in electronic devices
shall treat such information as business confidential information and shall protect that
information from unauthorized disclosure. Depending on the nature of the information
presented, the Trade Secrets Act. the Privacy Act, and other laws. as well as CBP
policies, may govern or restrict the handling of the information. Any questions regarding
the handling of business or commercial information may be directed to the CBP
Associate/Assistant Chief Counsel.

5.2.4 Information that is determined to be protected by law as privileged or sensitive will
only be shared with federal agencies that flave mechanisms in place to protect
appropriately such information.

5.3 Detention and Review in Continuation of Border Search of Information

5.3.1 Detention and Review by CBP

An Officer may detain electronic devices or cop~es of information contained therein, for
a brief, reasonable period of time to perform a thorough border search. The search may
take place on-site or at an off-site location, and is to be completed as expeditiously as
possible. Unless extenuating circumstances exist, the detention of devices ordinarily
should not exceed five (5) days,

5.3.1.1 Approval of and Time Frames for Detention. Supervisory approval is required
for detaining electronic devices, or copies of information contained therein, for
continuation of a border search after an individual’s departure from the port or other
location of detention. Port Director, Patrol Agent in Charge, or other equivalent level
manager approval is required to extend any such detention beyond five (5) days.
Extensions of detentions exceeding fifteen (15) days must be approved by the Director
Field Operations, Chief Patrol Agent, Director, Air Operations, Director Marine
Operations. or other equivalent manager, and may be approved and re-approved in
increments of no more than seven (7) days. Approvals for detention and any extension
thereof shall be noted in appropriate CBP systems of records.

5.341.2 Destruction. Except as noted in section 5.4 or elsewhere in this Directive, if after
reviewing the information pursuant to the time frames discussed in section 5.3, there is
not probable cause to seize it, any copies of the information must be destroyed, and any
electronic device must be returned. Upon this determination that there is no value to
the information copied from the device, the copy of the information is destroyed as
expeditiously as possible, but no later than seven (7) days after such determination
unless circumstances require additional time. which must be approved by a supe~isor
and documented in an appropriate CBP system of records and which must be no later
than twenty one (21) days after such determination. The destruction shall be noted in
appropriate CBP systems of records.

5.3.1.3 Notification of Border Search. When a border search of information is
conducted on an electronic dewce and when the fact of conducting this search can be
disclosed to the individual transporting the device without I~ampering national security or



000047
5

law enforcement or other operational considerations, the individual may be notified of
the purpose and authority for these types of searches, how the individual may obtain
more information on reporting concerns about their search, and how the individual may
seek redress from the agency if he or she feels aggrieved by a search

5.3.1.4 Custody Receipt. If CBP determines it is necessary to detain temporarily an
electronic device to continue the search, the Officer detaining the device shall issue a
completed Form 6051D to the individual prior to the individual’s departure.

5.3.2 Assistance by Other Federal Agencies.

5.3.2.1 The use of other federal agency analytical resources outside of CBP and ICE,
such as translation, decryption, and subject matter expertise, may be needed to assist
CBP in reviewing the information contained in electronic devices or to determine the
meaning, context, or value of information contained in electronic devices.

5.3.2~2 Technical Assistance - With or Without Reasonable Suspicion. Officers may
sometimes have technical difficulties in conducting the search of electronic devices
such that technical assistance is needed to continue the border search, Also, in some
cases Officers may encounter information in electronic devices that requires technical
assistance to determine the meaning of such information, such as. for example
information that is in a foreign language andtor encrypted (including information that is
password protected or otherwise not readily reviewable), In such situations, Officers
may transmit electronic devices or copies of information contained therein to seek
technical assistance from other federal agencies. Officers may seek such assistance
with or without individualized suspicion.

5.3.2.3 Subject Matter Assistance by Other Federal Agencies - With Reasonable
Suspicion. In addition to encountering information in electronic devices that is in a
foreign language, encrypted, or requires technical assistance~ Officers may encounter
information that requires referral to subject matter experts in other federal agencies to
determine the meaning, context, or value of information contained therein as it relates to
the laws enforced and administered by CBE Therefore, Officers may transmit
electronic devices or copies of information contained therein to other federal agencies
for the purpose of obtaining subject matter assistance when they have reasonable
suspicion of activities in violation of the laws enforced by CBP. While many factors may
result in reasonable suspicion, the presence of an individual on a government-operated
and government-vetted terrorist watch list will be sufficient to create reasonable
suspicion of activities in violation of the laws enforced by CBP.

5 3 2.4 Approva s for seek ncl translation, decryption and. subiect matter assistance.
Requests for translation, decryption, and subject matter assistance require supervisory
approval and shall be properly documented and recorded in CBP systems of records. If
an electronic device ~s to be detained after the individual’s departure, the Officer
detaining the device shall execute a Form 6051D and provide a copy to the indMdual
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prior to the individual’s departure All transfers of the custody of the electronic device
will be recorded on the Form 6051 D.

5.3.2.5 Electronic devices should be transmitted only when necessary to render the
requested translation, decryption, or subject matter assistance. Otherwise, a copy of
such information should be transmitted in lieu of the device in accord with this Directive.

5.3.2.6 When information from an electronic device is transmitted to another federal
agency for translation, decryption, or subject matter assistance, the individual wilt be
notified of this transmission unless CBP determines, in consultation with the receiving
agency or other agency as appropriate, that notification would be contrary to national
security or law enforcement or other operational interests. If CBP’s transmittal seeks
assistance regarding possible terrorism, or if the individual is on a government-operated
and government-vetted terrorist watch list. the individual will not be notified of the ....
transmittal or his or her presence on a watch list. When notification is made to the
individual, the Officer will annotate the notification in CBP systems of records and on the
Form 6051D.

5.3.3 Responses and Time for Assistance

5.3.3.1 Responses Required. Agencies receiving a request for assistance in conducting
a border search are to provide such assistance as expeditiously as possible. Where
subject matter assistance is requested, responses should include all appropriate
findings, observations, and conclusions relating to the laws enforced by CBP.

5.3.3.2 Time for Assistance. Responses from assisting agencies are expected in an
expeditious manner so that CBP may complete the border search in a reasonable
period of time. Unless otherwise approved by the Director Field Operations, Chief
Patrol Agent, Director, Air Operations, Director. Marine Operations, or equivalent level
manager, responses from an assisting agency should be received within fifteen (15)
days. If the assisting agency is unable to respond in that period of time the Director
Field Operations, Chief Patrol Agent, Director, Air Operations, Director, Marine
Operations, or equivalent level manager may permit extensions in increments of seven
(7) days.

5.3.3.3 Revocation of a Request for Assistance. If at any time a CBP supervisor
involved ~n a request for assistance is not satisfied with the assistance being provided,
the timeliness of assistance, or any other articulable reason, the request for assistance
may be revoked, and the CBP supervisor may require the assisting agency to return to
CBP all electronic devices that had been provided to the assisting agency, and any
copies thereof, as expeditiously as possible, except as noted in &4.2.3. Any such
revocation shall be documented in appropriate CBP systems of records. When CBP
has revoked a request for assistance because of the lack of a timely response, CBP
may initiate the request with another agency pursuant to the procedures outlined in this
Directive.
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5.3,3.4 Destruction Except as noted in section 5.4.t below or elsewhere in this
Directive, if after reviewing information, probable cause to seize the information does
not exist, CBP will retain no copies of the information.

5.4 Retention and Sharing of Information Found in Border Searches

5.4.1 Retention and Sharing of Information Found in Border Searches

5.4.1.1 Retention with Probable Cause. Officers may seize and retain an electronic
device, or copies of information from the device, when, based on a review of the
electronic device encountered or on other facts and circumstances, they determine
there is probable cause to believe that the device, or copy of the contents thereof,
contains evidence of or is the fruit of a crime that CBP is authorized to enforce.

5.4.1.2 Retention of Information in CBP Privacy Act-Compliant Systems. Without
probable cause to seize an electronic device or a copy of information contained therein,
CBP may retain only information relating to immigration, customs, and other
enforcement matters if such retention is consistent with the privacy and data protection
standards of the system of records in which such information is retained. For example,
information collected in the course of immigration processing for the purposes of
present and future admissibility of an alien may be retained in the A-file Central Index
System, TECS, and/or ENFORCE or other systems as may be appropriate and
consistent with the policies governing such systems.

5.4.1.3 Sharin.q Generally. Nothing in this Directive limits the authority of CBP to share
copies of information contained in electronic devices (or portions thereof), which are
retained in accordance with this Directive, with federal, state, Iocal. and foreign law
enforcement agencies to the extent consistent with applicable aw and policy-

5.4.1.4 Sharin,q of Terrorism Information. Nothing in this Directive is intended to limit
the sharing of terrorism-related information to the extent the sharing of such information
is mandated by statute, Presidential Directive, or DHS policy. Consistent with 6 U.S.C.
122(d)(2) and other applicable law and policy, CBP. as a component of DHS, will
promptly share any terrorism information encountered in the course of a border search
with elements of the federal government responsible for analyzing terrorist threat
information. In tlqe case of such terrorism information sharing, the element receiving the
information will be responsible for providing CBP with all appropriate findings.
observations, and conclusions relating to the laws enforced by CBP. The receiving
entity will be responsible for managing retention and disposition of information it
receives in accordance with its own legal authorities and responsibilities.

5,4.1.5                During Storage and Transmission. CBP will appropriately
safeguard information retalne(], co!3ied, or seized under this Directive and during
transmission to another federal agency. Appropriate safeguards include keeping
materials in locked cabinets or rooms documenting and tracking copies to ensure
appropriate disposition, and other safeguards during transmission such as password
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protection or physical protections. Any suspected loss or compromise of information
that contains personal data retained, copied, or seized under this Directive must be
immediately reported to the Port Director, Patrol Agent in Charge or equivalent level
manager and the CBP Office of Internal Affairs.

5.4.1.6 Destruction. Except as noted in this section or elsewhere in this Directive, if
after reviewing information, there exists no probable cause to seize the information,
CBP will retain no copies of the information.

5.4.2 Retention by Agencies Providing Translation. Decryption, or Subject Matter
Assistance

5.4.2.1 Durincl Assistance. All electronic devices, or copies of information contained
therein, provided to an assisting federal agency may be retained by that agency for the
period of time needed to provide the requested assistance to CBP or in accordance with
section 5.4,2,3 below.

5.4.2.2 Return or Destruction. At the conclusion of the requested assistance, all
information must be returned to CBP as expeditiously as possible, and the assisting
agency must advise CBP in accordance with section 5.33 above. In addition, the
assisting federal agency should destroy all copies of the information transferred to that
agency unless section 5.4.2.3 below applies. In the event that any electronic devices
are transmitted, they must not be destroyed: they are to be returned to CBP unless
seized by the assisting agency based on probable cause or retained per 5.4.2.3.

5.4.2.3 Retention with Independent Authority. If an assisting federal agency elects to
continue to retain or seize an electronic device or information contained therein, that
agency shall assume responsibility for processing the retention or seizure. Copies may
be retained by an assisting federal agency only if and to the extent that it has the
independent legal authority to do so--for example, when the information relates to
terrorism or national security and the assisting agency is authorized by law to receive
and analyze such information. In such cases, the retaining agency should advise CBP
of its decision to retain information under its own authority.

5.5 Reporting Requirements

5.5.1 The Officer performing the border search of information shall be responsible for
completing all after-action reporting requirements. This responsibility’ includes ensuring
the completion of all applicable documentation such as the Form 6051D when
appropriate, and creation and/or updating records in CBP systems. Reoorts are to be
created and update(~ in an accurate~ thorough~ and timely manner. Reports must
include all information related to the search through the final disposition including
supervisory approvals and extensions when appropriate.
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5.5,2 In instances where an electronic device or copy of information contained therein
is forwarded within CBP as noted in section 5.3.1, the receiving Officer is responsible
for recording all information related to the search from the point of receipt forward
through the final disposition,

5.5.3 Reporting requirements for this Directive are in addition to. and do not replace,
any other applicable reporting requirements.

5.6 Management Requirements

5.6.1 The duty supervisor shall ensure that the Officer completes a thorough inspection
and that all notification, documentation, and reporting requirements are accomplished.

5.6.2 The appropriate CBP Second line supervisor shall approve and monitor the
status of the detention of all electronic devices or copies of information contained
therein.

5.6.3 The appropriate CBP Second line supervisor shall approve and monitor the
status of the transfer of any electronic device or copies of information contained therein
for translation, decryption, or subject matter assistance from another federal agency.

5.6.4 The Director, Field Operations, Chief Patrol Agent Director, Air Operations,
Director, Marine Operations, or equivalent level manager shall establish protocols to
monitor the proper documentation and recording of searches conducted pursuant to this
Directive and the detention, transfer, and final disposition of electronic devices or copies
of information contained therein in order to ensure compliance with the procedures
outlined in this Directive.

6    MEASUREMENT. CBP Headquarters will continue to develop and maintain
appropriate mechanisms to ensure that statistics regarding border searches of
electronic devices, and the results thereof, can be generated from CBP systems using
data elements entered by Officers pursuant to this Di~rective.

7    AUDIT. CBP Management Inspection will develop and periodically administer an
auditing mechanism to review whether border searches of electronic devices are being
conducted in conformity with this Directive.

8    NO PRIVATE RIGHT CREATED. This Directive ~s an internal policy statement
of U~S. Customs and Border Protection and does not create or confer any rights,
privileges, or benefits on any person or party,

9 DISCLOSURE. This Directive may be shared with the public.
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10. SUPERSEDES. Procedures for Border Search/Examination of Documents,
Paper, and Electronic Information (July 5. 2007) and Policy Regarding Border Search of
Information (July 16, 2008) to the extent they pertain to electronic devices.
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DISTRIBUTION: ICE
DIRECTIVE NO.: 7-6.1
ISSUE DATE: August 18, 2009
EFFECTIVE DATE: August 18, 2009
REVIEW DATE: August 18, 2012
SUPERSEDES: See Section 3 Below.

DIRECTIVE TITLE: BORDER SEARCHES OF ELECTRONIC DEVICES

1. PURPOSE and SCOPE.

1.1. This Directive provides legal guidance and establishes policy and procedures within U.S.
Immigration and Customs Enforcement (ICE) with regard to border search authority to
search, detain, seize, retain, and share information contained in electronic devices
possessed by individuals at the border, the functional equivalent of the border, and the
extended border to ensure compliance with customs, immigration, and other laws
enforced by ICE. This Directive applies to searches of electronic devices of all persons
arriving in, departing from, or transiting through the United States, unless specified
otherwise.

1.2. This Directive applies to border search authority only. Nothing in this Directive limits
the authority of ICE Special Agents to act pursuant to other authorities such as a warrant,
a search incident to arrest, or a routine inspection of an applicant for admission.

o AUTHORITIES/REFERENCES. 8 U.S.C. § 1357 and other pertinent provisions of
the immigration laws and regulations; 19 U.S.C. §§ 482, 507, 1461, 1496, 1581, 1582,
1589a, 1595a(d), and other pertinent provisions of customs laws and regulations;
31 U.S.C. § 5317 and other pertinent provisions relating to monetary instruments;
22 U.S.C. § 401 and other laws relating to exports; and the December 12, 2008, ICE
Office of Investigations (OI) guidance entitled "Recordkeeping Procedures Regarding
Detentions of Documents and Electronic Devices."

SUPERSEDED/CANCELLED POLICY/SUMMARY OF CHANGES. ICE
Directive No. 7-6.0 entitled "Border Searches of Documents and Electronic Media" is
hereby superseded as it relates to electronic devices. Additionally, all other issuances on
this subject issued by ICE prior to the date of this Directive are hereby superseded as they
relate to searches of electronic devices, with the exception of the March 5, 2007, OI
guidance entitled "Field Guidance on Handling Detained or Seized Electronic Media
from Persons of National Security Interest at Ports of Entry" and the December 12, 2008,
OI guidance entitled "Recordkeeping Procedures Regarding Detentions of Documents
and Electronic Media."

Border Searches of Electronic Devices
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o

5,1.

5.2.

6.2.

6.3.

BACKGROUND. ICE is responsible for ensuring compliance with customs,
immigration, and other Federal laws at the border. To that end, Special Agents may
review and analyze computers, disks, hard drives, and other electronic or digital storage
devices. These searches are part of ICE’s long-standing practice and are essential to
enforcing the law at the United States border. Searches of electronic devices are a crucial
tool for detecting information concerning terrorism, narcotics smuggling, and other
national security matters; alien admissibility; contraband including child pornography;
laundering monetary instruments; violations of copyright or trademark laws; and
evidence of embargo violations or other import or export control laws.

DEFINITIONS. The following definitions are provided for the purposes of this
Directive:

Assistance. The use of third party analytic resources such as language processing,
decryption, and subject matter expertise, to assist ICE in viewing the information
contained in electronic devices or in determining the meaning, context, or value of
information contained therein.

Electronic Devices. Any item that may contain information, such as computers, disks,
drives, tapes, mobile phones and other communication devices, cameras, music players,
and any other electronic or digital devices.

POLICY.

ICE Special Agents acting under border search authority may search, detain, seize, retain,
and share electronic devices, or information contained therein, with or without
individualized suspicion, consistent with the guidelines and applicable laws set forth
herein. Assistance to complete a border search may be sought from other Federal
agencies and non-Federal entities, on a case by case basis, as appropriate.

When U.S. Customs and Border Protection (CBP) detains, seizes, or retains electronic
devices, or copies of information therefrom, and turns such over to ICE for analysis and
investigation (with appropriate documentation), ICE policy will apply once it is received
by ICE.

Nothing in this policy limits the authority of Special Agents to make written notes or
reports or to document impressions relating to a border encounter in ICE’s paper or
electronic recordkeeping systems.

RESPONSIBILITIES.

The Directors of OI, the Office of Professional Responsibility (OPR), and the Office of
International Affairs (OIA) have oversight over the implementation of the provisions of
this Directive.

7.2. Special Agents in Charge (SACs) and Attachrs are responsible for:

Border Searches of Electronic Devices
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7.3.

7.4.

7.5,

l) Implementing the provisions of this Directive and ensuring that Special Agents in
their area of responsibility (AOR) receive a copy of this Directive and are familiar
with its contents;

2)

3)

Ensuring that Special Agents in their AOR have completed any training programs
relevant to border searches of electronic devices, including constitutional, privacy,
civil rights, and civil liberties training related to such searches, as may be required by
ICE Headquarters; and

Maintaining appropriate mechanisms for intemal audit and review of compliance with
the procedures outlined in this Directive. (See "Recordkeeping Procedures Regarding
Detentions of Documents and Electronic Devices" memo dated December 12, 2008.)

Attaches are responsible for ensuring coordination with their host countries, as
appropriate, before conducting any such border search outside of the United States.

When ICE receives electronic devices, or copies of information therefrom, from CBP for
analysis and investigation, ICE Special Agents are responsible for advising CBP of the
status of any such analysis within 10 calendar days, and periodically thereafter, so that
CBP records may be updated as appropriate. For example, "search ongoing"; "completed
with negative results"; "returned to traveler"; or "seized as evidence of a crime."

Special Agents are responsible for complying with the provisions of this Directive,
knowing the limits of ICE authority, using this authority judiciously, and ensuring
comprehension and completion of any training programs relevant to border searches of
electronic devices as may be required by ICE.

PROCEDURES.

Border Searches by ICE Special Agents.

1)

2)

Authorization to Conduct Border Search. Border searches of electronic devices must
be performed by an ICE Special Agent who meets the definition of"customs officer"
under 19 U.S.C. § 1401(i), or another properly authorized officer with border search
authority, such as a CBP Officer or Border Patrol Agent, persons cross designated by
ICE as customs officers, and persons whose assistance to ICE is demanded under 19
U.S.C. § 507.

Knowledge and Presence of the Traveler. To the extent practicable, border searches
should be conducted in the presence of, or with the knowledge of, the traveler. When
not practicable due to law enforcement, national security, or other operational
concerns, such circumstances are to be noted by the Special Agent in appropriate ICE
systems. Permitting an individual to be present in the room during a search does not
necessarily mean that the individual will be permitted to witness the search itself. If
permitting an individual to witness the search itself could reveal law enforcement
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8.2,

3)

techniques or potentially compromise other operational concerns, the individual will
not be permitted to observe the search.

Consent Not Needed. At no point during a border search of electronic devices is it
necessary to ask the traveler for consent to search.

4)

5)

Continuation of the Border Search. At any point during a border search, electronic
devices, or copies of information therefrom, may be detained for further review either
on-site at the place of detention or at an off-site location, including a location
associated with a demand for assistance from an outside agency or entity (see
Section 8.4).

Originals. In the event electronic devices are detained, the Special Agent should
consider whether it is appropriate to copy the information therefrom and retum the
device. When appropriate, given the facts and circumstances of the matter, any such
device should be returned to the traveler as soon as practicable. Consultation with the
Office of the Chief Counsel is recommended when determining whether to retain a
device in an administrative immigration proceeding. Devices will be returned to the
traveler as expeditiously as possible at the conclusion of a negative border search.

Chain of Custody.

1) Detentions of electronic devices. Whenever ICE detains electronic devices, or copies
of information therefrom, the Special Agent will initiate the correct chain of custody
form or other appropriate documentation.

2) Seizures of electronic devices for criminal purposes. Whenever ICE seizes electronic
devices, or copies of information therefrom, the Special Agent is to enter the seizure
into the appropriate ICE systems. Additionally, the seizing agent must complete the
correct chain of custody form or other appropriate documentation.

3) Retention of electronic devices for administrative immigration purposes. Whenever
ICE retains electronic devices, or copies of information therefrom, or portions
thereof, for administrative immigration purposes pursuant to 8 U.S.C. § 1357, the
Special Agent is to record such retention in appropriate ICE systems and is to include
the location of the retained files, a summary thereof, and the purpose for retention.

4) Notice to traveler. Whenever ICE detains, seizes, or retains original electronic
devices, the Special Agent is to provide the traveler with a copy of the applicable
chain of custody form or other appropriate documentation.

8.3. Duration of Border Search.

1) Special Agents are to complete the search of detained electronic devices, or copies of
information therefrom, in a reasonable time given the facts and circumstances of the
particular search. Searches are generally to be completed within 30 calendar days of
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the date of detention, unless circumstances exist that warrant more time. Such
circumstances must be documented in the appropriate ICE systems. Any detention
exceeding 30 calendar days must be approved by a Group Supervisor or equivalent,
and approved again every 15 calendar days thereafter, and the specific justification
for additional time documented in the appropriate ICE systems.

2) Special Agents seeking assistance from other Federal agencies or non-Federal entities
are responsible for ensuring that the results of the assistance are received in a
reasonable time (see Section 8.4(5)).

3) In determining "reasonable time," courts have reviewed the elapsed time between the
detention and the completion of the border search, taking into account any additional
facts and circumstances unique to the case. As such, ICE Special Agents are to
document the progress of their searches, for devices and copies of information
therefrom, and should consider the following factors:

a) The amount of information needing review;

b) Whether the traveler was deprived of his or her property and, if so, whether the
traveler was given the option of continuing his or her journey with the
understanding that ICE would return the property once its border search was
complete or a copy could be made;

c) Whether assistance was sought and the type of such assistance;

d) Whether and when ICE followed up with the agency or entity providing
assistance to ensure a timely review;

e) Whether the traveler has taken affirmative steps to prevent the search of his or her
property in a timely fashion; and

f) Any unanticipated exigency that may arise.

Assistance by Other Federal Agencies and Non-Federal Entities.

1) Translation, Decryption, and Other Technical Assistance.

a) During a border search, Special Agents may encounter information in electronic
devices that presents technical difficulties, is in a foreign language, and/or
encrypted. To assist ICE in conducting a border search or in determining the
meaning of such information, Special Agents may demand translation, decryption,
and/or technical assistance from other Federal agencies or non-Federal entities.

b) Special Agents may demand such assistance absent individualized suspicion.

c) Special Agents shall document such demands in appropriate ICE systems.
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2) Subject Matter Assistance.

3)

4)

a) During a border search, Special Agents may encounter information in electronic
devices that are not in a foreign language or encrypted, or that do not require other
technical assistance, in accordance with Section 8.4(1), but that nevertheless
requires referral to subject matter experts to determine whether the information is
relevant to the laws enforced and administered by ICE. For the purpose of
obtaining such subject matter expertise, Special Agents may create and transmit a
copy of such information to other Federal agencies or non-Federal entities.

b) Special Agents may demand such assistance when they have reasonable suspicion
of activities in violation of the laws enforced by ICE.

c) Special Agents shall document such demands in appropriate ICE systems.

Demand Letter. Unless otherwise governed by a Memorandum of Understanding or
similar mechanism, each demand for assistance is to be in writing (e.g., letter or
email), approved by a supervisor, and documented in the appropriate ICE systems.
Demands are to detail the context of the search requested, ICE’s legal parameters
regarding the search, retention, and sharing of any information found during the
assistance, and relevant timeframes, including those described in this Directive.

Originals. For the purpose of obtaining subject matter assistance, Special Agents may
create and transmit copies of information to other Federal agencies or non-Federal
entities. Original electronic devices should be transmitted only when necessary to
render the demanded assistance.

5) Time for Assistance and Responses Required.

a) Assistance is to be accomplished within a reasonable period of time in order to
preserve the status of the electronic devices and the integrity of the border search.

b) It is the responsibility of the Special Agent demanding the assistance to ensure
timely responses from assisting agencies or entities and to act in accord with
section 8.3 of this Directive. In addition, Special Agents shall:

i) Inform assisting agencies or entities that they are to provide results of
assistance as expeditiously as possible;

ii) Ensure that assisting agencies and entities are aware that responses to ICE
must include any findings, observations, and conclusions drawn from their
review that may relate to the laws enforced by ICE;
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iii) Contact the assisting agency or entity to get a status report on the demand
within the first 30 calendar days;

iv) Remain in communication with the assisting agency or entity until results are
received;

v) Document all communications and actions in appropriate ICE systems; and

vi) Consult with a supervisor to determine appropriate action if the timeliness of
results is a concern. Ira demand for assistance is revoked, the Special Agent is
to ensure all electronic devices are returned to ICE as expeditiously as
possible.

8.5. Retention, Sharing, Safeguarding, And Destruction.

1) BvICE

Seizure and Retention with Probable Cause. When Special Agents determine
there is probable cause of unlawful activity--based on a review of information in
electronic devices or on other facts and circumstances--they may seize and retain
the electronic device or copies of information therefrom, or relevant portions
thereof, as authorized by law.

b) Retention of Information in ICE Systems. To the extent authorized by law, ICE
may retain information relevant to immigration, customs, and other law
enforcement matters in ICE systems if such retention is consistent with the
privacy and data protection policies of the system in which such information is
retained. For example, information entered into TECS during the course of an
investigation will be retained consistent with the policies governing TECS.

c) Shadn=. Copies of information from electronic devices, or portions thereof,
which are retained in accordance with this section, may be shared by ICE with
Federal, state, local, and foreign law enforcement agencies in accordance with
applicable law and policy. Sharing must be in compliance with the Privacy Act
and applicable ICE privacy policies, such as the ICE Search, Arrest, and Seizure
System of Records Notice.

d) Safeguarding Data During Storage and Transmission. ICE will appropriately
safeguard information detained, copied, retained, or seized under this directive
while in ICE custody and during transmission to an outside entity. Appropriate
safeguards include keeping materials in locked cabinets or rooms, documenting
and tracking originals and copies to ensure appropriate disposition, and
appropriate safeguards during transmission such as encryption of electronic data
or physical protections (e.g., locked containers). Any suspected loss or
compromise of information that contains personal data detained, copied, or seized
under this directive must be reported immediately to the ICE Service Desk.
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e)

2) By

a)

b)

Destruction. Copies of information from electronic devices, or portions thereof,
determined to be of no relevance to ICE will be destroyed in accordance with ICE
policy governing the particular form of information, Such destruction must be
accomplished by the responsible Special Agent within seven business days after
conclusion of the border search unless circumstances require additional time,
which must be approved by a supervisor and documented in appropriate ICE
systems. All destructions must be accomplished no later than 21 calendar days
after conclusion of the border search.

Assisting Agencies

Retention during Assistance. All electronic devices, whether originals or copies
of information therefrom, provided to an assisting Federal agency may be retained
by that agency for the period of time needed to provide the requested assistance to
ICE.

c)

Return or Destruction. At the conclusion of the requested assistance, all
electronic devices and data must be returned to ICE as expeditiously as possible.
In the alternative, the assisting Federal agency may certify to ICE that any copies
in its possession have been destroyed or it may advise ICE in accordance with
Section 8.5(2)(c). In the event that any original electronic devices were
transmitted, they must not be destroyed; they are to be returned to ICE.

Retention with Independent Authority. Copies may be retained by an assisting
Federal agency only if and to the extent that it has the independent legal authority
to do so - for example, when the information is of national security or intelligence
value. In such cases, the retaining agency must advise ICE of its decision to
retain certain information on its own authority. In the event that any original
electronic devices were transmitted, the assisting Federal agency may make a
copy of information therefrom for its retention; however, any originals must be
returned to ICE.

3) By Non-Federal Entities

ICE may provide copies of information from electronic devices to an assisting
non-Federal entity, such as a private language translation or data decryption
service, only for the period of time needed by that entity to render the requested
assistance.

b) Upon the completion of assistance, all copies of the information in the possession
of the entity must be returned to ICE as expeditiously as possible. Any latent
copies of the electronic data. on the systems of the non-Federal entity must also be
destroyed so that recovery of the data is impractical.

Border Searches of Electronic Devices



9
000062

8.6. Review, Handling, and Sharing of Certain Types of Information.

8.7

1) Border Search. All electronic devices crossing U.S. borders are subject to border
search; a claim of privilege or personal information does not prevent the search of a
traveler’s information at the border. However, the nature of certain types of
information are subject to special handling by Special Agents, whether through policy
or laws such as the Privacy Act and the Trade Secrets Act.

2) Types of Information

Business or Commercial Information. If, in the course of a border search, Special
Agents encounter business or commercial information, such information is to be
treated as business confidential information. Depending on the nature of the
information presented, the Trade Secrets Act, the Privacy Act, and other laws may
specifically govern or restrict handling of the information, including criminal
penalties for unauthorized disclosure.

b) Legal Information. Special Agents may encounter information that appears to be
legal in nature, or an individual may assert that certain information is protected by
the attorney-client or attorney work product privilege. If Special Agents suspect
that the content of such a document may constitute evidence of a crime or
otherwise pertain to a determination within the jurisdiction of ICE, the ICE Office
of the Chief Counsel or the appropriate U.S. Attorney’s Office must be contacted
before beginning or continuing a search of the document and this consultation
shall be noted in appropriate ICE systems.

Other Sensitive Information. Other possibly sensitive information, such as
medical records and work-related information carried by journalists shall be
handled in accordance with all applicable federal law and ICE policy. Although
there is no Federal legal privilege pertaining to the doctor-patient relationship, the
inherent nature of medical information warrants special care for such records.
Questions regarding the review of these materials shall be directed to the ICE
Office of the Chief Counsel and this consultation shall be noted in appropriate
ICE systems.

3) ~. Information that is determined to be protected by law as privileged or
sensitive is to be handled consistent with the laws and policies governing such
information.

Measurement. ICE Headquarters will develop appropriate mechanisms to ensure that
statistics regarding border searches of electronic devices, and the results thereof, can be
generated fi’om ICE systems using data elements entered by Special Agents pursuant to
.this Directive.
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8.8 Audit. ICE Headquarters will develop and periodically administer an auditing
mechanism to review whether border searches of electronic devices are being conducted
in conformity with this Directive.

ATTACHMENTS. None.

NO PRIVATE RIGHT STATEMENT. This Directive is an internal policy statement
of ICE. It is not intended to, and does not create any rights, privileges, or benefits,
substantive or procedural, enforceable by any party against the United States, its
departments, agencies, or other entities, its officers or employees; or any other person.

Approvedj~
Morton

Assistant Secretary
U.S. Immigration and Customs Enforcement
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U,S, ~ of Homeland Sec~L~ty
WasbLugton, 1~ 20229

U.S. Customs and

MEMORANDUM FOR: DIRECTORS, FIELD OPERATIONS
OFFICE OF FIELD OPERATIONS

FROM: Assistant Commissioner
Office of Field Operations

SUBJECT: Border Search/Examination of Documents, Papers, and
Electronic Information

The purpose of this memorandum is to provide advance notice of a comprehensive
strategy for examining, copying, and disseminating documents and information in
electronic devices acquired from passengers as CBP performs its law enforcement
functions. The strategy includes three phases:

Provide intedm operational guidance with respect to the review and retention of
paper documents as well as information in electronic devices. The attached
guidance was the CBP Office of Chief Counsel and the DHS Office
of General Counsel.

For permanent guidance, the Office of Field Operations is engaged with the
Office of Anti-Terrorism and the Office of Chief Counsel in authoring a
comprehensive update to CBP Directive 3340-006A.

This strategy will be implemented in coordination with Immigration and Customs
Enforcement (ICE), both at a Headquarters and Field Office level. As phase two is
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implemented, ~ shall coordinate with ICE and other appropriate
agencies to establish local mechanisms to ensure h case )ment results
from use o1’ the ~ ICE has
~, therefore you should consider this factor when developing local
Field Offices should also be aware that ICE has issued its own interim guidance
regarding authorities for examining, copying, and disseminating documents and
information from electronic devices. As part of the investigative process, ICE or other
agencies may exercise independent authorities after CBP propedy receipts
evidence/property to them.

OFO, Tactical Operations Division will work closely with the Field Offices receiving the
equipment to coordinate training. It is expected that a group of select CBP Officers be
identified from existing ~ teams to operate the equipment and work with responding
agencies.

For additional information, please contact the Executive Director, National Targeting
and Secudty at (202) 344-1850,

P. Ahem

Attachments
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Interim Procedures for Border SearchlExamination of Documents Pa
and Electronic Information

The purpose of this document is to clarify operational guidance with respect to
the review and retention of paper documents as well as information in electronic
devices (e.g., laptop computers, cell phones, MP3 players) and electronic
storage media    DVDs, CDs, diskettes,        =rds/sticks, thumbnail

"electronic devices"

CBP’s information handling authority under customs    is currently
retlected In CD 3340-006A, Procedures for Examining Documents and Papers.
CBP also has broad authority respecting documents under the immigration laws,
which has not been fully integrated into CBP policy.

hese      provisions incorporate CBP
authority u~ er customs, immigration, and other laws.

1. Initial Review.

Absent individualized suspicion, paper documents and electronic devices may
be reviewed in the course of administering customs, immigration, or other
laws enforced or administered by CBP.3

2. Copying and Transmitting

a. Consistent with existing policy, where technical assistance is necessary to
determine the existence of a violation of customs, immigration, or other law
enforced or administered by CBP, officers may copy and transmit documents

1 The guidance in this memorandum does not pertain to notes, reports, or other impressions
recorded by CBP officers in the course or as the product of a border encounter,

3 Note that existing provisions from CD 3340-006A, and the International Mail Operations and
Enforcement Handbook, CIS HB 3200-006A, remain in place regarding the opening of sealed
letter class mail, including the prohibition against reading correspondence therein. With respect
to information other than letter class mail, officers may read correspondence that appears to bear
upon a determination under the laws enforced or= existing
guidance from CD 3340-006A remains in place, regarding
attorney-client privileged information; any claim of attorney-client or attorney work product
privilege with respect to information encountered in the border context should be coordinated with
the appropriate Associate/Assistant Chief Counsel.
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and information in electronic devices to an appropriate agency or entity
without individualized suspicion. This may be the case where translation is
required to decipher the contents of a document.

b. Except as provided in the preceding subsection, officers may copy and
transmit documents and information from electronic devices only where there
is reasonable suspicion that the
Information may relate to, terrorist activ or other un
Reasonable suspidon is not required if~ consents to copying
and transmission.

3. Retention, Seizure, and Destruction.

a. CBP may retain relevant information in DHS and CBP record systems
such as TECS, the immigration A-file system, or related systems, to the
extent authorized by law. Nothing in this policy guidance alters existing
policies and procedures for retaining documents and information in the
immigration A-file system or related systems.

b. Copies of documents or information from electronic devices provided to
another agency or entity for the purpose of rendering technical assistance
shall be returned to CBP as expeditiously as possible. ’~ Where information is
returned to CBP and determined to be of no relevance to customs,
immigration, or any other laws enforced or administered by CBP, that
information will be destroyed.

c. There may be situations where an agency or entity, in furtherance of its
respective mission, wishes to retain or disseminate copies of the information
provided to it by CBP for technical assistance. Any such retention and/or
dissemination will be governed by that agency or entlty’s existing legal
authorities and policies, including concerning periodic reviews of retained
materials to evaluate and ensure continued relevancy.

The above guidance does not alter the authority or ability of officers to sei~ze
disseminate or retain documents and information in electronic devices ~

where there is probable cause to believe that such

4 This period of time, unless otherwise approved by the DFO in consultation with the appropriate
Associate/Assistant Chief Counsel, shall be not longer than 15 days from transmittal to the
assisting agency, with that time pedod subject to extensions, in increments not longer than 7 days
that are requested and justified by the assisting agency.
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documents or information constitute evidence of a crime or are otherwise subject
to seizure and forfeiture.

This guidance is intended to augment and cladfy paragraphs 6.5.2, 6.5.3, and
6.9.11 of CBP Directive 3340-021 B, Responding to Potential Terrorists Seeking

, Into the United States 2006). CBP officers and agents, in
and otherwise, must give particular

consideration to this guidance in determining how to implement
~from other agencies regarding the collection of on from a given
traveler. Field offices are responsible for the development of an appropriate
mechanism to ensure the proper tracking of information processed pursuant to
this memorandum. No traveler information may be reviewed or retained in
contravention of the above provisions, unless approved in advance by the
Director, Field Operations in consultation with the appropriate
Associate/Assistant Chief Counsel.
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DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

DOCUMENT AND ELECTRONIC MEDIA TRANSMITTAL RECORD
(ADDENDUM TO THE DETENTION NOTICE AND CHAIN OF CUSTODY RECEIPT)

1. Name of Traveler From Whom Information Detained

3. Purpose of Transmittal
i2. Office of Detention and Date of Detention

Technical Assistance - CBP requests technical assistance from the receiving entity, specifically as follows -

National Security I Law Enforcement Consultation - CBP seeks the views of the receiving agency regarding
whether the transmitted information constitutes evidence of terrorist activity or other unlawful conduct, or
otherwise bears upon a determination under the laws enforced or administered by CBP.

4. Description of Information Transmitted

5. Name, Telephone, Fax, and E-mail of Recipient 6 Department, Agency, and Office of Recipient

7. Address of Recipient

8. Transmitted By (Name, Office)
I 9. Transmitted By (Telephone, Fax, E-mail)

I
10. Retention, Seizure, and Destruction

The recipient of this transmittal hereby agrees, as a condition of receipt, to render the requested assistance - to include
reporting upon all findings, conclusions, or observations dedving from the information that pertain to the laws enforced or
administered by CBP - in a diligent and expeditious manner, and in a period of time not to exceed 15 days. This time
period is subject to extensions in increments not longer than 7 days that are requested and justified by the assisting
agency. Upon the expiration of the pedod of time required for rendering of assistance, all transmitted information shall be
returned to CBP, or destruction of all copies must be certified to CBP, unless the recipient asserts, in writing, a valid basis
for its own independent authority to seize or continue retention of the transmitted information.

IRec~oient to sign and return copy of signed transmittal to CBP]

CBP Use Only - Final Disposition (C, hog.se .O, ne}:

(a) Information returned to CBP On date , or
(b) Certification of destruction received by CBP on date , or
(c) CBP received entity’s asserted independent basis to seize or continue retention on date

CBP Notes, Indu.d.ing Information Re.qardin,q Extension(s), If Applicabln:
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Weekly Muster 2007-07

Week of Muster: Upon Receipt

Topic: Operational Guidance for Border Search/Examination of
Documents, Papers, and Electronic Information

Headquarters POC: Tactical Division

CBP’s primary mission is to protect the Amedcan public against terrorists and their
instruments of terror. With this pdodty mission in mind, the Offices of Anti-Terrorism
and Field Operations generated operational guidance regarding the review and
retention of paper documents and information in electronic devices and electronic
storage media.

Further, this operational guidance does not alter the authority or ability of officers to
seize, disseminate, or retain documents and information in electronic medi~
~ where there is probable cause to believe that such documents or
information constitute evidence of a crime or are otherwise subject to seizure and
forfeiture.

Guidance Relating to Initial Review

¯ Without individualized suspicion, paper documents and electronic devices may be
reviewed in the course of administering customs, immigration, or other laws
enforced or administered by CBP.

Guidance Relating to Copying, Transmitting, and Retaining

¯ CBP officers may copy and transmit documents and information in electronic
devices to appropriate agencies or entities without individualized suspicion when
technical support is required, such as translation services.

For reasons other than technical assistance, officers may copy and transmit
documents and information in electronic media to            or
where reasonable suspicion exists that
~ i.nformation relating to, terrorist activities or unlawful conduct. Reasonable

consent.

I..~W ENFORCEMENT SENSITIVE
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When technical assistance is required from an entity outside CBP, copies of
documents or information shall be returned to CBP within 15 days from transmittal
unless the Director, Field Operations in consultation with the appropriate legal
counsel, approves extensions in seven-day increments. In cases where retention or
dissemination of copies furthers the mission of another agency or entity, that agency
or entity’s existing legal authorities and policies will govern retention and/or
dissemination.

Copies of documents or information returned to CBP, when determined to be of no
relevance to customs, immigration, or other laws enforced or administered by CBP,
will be destroyed.

Presenters Note: Discretionary authority is to be utilized to deny entry to persons that
pose a known or possible threat to the United States. All officers must bear in mind
that the authority to exercise discretion and make decisions affecting people’s lives,
carries with it the responsibility for ensuring that all actions advance the goals of

and ms the of that we hold. ~
n mmm I

all officers and managers must maintain..J
of professionalism, impartiality, and courtesy to the traveling public.

As always, please take this muster opportunity to stress the importance of
professionalism when dealing with members of the public.

LAW ENFORCEMI~NT SENSITIVE 2
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Week of Muster:

Topic:

Headquarters POC:

Weekly Muster 2007-11

Upon Receipt

Operational Guidance for Border Search/Examination of
Documents, Papers, and Electronic Information

~
tions Division

CBP’s primary mission is to protect the American public against terrorists and their
instruments of terror. With this priority mission in mind, the Offices of Anti-Terrorism
and Field Operations generated operational guidance regarding the review and
retention of paper documents and information in electronic devices and electronic
storage media.

Further, this operational guidance does not alter the authority or ability of officers to
seize, disseminate, or retain documents and information in electronic media

where there is probable cause to believe that such
in’ of a crime or are otherwise subject to seizure and
forfeiture.

Guidance Relating to Initial Review

¯ Without individua/ized suspicion, paper documents and electronic devices may be
reviewed in the course of administering customs, immigration, or other laws
enforced or administered by CBP.

Guidance Relating to Copying, Transmitting, and Retaining

¯ CBP officers may copy and transmit documents and information in electronic
devices to appropriate agencies or entities without individua/ized suspicion when
technical support is required, such as translation services.

For reasons other than technical assistance, officers may copy and transmit
documents and information in electronicothera encies onlmedia toor entities
where reasonable suspicion exists that ¯

.
~.informaton relating to, terrorist act’~wtul conduct. ~easonaDle

consent.

LAW ENFORCEMENT SENSITIVE
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When technical assistance is required from an entity outside CBP, copies of
documents or information shall be returned to CBP within 15 days from transmittal
unless the Director, Field Operations in consultation with the appropriate legal
counsel, approves extensions in seven-day increments. In cases where retention or
dissemination of copies furthers the mission of another agency or entity, that agency
or entity’s existing legal authorities and policies will govern retention and/or
dissemination.

¯ Copies of documents or information returned to CBP, when determined to be of no
relevance to customs, immigration, or other laws enforced or administered by CBP,
will be destroyed.

Presenters Note: Discretionary authority is to be utilized to deny entry to persons that
pose a known or possible threat to the United States. All officers must bear in mind
that the authority to exercise discretion and make decisions affecting people’s lives,
cardes with it the responsibility for ensuring that all actions advance the goals of

trust that we hold.

managers mu maintain
~sm, ~mpar ity, and courtesy to the traveling public.

As always, please take this muster opportunity to stress the importance of
professionalism when dealing with members of the public.

LAW ENFORCEMENT SENSITIVE 2
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Sent: Wednesday, February 27, 2008 1:12 PM
To-’

Sites

Please brief the below

In additi, ensure review

Current guidance:

Amended guidance:

2,1.2
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Division
Office of Field Operations
U,S. Customs and Border Protection

!CBP.DHS.GOV
office
fax

WARNING: This document is designated FOR OFFICIAL USE ONLY. It contains
information that may be exempt from public release under the Freedom of Information
Act (5USC552). This document is to be controlled, handled, transmitted, distributed, and

’ disposed of in accordance with DHS policy relating to FOUO information, and is not to
be released to the public or personnel who do not have a valid "need-to-know" without
prior approval from OFO Office of Operations, Operations, Tactical Operations Division
at 202-344-3749.



U.S. Customs and Border Protection
Detroit Field Operations

Border Search/Examination of Documents
Electronic Information

Standard Operating Procedures
October 24, 2007
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1. PURPOSE

The purpose of this document is to provide additional operational guidance on the review and
retention of paper documents as well as information in electronic devices (e.g., laptop
computers, cell phones, MP3 players) and electronic storage media (e.g., DVDs, CDs,

"electronic

~n Interim Procedures ration of
Documents, Papers, and Electronic Informatio~
(Appendix 1)

The following procedures are to be adhered to in response to faxing, coping and otherwise
obtaining any information from a traveler and transmitting the information to an alternate
requesting govemment agency.

2. OVERVIEW

CBP’s information handling authority under the customs laws is
¯ Documents

reflected in CD

These ~ncorporate CBP
authorit3 s, imm~ and other laws.

3. PROCEDURES

Upon the notification to copy or transmit documentation or information to other agencies for
consultation or for technical assistance, the following actions will be taken.

a) If the requesting official is on site:
1) Complete a CF 6051S to capture information concerning the documentation or
information to be transmitted. (Appendix 2)

2) Complete the "Document and Electronic Media Transmittal Record" (6051
Addendum). (Appendix 3)

3) Obtain a signature on the "Document and Electronic Media Transmittal Record" from
the representing agency official (Item 10).
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4) Attach the "Document and Electronic Media Transmittal Record" to the CF 6051S and
forward to the port coordinator or appropriate officer responsible for tracking the process
locally.

5) The port coordinator or appropriate officer will enter the information onto the Detroit
Field Office spreadsheet (see Appendix 4 and Section 4) and maintain the corresponding
documentation. Both the Field Office and the port will monitor the spreadsheet entries to
ensure the ports are in compliance with the required timelines outlined in the legal
guidance section of the Interim Procedures for Border Search/Examination of
Documents, Papers, and Electronic Information
(15 days from transmittal with no more than 7 day extens

b) If the requesting official is not on site:

1) Inform the requesting agency official that a "Chain of Custody Receipt" is required
before the information may be transmitted.

2) Complete a CF 6051S to capture information concerning the documentation of
information to be transmitted.

3) Fax or forward the "Document and Electronic Media Transmittal Record" to the
requesting official for signature. Instruct the official that the form must be signed and
returned either by fax or mail, prior to any transmission of information or documentation.

4) Upon the signed receipt of the "Document and Electronic Media Transmittal Record"
from the requesting agency, complete a CF 6051S to capture information concerning the
documentation or information to be transmitted.

5) Attach the "Document and Electronic Media Transmittal Record" to the CF 6051S and
forward to the port coordinator or appropriate officer responsible for tracking the process
locally.

6) The port coordinator or appropriate officer will enter the information onto the Detroit
Field Office spreadsheet (see Appendix 4 and Section 4) and maintain the corresponding
documentation. Both the Field Office and the port will monitor the spreadsheet entries to
ensure the ports are in compliance with the required timelines outlined in the legal
guidance section of the Interim Procedures for Border Search/Examination of
Documents, Papers, and Electronic Information
(15 days from transmittal with no more than 7 day extens

4. TRACKING

To ensur~use the Field Office tracking spreadsheet (Appendix 4)
saved on~ drive. Ports will be required to submit the names of a
primary and secondary officer who will be given access to the tracking spreadsheet. These
officers will be required to maintain and update their entries in the spreadsheet.

5. NOTIFICATIONS



0oosBo traveler information may be reviewed or retained in contravention of the above
provisions, unless approved in advance by the Director, Field Operations, in consultation
with the appropriate Associate/Assistant Chief Counsel.
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Attachments

Appendix 1: Interim Procedures for Border Search/Examination of Documents, Papers, and
Electronic Information ¯    ;. ¯

Appendix 2: CF 6051S

Appendix 3: Document and Electronic Media Transmittal Record (6051 Addendum)

Appendix 4: Detroit Field Office tracking spreadsheet
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Interim Procedures for Border Search/Examination of Documents, Papers,
and Electronic Information ~l

The purpose of this document is to clarify operational guidance with respect to the review and
retention of paper documents as well as information in electronic devices (e.g., laptop computers,
cell phones, MP3 players) and electronic storage media (e.g., DVDs, CDs, diskettes,

thumbnail drives
P’s

ling authority under the customs                               .006A,
Procedures for Examining Documents and Papers. CBP also has broad authority respecting
documents under the immigration laws, which has not been fully integrated into CBP policy.

authority under customs, ~mm~
provisions Incorporate

1. Initial Review.

Absent individualized suspicion, paper documents and electronic devices may be reviewed in
the course of administering customs, immigration, or other laws enforced or administered by
CBP.3

2. Copying and Transmitting

a. Consistent with existing policy, where technical assistance is necessary to determine the
existence of a violation of customs, immigration, or other law enforced or administered by
CBP, officers may copy and transmit documents and information in electronic devices to an
appropriate agency or entity without individualized suspicion. This may be the case where
translation is required to decipher the contents of a document.

b. Except as provided in the preceding subsection, officers may copy and transmit
documents and information from electronic devices only where there is reasonable suspicion

the information may relate to, terrorist
other Reasonable suspicion is not required if~

I consents to copying and transmission.

The guidance in this memorandum does not pertain to notes, reports, or other impressions recorded by CBP
officers in the course or as the product of a border encounter.

~ Note that existing provisions from CD 3340-006A, and the International Mail Operations and Enforcement
Handbook, CIS HB 3200-006A, remain in place regarding the opening of seaied letter class mail, including the
prohibition against reading correspondence therein. With respect to information other than letter class mail, officers
may read correspondence that appears to bear upon a determination under the laws enforced or administered by
CBP. In addition, existing guidance from CD 3340-006A remains in place,~~~l~, regarding
attorney.client privileged information; any claim of attorney-client or attom work product privilege with respect
to information encountered in the border ~ont~xt should I~ ~oordin=t~ with the appropriate Associate/Assistant
~hi~f Counsel.
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3. Retention, Seizure, and Destruction.

a. CBP may retain relevant information in DHS and CBP record systems such as TECS, the
immigration A-file system, or related systems, to the extent authorized by law. Nothing in
this policy guidance alters existing policies and procedures for retaining documents and
information in the immigration A-file system or related systems.

b. Copies of documents or information from electronic devices provided to another agency
or entity for the purpose of rendering technical assistance shall be returned to CBP as
expeditiously as possible. 4 Where information is returned to CBP and determined to be of
no relevance to customs, immigration, or any other laws enforced or administered by CBP,
that information will be destroyed.

c. There may be situations where an agency or entity, in furtherance of its respective
mission, wishes to retain or disseminate copies of the information provided to it by CBP for
technical assistance. Any such retention and/or dissemination will be governed by that
agency or entity’s existing legal authorities and policies, including concerning periodic
reviews of retained materials to evaluate and ensure continued relevancy.

The above guidance does not alter the authority or abili
retain documents and information in electronic devices
probable cause to believe that such documents or
are otherwise subject to seizure and forfeiture.

of officers to seize disseminate, or
where there is

evidence of a crime or

This guidance is intended to augment and clarify paragraphs 6.5.2, 6.5.3, and 6.9.11 of CBP
Directive 3340-021 B, Responding to Potential Te,rorists Seekin Ent lnto the                        United States
(September 7, 2006). CBP officers and agents, inr~~!~~~l~~ and
otherwise, must ~~e2~rminin hg ow to implement~ ve particular consideration to tt

from other agencies regarding the collection of information from a given
traveler. Field offices are responsible for the development of an appropriate mechanism to
ensure the proper tracking of information processed pursuant to this memorandum. No traveler
information may be reviewed or retained in contravention of the above provisions, unless
approved in advance by the Director, Field Operations in consultation with the appropriate
Associate/Assistant Chief Counsel.

4 This period of time, unless otherwise approved by the DFO in consultation with the appropriate

Associate/Assistant Chief Counsel, shall be not longer than 15 days from transmittal to the assisting agency, with
that time period subject to extensions, in increments not longer than 7 days that arc requested and justified by the
assisting agency.
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U.So CUSTOMS SERVICE

NO. 0000000

1, FPF No.

4. Prior Detention?
Yes[] No[] If yes, CF6051DNo.

8. Seized From:
Name:

Address:

Telephone No. ( )
12. Send Correspondence to:

Ext:

CUSTODY RECEIPT
FOR

SEIZED PROPERTY
AND

EVIDENCE
Handbook 5200-09

5. Date Seized 6. Time Seized
(mm/dd/yyyy) (Use 24

/ / Hrs)

9, Entry No.

11. Remarks:

7. FDIN/Misc.

I10. Seal or Other ID Nos.

a. Line
Item No.

13, PROPERTY ( By Line Item)Attach CF 58 if conveyance

b. Description              c. Packages       d. Measurements
Number      Type     Qty.     UM

e. Est. Dom.
Value

S

$

S

$

$

S

14. Seizing Officer

Print Name
Date

a, Line
Item No.

/ /
Signature

15. ACCEPTANCE/CHAIN OF CUSTODY
b. Description c. Pdnt

Name/Title/Organization
d. Signature e. Date

CF 6051AContinuation Sheet Attached? Yes [] No []
6051S (11/01)

Customs Retains Odginal

CUstoms Form
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CUSTODY RECEIPT FOR SEIZED PROPERTY AND EVIDENCE

Instructions

NOTE: Narcotics, currency, monetary instruments, DEA samples, and evidence to be used in court must be transferred on
a separate CF 6051S. Initiate a separate CF 6051S or D when this form is used for property transfer to the contractor. When
initiating a separate CF 6051S or D, ensure that the line item number corresponds to the line item number in SEACATS.

BLOCK DESCRIPTIONS (Fill in all sections that apply)

Block 1. FPF No. Enter the 16-di Case Number.

Line
Item
No.

Block 4.
seizure

Block 5. Date
Block 6. Time
Block 7, FDIN/Misc.
number)
Block 8. Seized from

Block 9. Entry No.
Block 10.Seal and Other I.D. No.

Block 11. Remarks

Block 12. Send Correspondence to

Block 13. Property

and attach Detention Notice (CF 6051D). List CF 6051D, if
applicable.
Enter the date of seizure in month/day/year.
Enter time of incident in 24 hour format (e.g. 1600).
Federal Drug Identification Number/Misc. (Other agency case

Enter the name, address and telephone number of the person
whose property has been seized.
Enter the Entry number.
Enter Baggage Claim Number, Evidence Bag Number, Customs
seal, or any other identification attached to the property.
Enter any remarks which may be relevant or which may be of
assistance in storing or maintaining the property. Reference
any previous
CF 6051S serial number.
Enter the local Customs office, SAIC, Port, or FPF address, as
appropriate.
For non-SINS evidence, complete sections as appropriate (OI/IA
use). Information entered in items 13a through 13d should be the
same as entered in SEACATS. See examples below:

Description

Cocaine
50 bricks in 5
boxes

Packages
No. / Type

5 /
boxes

Measurem I Line
ent       Item

Qty / UM    No.

Kg100 / I 2

Description

Shirts

Packages Measurem
No. / Type ent

Qty / UM

10 /      1000 /
Cartons       Ea.

Block 13a. Line Item No.

Block 13b. Description
Block 13c. Number & Type

of Packages
Block 13d. Quantity and Unit of

Measurement

Block 13e. Estimated Domestic Value
Block 14. Seizing Officer

Block 15. Acceptance Chain of Custody
Block 15a_ Line Item No.

Group items by tariff number or SEACATS category code. Line
item number corresponds to the line item number in SEACATS.
Enter a bdef description of the seized item.
Enter the number and type of packaging containing the property.
(e.g. BX=box, BA=bale, EN=envelope)
The block contains the quantity of the seized item given in
the units of measure entered in the Unit of Measurement
block. For NARCOTICS, the net weight is entered.
Enter the estimated domestic value of the item seized.
Pdnted name and signature of Seizing Officer and date (the first
officer taking custody of the property). This initiates the Chain of
Custody for all items described in block 13. Signature is for ALL
line items, including
any CF 6051A continuation sheet(s).

Enter the line item numbers from block 13 being accepted,
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Block 15b. Description

Block 15c. Print Name

Block 15d. Signature

Block 15e. Date

(e.g. 1,2,3 and 5; or 1-3, 5)
Specify item(s) being accepted. The word "ALL" or equivalent is
NOT acceptable.
Pdnt the name, title and organization of the individual accepting
custody of item(s).
Have the individual accepting custody of item(s) sign in this
block.
Enter date custody is accepted.

Customs Form 6051S (Back) (11/01)



1. Name of Traveler From Whom Information Detained

3. Purpose of Transmittal

~ppenmx 3 DEPARTMENT OF HOMELAND SECURITY
U.S. Customs and Border Protection

DOCUMENT AND ELECTRONIC MEDIA TRANSMITTAL RECORD
(ADDENDUM TO THE DETENTION NOTICE AND CHAIN OF CUSTODY RECEIPT)

2. Office of Detention and Date of Detention

[] Technical Assistance - CBP requests technical assistance from the receiving entity, specifically as follows -

000084

National Security I Law Enforcement Consultation - CBP seeks the views of the receiving agency regarding
whether the transmitted information constitutes evidence of terrorist activity or other unlawful conduct, or
otherwise bears upon a determination under the laws enforced or administered by CBP.

4. Description of Information Transmitted

5. Name, Telephone, Fax, and E-mail of Recipient 6. Department, Agency, and Office of Recipient

7. Address of Recipient

8. Transmitted By (Name, Off~ce) 9. Transmitted By (Telephone, Fax, E-mail)

10. Retention, Seizure, and Destruction

The recipient of this transmittal hereby agrees, as a condition of receipt, to render the requested assistance - to include
reporting upon all findings, conclusions, or observations deriving from the information that pertain to the laws enforced or
administered by CBP - in a diligent and expeditious manner, and in a pedod of time not to exceed 15 days. This time
pedod is subject to extensions in increments not longer than 7 days that are requested and justified by the assisting
agency. Upon the expiration of the period of time required for rendering of assistance, all transmitted information shall be
returned to CBP, or destruction of all copies must be certified to CBP, unless the recipient asserts, in wdting, a valid basis
for its own Independent authority to seize or continue retention of the transmitted information.

[Recipient to sign and return copy of signed transmittal to CB~ --) Signature of Recipient:

CBP Use Only - Final Disposition (Choose One):

(a) Information returned to CBP on date , or
(b) Certification of destruction received by CBP on date , or
(c) CBP received entity’s asserted independent basis to seize or continue retention on date

CBP Notes, Including Information Reaardinq Extension(s). If Applicable:



,~ppendix 4:

000085

SuNe~
Name

Document and Electronic Media Transmittal Record
Date of

Transmittal
7 Day

Extension Date
14 day

Extension Date
15 day

Due date
Date of
Return

Date of
Destruction

Above is a screen copy of the tracking spreadsheet that will be used to track all transmittals of documents
and information



From

Sent: Wednesday, February 27, 2008 4:51 PM
To:
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Subject: Electronic Media
All,

The issue of         electronic media is a very serious and sensitive issue. Please consider the
following information carefully when encountering a situation where electronic media may be

Any electronic media (cell phones, laptops, blackberries, etc) that is searched, copied or
otherwise must fall within very strict guidelines. With regard to the program,
the electronic media

Even if a request is made by another agency, you must be able to
independently articulate why it is being requested, and if done, who, from Passenger Ops at JFK,
is authorizing that action.

- Under NO CIRCUMSTANCES will the electronic media
in any way without the express authorization of one

of the following individuals:

If you have any questions regarding this topic please do not hesitate to ask. Do not allow any
media to be copied, etc. without being absolutely certain that it is being done in a proper manner



consistent ~ outstanding guidelines and within our authority.

Also, you are reminded of the issue of detaining electronic media for this purpose.
message below that I sent out last week.
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Please see the

Thank you,

Chief Passenger Operations
Customs and Border Protection
JFK International Airport
New York Field Office
Office:
Cell:

From: [~I;_~t~Zmli~l
Sent: Friday, Februa~/22, 2008 1:29 PM
To:

Subject: Detention of Electronic Media Relating to Examinations

All,

The detention of electronic media (cell phones, laptops, etc.) will not be authorized below the
level in Passenger Ops. That is to say that IF you feel that the detention of an item, for the

purpose          copying, imaging or other transfer of the information contained therein, is
appropriate in a given situation, you MUST seek the concurrence

This policy must be strictly adhered to.

Thank you,
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Chief Passenger Operations
Customs and Border Protection
JFK International Airport
New York Field Office
Office:
Cell:



From:
Sent: Wednesday, July 11, 2007 11:56 AM
To:

Subject: FW: Copying Travelers Documents

000089

Attachments: al Guidance.doc

Deputy Assistant Area Director
Passenger Operations
JFK Airport
Customs and Border Protection

Sent: Wednesday, July 11, 2007 10:47 AM
To:

Subject: FW: Copying Travelers Documents

Sent: Wednesday, July 11, 2007 10:25 AM
To:

Subject: Copying Travelers
Documents

As we all know, CBP’s data collection capabilities have been widely discussed in the law enforcement
community and we have been asked by manyvarious agencies to Copy and transmit documentation being
carried by travelers for legitimate law enforcement reasons. We have asked CBP/HQ for clarification on
our statutory authority to do that, as well as our policies and procedures that govern such interagency

~ d is some of the guidance that they have worked on, ~
HQ OFO and Chief Counsel, along with the Office of Anti-terrorism, are

working on preparing a comprehensive CBP Directive that will cover all situations, but that is still in
progress. In the meantime, please share                     the attached guidance and
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Transmittal0F~n. The form itself is still being perfected and this is just an interim document that may be
reproduced locally. I will send you another message that contains a MUSTER sheet that is to be used to
brief the employees.

in summary, there is no level of suspicion required for CBP officers to review any documentation
or electronic devices except for sealed letter class mail. Additionally,
we may copy and transmit any iocu devices if we need technical assistance to
determine if a violation exists, i.e., translation, without any level of suspicion required. Beyond that, we
may only copy and transmit documentation or electronic devices ~ if there is
reasonable suspicion that the traveler may be involved with (or the information relates to) terrorist activities
or unlawful conduct; or the passenger consents to copying/transmission. If such information, including

~ is transmitted to another agency, we must utilize the attached document to receipt

We anticipate that your officers and supervisors will have excellent questions concerning this guidance
and we encourage you to provide those questions to this office as they come up. We will attempt to
answer them and also will be forwarding to OFO/HQ who will publish a weekly list of FAQ’s covering this
topic. Please forward any questions as they arise to _l_l~!~l;_’Ib3IB]’~lm, who will coordinate with HQ to
ensure our questions are included in the FAQ’s and our responses are consistent with national direction.

I would like JFK to designate
who that will be. You should also be considering

where you may place a =tec~l~,to~r,=.t~,~cure storage of this equipment and begin to determine which
officers (as a subset of your~’l~.ined cadre) will be trained in the use of this equipment. Th~s wdl n t
be used by all CBPO’s, but rather a specific dedicated group. Lastly, if any of your supervisors or officers
are familiar with or have been involved with other agencies who have used specific equipment of this
nature, please feel free to forward that information to~ as well. To date, OFO is working with
OIT and LSS to determine which products to invest in and no decisions have been made so input from the
field is certainly welcome:

As I indicated above, I anticipate this will engendered a lot of questions, discussion and perhaps push
back from some of the agencies that we have been providing this service to. We must continue to
cooperate and work with other agencies as this is certainly an effective law enforcement tool, however, we
must make sure we do so in a way that is legally sound. I will send the muster message immediately
following this message

DFO, New York
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SUBJECT:

PURPOSE:

Bureau of Customs &
Border Prote ion

AREA PORT OF ANCHORAGE
Standard Operating Pr~edure

Data Image Searches

NUMBER: ANC-DC-O7-006

ISSUE DATE: May 17, 200~7

~ov~o.m’: ~
R.EVIEW DAI’E~ May 17, 2008

BACKGROUND:
Employee.s are responsible for the p~er use andsafeguarding of the

to coerce,
gain ~s

PROCEDURES:
The employee will:

Notify .his/her supervisor of the circumstances and..articulable facts justifying the
~ This search west must als~ direc~j relate to

is if the
in

o

anyway~Wewouldthen(

Law Handbook, 2006 edition.

relates t~
review~Ti~e19 in theCustoms

Officers will follow the step by step user man~ual that was provided by ICE Special
Agent (b)(
A be used if the. officer.is unable to use the
passengers own computer. This might take place if the person only has a thumb
drive in their possession.
The Port Director or. Supervisor on duty will .maintain control .of~

A usage log will be created and maintainecTSy-tl~~Port
Po~t.Of Entry.

will cleady state that the
the name of the su

usage.



Interim Procedures for Border ~

The purpose of this document is to clarify operational guidance with respect to
the review and retention of paper documents as well as information in electronic
devices (e.g., latptop computers, cell phones, MP~ players) and electronic.
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customs
reflected in CD 3340.006A, Procedures for Examining Documents and Papers,
CBP also has broad authority respecting documents under the immigration laws,
which has not been ~lly integrated into CBP policy,

These inteflm pro~slons incorporate CBP
and other laws,

1. Initial Review.

!paper documents and electronic devices may
~ring customs, immigration, or other

laws enforced or administered by CBP.s:

Copying and Transmitting

a. Consistentwith existing pol~, where techni~al assistance is necessary tO
determine ~e. existence of :a violation of customs, Immigration, or other law
enfo~ or administered by CBP, officers..may~py and transmit documents

1 The guidarme in this memorandum does not pertain to notes, reports, or other impreSsiOns
recorded by CBP officers in the course or aS the product of a border encounter.

~mement Hand.k, ,~S HB 3200,006A, remainin place regarding ttfe ~ing~ sealed
letter class mall, Including the prohibition against ~readlngcorraspondence therein. With respect
to Information other than letter class mail, o~ers may read ~x)rrespondence that appears to bear
upon a determination under the laws enforced or administered by CBP. In addition, existing
guidance from CD ~6A remains in place, ~ regarding
attorney-~lient privileged information; any claim of sttomey~lent orattomey work product
privil~with ~ to Information encountered in the border context should be coordinated with
the appropflate Asso~iate/Assistant,Chief Counsel.
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and information in electronic devices to an appropriate agency or entity
without individualized suspicion. This may be the case where translation is
required to decipher the contents of a document.

b. Except as provided in the preceding subsection, officers may copy and
transmit documents and electronic devices where there
is reasonable suspicion that the
information may relate to, terrorist activities or other unlawful conduct.
Reasonable suspicion is not required if consents to copying
and transmission.

3. Retention, Seizure, and Destruction.

a. CBP may retain relevant information in DHS and CBP record systems
such as TECS, the immigration A-file system, or related systems, to the
extent authorized by law. Nothing in this policy guidance alters existing
policies and procedures for retaining
immigration A-file system or related systems.

b. Copies of documents or information from electronic devices provided to
another agency or entity for the purpose of rendering technical assistance
shall be retumed to CBP as expeditiously as possible. 4 Where information is
returned to CBP and determined to be of no re!evance to customs,
immigration, or any other laws enforced or administered by CBP, that
information will be destroyed.

c. There may be situations where an agency or entity, in furtherance of its
respective mission, wishes to retain or disseminate copies of the information
provided to it by CBP for technical assistance. Any such retention and/or
dissemination will be governed by that agency or entity’s existing legal
authorities and policies, including conceming periodic reviews of retained
materials to evaluate and ensure continued relevancy.

The above guidance does not alter the authority or ability of officers to seize,
disseminate, or retain documents and information in electronic devicesr~T~

there is probable cause to believe that such

4 This period of time, unless otherwise approved by the DFO in consultation with the appropriate
Associate/Assistant Chief Counsel, shall be not longer than 15 days from transmittal to the
assisting agency, with that time period subject to extensions, in increments not longer than 7 days
that are requested and justified by the assisting agency,
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documents or information constitute evidence of a crime or are otherwise subject
to seizure and forfeiture.

This guidance is intended to augment and clarify paragraphs 6.5.2, 6.5.3, and
6.9.11 of CBP Directive 3340-021 B, Responding to Potential Terrorists Seeking

~~ r 7, 2006). CBP officers and agents, in
and otherwise, must give particular
ining how to implement ~

~from other agencies regarding the collection of information from a given
traveler. Field offices are responsible for the development of an appropriate
mechanism to ensure the proper tracking of information processed pursuant to
this memorandum. No traveler information may be reviewed or retained in
contravention of the above provisions, unless approved in advance by the
Director, Field Operations in consultation with the appropriate
Associate/Assistant Chief Counsel.
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Port of Buffalo: Reference Request #2(a)Co)

From: {mr(.w;~=;~Im!{em
Sent: 11, 2007 16:33
To:

Subje~-t: A: FOUO SCBPO ONLY - ACTION: Examining and Copying Documents

SCBPO’s - Please read this message and all attachments carefully.

FOUO

Chiefs and SCBPO’s will verbally brief at
the Port level, / and local ers any necessary
actions.    { Ioy,?. ~ ~ tt~’tyE)

Subject: Examining and Copying Documents

The attached muster material is for delivery to front line CBPOs.

The attached interim guidance is to be implemented immediately.

Please send all questions not answered by the attached guidance to Chief
CBPO’s. We will share the Q&A’s with you as they are made available.

Bottom line ACTION ITEMS effective immediately:

1. Verbally muster the attached 2007-11      weekly Muster and CD 3340-
006A with all Officers. Stress the reasona)le sus     and
cause benchmarks in each document



000096

2. CBPO’s will notify SCBPO’s of a~for copies of documents to
include ID’s, electronic media and~.

3. SCBPO’s will ensure that the Agent/Officer requesting the documents is
advised that the copies of documents or information shall be returned to CBP
within 15 days from transmittal with the appropriate chain of custody form. In
cases where the Agency desires to retain or destroy the documents, the
appropriate chain of custody will still be completed and the Agent]Officer will
contact [~II’~’,~I;-~rlL~W’TIII! in writing advising CBP of their intentions.

4

Specifically, as per section 6.10.1 Whenever copies of documents (as well as
information in electronic devices (e.g., laptop computers, cell phones, MP3
players) and electronic storage media (e.g., DVDs, CDs, diskettes, memory
cards/sticks, thumbnail drives (collectively, "electronic devices"

made, transfer of the copies
of custody form (CF-6051) that will show

each individual who has had custody and access to such copies.

ACTION
File

The 6051 will be attached to the ~ Check List/Case
intel to file and track,

5. The attached muster and legal guidance apply to the review and copying of
paper documents as well as information in electronic devices (e.g., laptop

computers, cell phones, MP3 players) and electronic storage media (e.g., DVDs,
CDs, diskettes, memor cards/sticks, thumbnail drives "electronic
devices"

ACTIO! i: The attached DOCUMENT AND ELECTRONIC MEDIA
TRJ~NSMITTA~ RECORD will be filled out in addition to the 6051, attached
to the check list/Case File and sent to I to file and track.
6. and will

ensure copies are re      or reques            copies are
received within 15 days. Non compliance will be brought to the attention of
all Chief CBPO’s.                                                  -.

Port of Buffalo, N,Y.
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Warning: This document is for OFFICIAL USE ONLY (FOUO). =t is to be contro~e~, handled, transmitted, distributed and dispose o! in
accordance with DHS policy relating to FOUO information. This information shall not be distributed beyond the original addressees without prior au~’~orization
of the originalor.
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Port of Buffalo: Reference Request #2(a)(b)(c)

Interim Procedures for Border Search/Examination of Documents, Pa )ers,
and Electronic Information

The purpose of this document is to clarify operational guidance with respect to
the review and retention of paper documents as well as information in electronic
devices (e.g., laptop computers, cell phones, MP3 players) and electronic
storage media (e.g., DVDs, CDs, diskettes,       cards/sticks, thumbnail

"electronic

aws IS curren
reflected in CD 3340-006A, Procedures for Examining Documents and Papers.
CBP also has broad authority respecting documents under the immigration laws,
which has not been fully integrated into CBP policy.

au =mm=g

1. Initial Review.

provisions incorpora
and other laws.

Absent individualized suspicion, paper documents and electronic devices may
be reviewed in the course of administering customs, immigration, or other
laws enforced or administered by CBP.3

2. Copying and Transmitting

1 The guidance in this memorandum does not pertain to notes, reports, or other impressions
recorded by CBP officers in the course or as the product of a border encounter.

3 Note that existing previsions from CD 3340-006A, and the International Mail Operations and

Enforcement Handbook, CIS HB 3200-006A, remain in place regarding the opening of sealed
letter class mail, including the prohibition against reading correspondence therein. With respect
to information other than letter class mail, officers may read correspondence that appears to bear
upon a determination under the laws enforced or administered b CBP. In addition, existing
guidance from CD 3340-006A remains in place, o    . o     -       , regarding
attorney-client privileged information; any claim ~nt or attorney work product
privilege with respect to information encountered in the border context should be coordinated with
the appropriate Associate/Assistant Chief Counsel.
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a. Consistent with existing policy, where technical assistance is necessary to
determine the existence of a violation of customs, immigration, or other law
enforced or administered by CBP, officers may copy and transmit documents
and information in electronic devices to an appropriate agency or entity
without individualized suspicion. This may be the case where translation is
required to decipher the contents of a document.

b. Except as provided in the preceding subsection, officers may copy and
information fromtransmit documents and electronic devices o~e there

is reasonable suspicion thato ~ o the
information may relate to, terronst act=whes or ot er un~lawful conduct.
Reasonable suspicion is not required if~ consents to copying
and transmission.

3. Retention, Seizure, and Destruction.

a. CBP may retain relevant information in DHS and CBP record systems
such as TECS, the immigration A-file system, or related systems, to the
extent authorized by law. Nothing in this policy guidance alters existing
policies and procedures for retaining documents and information in the
immigration A-file system or related systems.

b. Copies of documents or information from electronic devices provided to
another agency or entity for the purpose of rendering technical assistance
shall be returned to CBP as expeditiously as possible. 4 Where information is
returned to CBP and determined to be of no relevance to customs,
immigration, or any other laws enforced or administered by CBP, that
information will be destroyed.

c. There may be situations where an agency or entity, in furtherance of its
respective mission, wishes to retain or disseminate copies of the information
provided to it by CBP for technical assistance. Any such retention and/or
dissemination will be governed by that agency or entity’s existing legal
authorities and policies, including concerning periodic reviews of retained
materials to evaluate and ensure continued relevancy.

4 This period of time, unless otherwise approved by the DFO in consultation with the appropriate

Associate/Assistant Chief Counsel, shall be not longer than 15 days from transmittal to the
assisting agency, with that time pedod subject to extensions, in increments not longer than 7 days
that are requested and justified by the assisting agency.
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The above guidance does not alter the authority or ability of officers to seize, q~-~)~-
disseminate, or retain documents and nformation n electronic, devices       ~ ~o~tt "1~5")

where there is probable cause to believe that such
=ation constitute evidence of a crime or are otherwise subject

to seizure and forfeiture.

This guidance is intended to augment and clarify paragraphs 6.5.2, 6.5.3, and
6.9.11 of CBP Directive 3340-021B, Responding to Potential Terrorists Seeking

~ Into the United
EntH           States Se tember 7, 2006). CBP officers and agents, in

a.n.d otherwise, must g~ve~Jlar
consloera,lon ,o ,nls gulclance in oe,ermlnln.g howto implemen I~1~1~1

from other agencies regarding the collection of inform~]-tT55-T---rom a given
Field offices are responsible for the development of an appropriate

mechanism to ensure the proper tracking of information processed pursuant to
this memorandum. No traveler information may be reviewed or retained in
contravention of the above provisions, unless approved in advance by the
Director, Field Operations in consultation with the appropriate
Associate/Assistant Chief Counsel.
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SOP#

BASIS

SUBJECT

ACTION PARTY

RESPONSIBLE PARTY

1.    PURPOSE.

U.S. CUSTOMS AND BORDER PROTECTION (CBP)
MIAMI SERVICE PORT

PASSENGER OPERATIONS

STANDARD OPERATING PROCEDURES (SOP)

AP 29.18

CBP Directive 3340-006A, dated February 4, 2000
titled, Procedures for Examining Documents and
Papers

OPERATIONAL GUIDANCE FOR BORDER
SEARCH/EXAMINATION OF DOCUMENTS,
PAPERS, AND ELECTRONIC INFORMATION

All CBP Personnel

All CBP Managerial and Supervisory Personnel

To provide guidance and standard operating procedures for border
search/examination of documents, papers and electronic information

2,    POLICY.

3.2

3.3

U.S. Customs and Border Protection (CBP) has established standards to ensure
that border search/examination of documents, papers and electronic Information
will be handled in an efficient and proficient manner. Implementation of these
policies and procedures will ensure uniformity, establish accountability and
promote communication.

RESPONSIBILITIES.

Assistant Port Director, Passenger Operations, shall ensure that this SOP
complies with the requirements outlined in the above-referenced materials.

Station Chiefs, Passenger Operations, are responsible for managing the
implementation of this SOP and monitoring its compliance with the established
procedures.

CBP Managers and Supervisory personnel are responsible for ensuring that the
.procedures set forth in this SOP are followed.

3.4 CBP Officers are responsible for following the procedures set forth in this SOP.
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BACKGROUND.

CBP’s primary mission is to protect the American public against terrorists and
their instruments of terror. With this priodty mission in mind, the Offices of Anti-
Terrorism and Field Operations generated operational guidance regarding the
review and retention of paper documents and Information in electronic devices
and electronic storage media, Further, this operational guidance does not alter
the authority or ability of officers to seize, disseminate, or retain documents and
information in electronic media in the possession of subjects where there is
probable cause to believe that such documents or information constitute
evidence of a cdme or are otherwise subject to seizure and forfeiture.

AUTHORITIESIREFERENCE$
Weekly Muster 2007-11 titled, Operational Guidance for Border
Search/Examination of Documents, Papers, and Electronic Information.

6.1

Guidance Relating to Initial Review

Without individualized suspicion, paper documents and electronic
devices may be reviewed in the course of administering CBP,
immigration or other laws enforced or administered by CBP.

Guidance Relating to Copying, Transmitting, and Retaining

(1) CBP Officers may copy and transmit documents and information in
electronic devices to appropriate agencies.or entities without
individualized suspicion where technical support is required, such
as translation services,

(2) For reasons other than technical assistance, officers may copy and
transmit documents and information in electronic media to other

or entities ol where reasonable suspicion exists that~
information relating to

conduct. Reasonable )icion is not
it.
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(3) When technical assistance is required from an entity outside CBP,
copies of documents or information shall be ratumed to CBP within
15 days from transmittal unless the Director, Field Operations in
consultation with the appropriate legal counsel, approves
extensions in seven-day increments. In cases where retention or
dissemination of copies furthers the mission of another agency or
entity, that agency or entity’s existing legal authorities and policies
will govem retention and/or dissemination.

(4) Copies of documents or information returned to CBP, when
determined to be of no relevance to Customs, immigration, or other
laws enforced or administered by CBP will be destroyed.

Presenters Note: Discretionary authority is to be utilized to deny entry to
persons that pose a known or possible threat to the United States. All officers
must bear in mind that the authority to exercise discretion and make decisions
affecting people’s lives, carries with it the responsibility for ensuring that all
actions advance the goals of professionalism

trust that we :1.

all officers and managers must maintain the highest levels of
professionalism, impartiality, and courtesy to the traveling public,

7.1 All CBP officers shall comply with the following procedures.

A, CBP Officers Should Not Read Personal Correspondence,

CBP must guard the rights of individuals being inspected to ensure
that their personal pdvacy is protected. Therefore, as a general
rule, CBP officers should not read personal correspondence
contained in passengers’ privately owned conveyances, baggage,
or on their person, except, as specified in 6.4.1.

B. Letter Class Mall,

(2)

CBP officers may not read or permit others to read correspondence
contained in sealed "LC" mail (the international equivalent of First
Class) without an appropriate search warrant or consent.

Only articles presently in the postal system are deemed "mail."
Letters carried by individuals, for example, are not considered to be
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4

C~

mail, even if they are stamped (see 19 C.F.R. 145.3). [Ref. 3.740
LCCO].

CBP Officers May Glance at Documents and Papers.

As opposed to reading content, CBP officers may glance at
documents and papers to see if they appear to be merchandise.
This may include:

a. Books, pamphlets, printedtmanuscdpt material

Monetary instruments.

Prohibited materials such as copyright violations, obscene,
treasonous or seditious material (i.e., inciting or producing
imminent lawless action).

Prohibited matter being imported in violation of 19 U.S.C.
1305, stolen property under the National Stolen Property
Act, 18 U.S.C. 2314 or evidence of embargo violations.

Materials related to the importation or exportation of
merchandise including documents required to be filed to
import or export merchandise.

Reasonable Suspicion Required for Reading and Continued
Detention.

(1) If, after glancing at the documents or papers, an ol~cer reasonably
suspects that they relate to any of the categories listed in section
6.4.1 of this directive, the officer may read the documents. He/she
may continue to detain such documents for such further inquiry as
may be reasonably necessary to make the determination whether
to seize the documents.

(2) This may include referral to another agency necessary to assist in
that determination.

Probable Cause Required for Seizures.

(1) If an officer has probable cause to believe that a document or paper
is subject to seizure because it is prohibited, a fruit, instrumentality
or evidence of a cdme, or otherwise subject to forfeiture, it may be
seized.

F. Probable Cause or Consent Required to Copy.
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An officer must have probable cause to believe a document or
paper is subject to seizure to copy it. Documents and papers may
be copied without probable cause when consent to do so is
obtained from the person from whom the documents were seized,
or if copying is incident to a lawful arrest.

(2) In circumstances when the inspecting CBP officer is uncertain
whether probable cause exists, the officer may contact the
Associate/Assistant Chief Counsel.

Identification Documents can be Photocopied.

Passports (United States or foreign), Seaman’s Papers, Airman
Certificates, ddvers licenses, state identification cards and similar
governmental identification documents can be photocopied for
legitimate, good.faith government purposes without any suspicion
of illegality.

Attorney-Client Privilege.

(1) As part of a border search, an attorney’s files can be examined for
the presence of drugs, currency or other monetary instruments,
sales slips, invoices, or other documents evidencing foreign
purchases,

(2) Occasionally, an attorney will claim that the attorney-client privilege
prevents the search of his documents and papers at the border.
Files and papers being brought into the country by an attorney are
subject to a routine search for merchandise, Implicit in the authority
to search for merchandise is the authority to search for papers that
indicate or establish that a current importation of merchandise
might be occurring. Records of an importation are not privileged,
However, correspondence, court papers, and other legal
documents may be privileged. If an officer has probable cause to
believe a document may be evidence of a crime, seek advice from
the Associate/Assistant Chief Counsel or the U.S. Attorney’s office.

Chain of Custody Required for Copies.

(1) Whenever copies of documents are made, transfer of the copies
should be accomplished through a chain of custody form (CF.-6051)
or other documentation that will show each individual who has had
custody and access to such copies.
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6

Foreign Language Documents or Documents Requiring Special
Expertise.

(1) If an officer reasonably suspects that a document or paper in a
foreign language falls into a categon/that would allow it to be mad,
the document can be detained and forwarded to an appropriate
translator, provided that such translations can be accomplished
within a reasonable time,

(2)

(3)

(4)

The usa of a facsimile (FAX) machine, when appropriate, is
authorized. This same principle would apply to documents that
need special expertise to determine their nature, such as
documents relating to complex technology cases.

If after translation or review, probable cause to seize develops, the
documents should be seized and/or copies retained. If not, the
originals must be returned and all copies (e.g., fax) must be
destroyed. The destruction must be appropriately documented.

Factors that a court might consider in determining the
reasonableness of the time the documents are detained could be
such things as the nature of the documents, whether the officer
explained to the person the reason for the detention, and whether
the person was given the option of continuing his journey with the
understanding that CBP would return the documents if it is not in
violation of law.

MEASUREMENT. Directors, Field Operations, at CBP Field Offices, and Port
Directors will ensure that all TECS reports pertaining to the examinations of
documents and papers are reviewed periodically to determine the effectiveness
of the procedures contained within this directive, including whether there may be
any improprieties in the conduct of these examinations.

NO PRIVATE RIGHTS CREATED, This SOP is an internal policy statement of
U.S. Customs and Border Protection (CBP) and does not create or confer any
dghts, privileges, or benefits on any person or party.

10. DISCLOSURE. This SOP contains information, which may be exempt from
disclosure to the public under the regulations of the Department of Homeland
Security. No part of this Directive shall be disclosed to the public without express
authority from U.S. CBP and Border Protection Headquarters.

Prepared by:

~, CBP Officer
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7

Reviewed by:.

Chief, Passenger Operations

Approved by:

Passenger Opemtions

Richard F. Vigna
Acting Port Director~
Miami Service Port
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Week of Muster:.

Topic:

Headquarters POC:

Weekly Muster 2007.11

Upon Receipt

Operational Guidance for Border Search/Examination
Documents, Papers, and Electronic Information

Tactical Division

CBP’s pdmary mission is to protect the American public against tet’rorists and thei~
instruments of terror. With this priority mission in mind, the Offices of Anti-Terro~is~
and Field Operations generated operational guidance regarding the review and
retention of paper documents and information in electronic devices and electronic
storage media.

Further, this operational guidance does not alter the authority or ability of o~cers t(.
retain documents and information in electronic media ~

there is probab/e cause to believe that such document~, or
information constitute evidence of a ~ime or are otherwise ~Jbject to seizure and
forfeilure.

Guidance Relating to Initfal Review

¯ W~thout individualized suspicion, paper documents and electronic devices may I e
reviewed in the course of administering Customs, immigration, or other laws
enforced or administered by CBP.

Guidance Relating to Copying, Transmitting, and Retaining

¯ CBP officers may copy and transmit documents and information in electronic
devices to appropriate agencies or entities without individualized suspicion whe~
technical support is required, such as translation services.

For reasons other than technical assistance, officers may copy and transmit
documents and information in
where reasonab[e suspicion exists that

lsonable
suspicion is not requked if

LAW ENFORCEMENT SENSITIVE
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When technical assistance is required from an entity outside CBP, copies of
documents or information shall be returned to CBP within 15 days from transm=~al
unless the Director, Field Operations in consultation w~th the appropriate legal
counsel, approves extensions in seven-day increments. In cases where relent=on or
dissemination of copies furl, hers the mission of another agency or entity, that =~ency
or entity’s existing legal authorities and policies will govern retention andlor
dissemination.

Copies of documents or information returned to CBP, when determined to be o~ no
relevance to customs, immigration, or other laws enforced or administered by
will be destroyed.

Presentem Note: Discretionary authority is to be utilized.to deny entry to persons that
pose a known ~ poss~le threat to the United States. All .officers must bear in mir’ d
that the authority to exercise d~scret~on and make decisions affecting people’s liver,
carries with it the resper~sibility for ensuring that all actions advance the goals of
professionalism, courtesy, and respect for the poslt(on of public trust that we hold,

all officers anti managers must mai:tta~’n
the highest levels of professionalism, impartiality, and courtesy to the traveling pub
AS always, please take this muster opportunity to stress the importance of
professionalism when dealing w~th members of the public.

LAW ENFORCEMENT SENSITIVE 2
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DEPARTMENT OF HOMELAND SECURITY
U,S, Customs and Border Prote.ctlon

DOCUMENT AND ELECTRONIC MEDIA TRANSMITTAL RECOR ~)
(ADDENDUM TO THE DETENTION NOTICE AND CHAIN OF CUSTODY RECE PT}

1. Name of Traveler From Whom Information Detained I 2. Office of Del.ention and Date of Detention

3. Purpose of Transmittal

O Technical Assistance - CBP requests technical assistance from the receiving entity, specifically .s follows -

D National Security l Law Enforcement Consultation - CBP seeks the views of the receivin9 age ¢y regarding
whether the transmJtled information constitutes evidence of terrorist activity or other unlawful cond ca, or
other~ise beam upon a determination under the laws enforced or administered by CBP.

Description of Information Transmitted

Name, Telephone, Fax, and E-mail ofl~ecipient

Address of Recipient

6. DepaC~ent, Agency. and Office of Recipk

8. Transmitled By (Name, Office)

10. Retention, Seizure. and DestrucAJon

’Transmitted By (’Telephone, Fax, E~nail)

The rec~ipient Of this transmittal hereby agrees, as a condition of receipt, to render the requested ~ssistanc~. - t.o include
reporting upon all findings, conclusions, or obsenmtions deriving from the inforrr~tion that I>ertain to the la~,. ~ enforced or
administered by CBP - in a diligent and expeditJous manner, and in a period of time not to exceed 15 days. This I~me
period is subject to extensions in irmrements not k~nger than 7 days that am requested and justif’~ed by the. ssistin9
agency. Upon the excretion of the period of time required for rendering of assistance, all transmitted Inl~’r~ at~on shall be
returned to CBP, or destruction of all copies must be certified to CBP, unless the recipient ~sserts, in wdtin~., a valid basis
for its own indapen0ent authority to seize or contthue retention of the transmitted Information.

CBP~ Use Only - Rnal DisPosition (Choose O0el:

(a) Information ~’etumed to CBP bn date .... or
(b) Certificat~on of destruction received by CBP on date ......or
(c) CBP recelv~l entitys asserted indel0endP.~t basis to seize or continue reter~tion or~ date

CBP Notes.~ In~_udi~q Information R.~arOin~ Extension,s).



Sent:

To:

Cc:

2008 4:41 PM

PR-~UPERVISOR; USVI-SUPERVISOR

Subject: RE: Examining and Copying Documents

To ALL CBP Supervisors and Managers

Rem|nders and Remarks:

CBP has come under intense szmfiny for using its border search authority to copy the dectronic
media of incoming passengers, A FOIA lawsuit has been filed in Northern California against CBP
for copying the dectronic media of U.S. citizens.

All Pore must ensure that be that the "Interim guidance on examination, copying, and transmittal of
documents and electronic media devices" is followed without deviation, and proper forms are filled.

Permission to copy electronic media should be approved by a Port Director or Chief.

¯ ~sakhl~: ALL CBP locations should report to the DFO thin the Area Port Diroctor all instanr~s in
which electronic media is being copied in secondary.

Thanks

Director, San Juan Field Operations
OFF 787-729-6950

FAX 787-729-6978
¯ ¯ ¯ ¯

From:
Seat: W~, Janm~
To: ~-~~; U~-~~
~ ~ini~ 8~ ~ ~U~

The attached alert ~ad material are for delivery to front line CBPOs and should be ddivered and
~ as other law enforcement reJated material.
Note: In particular,~fficers must rec~ve copies of these materials.

Attached please find four separate files:
1- Alert: Portable Storage Devices

3/5/2008
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2- Weekly Muster
3- Interim guidance on examination, copying, and transmittal of documents and elet~’oni~ media

devices
4- Transmittal form

PLEASE for-ward any concern/questions, if any, c, onceming this interim proe~re to
following the chain of cemmand protocols.

Operations Specialist-Passengers
San Juan Field Office

787-729-6978

3/5/2008
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U.S. Customs & Border Protection
San Juan Field Office

January 23, 2008

CBP Intelligence Office in its Homeland Security Intelligence Report dated Janaury 23, 2008 reported the
apprehension of an El visa holder who was in possession of a portable hard drive hidden in his suitcase which
contained decapitation videos among others (e.g., child pornography, etc.).

Portable hard drives can can’y up to 100 GB of digital music, video, photos, and data files. Some of this handy
and compact little drives can even weigh less than one pound making it easy to carry in a briefcase or backpack.
These external hard drives allow the users to take a lot of information with them wherever they go.

On July 26, 2007 the HQs disseminated to all ports of entry the interim guidance on examination, copying, and
transmittal of documents and electronic media devices as well as the transmittal form.

It is extremely important that all supervisors review this interim guidanceonce again and ensure it is further
discussed with our field officers. In particular with officers who are currently assigned to performing ~
inspections.                                                          [ ~2) ~

Reference:
HS1R: CBP-027-08
CBP Weekly Muster 2007-1 !

Border SearclgE, xammation of Documentso Papers, and Electronic Information

Prepared by:
San Juan Field Office

Operations Branch
(787) 729-6982

I ..........., , ,oc,.,,~,~,.r,~,= .... := //LAW ENFORCEMENT SENSITIVE
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Interim Procedures for Border SearchlExamination of Documents, Papers,
and Electronic Information

The purpose of this document is to clarify operational guidance with respect to
the review and retention of paper documents as well as information in electronic
devices (e.g., laptop computers, cell phones, MP3 players) and electronic
storage media (e.g., DVDs, CDs, diskettes      ’ cards/sticks, thumbnail

CBP’s information handling authority under the customs laws is currently
reflected in CD 3340-006A, Procedures for Examining Documents and Papers.
CBP also has broad authority respecting documents under the immigration laws,
which has not been fully integrated into CBP policy.

prows=ons incor
authority under customs, immigration, and other laws.

1. Initial Review.

Absent individualized suspicion, paper documents and electronic devices may
be reviewed in the course of administering customs, immigration, or other
laws enforced or administered by CBP.3

2. Copying and Transmitting

a. Consistent with existing policy, where technical assistance is necessary to
determine the existence of a violation of customs, immigration, or other law
enforced or administered by CBP, officers may copy and transmit documents

1 The guidance in this memorandum does not pertain to notes, reports, or other impressions
recorded by CBP officers in the course or as the product of a border encounter.
2

a Note that existing provisions from CO 3340-006A, and the Intemational Mail Operations and
Enforcement Handbook, CIS HB 3200-006A, remain in place regarding the opening of sealed
letter class mail, including the prohibition against reading correspondence therein. With respect
to information other than letter class mail, officers may read correspondence that appears to bear
upon a determination under the laws enforced or ad_mini.stered b BP. n a |ition, existing
guidance from CD 3340-006A remains in place ~ ¯ regarding
attorney-client privileged information; any’ claim o a omey-c ~ent or attorney work product
privilege with respect to information encountered in the border context should be coordinated with
the appropriate Associate/Assistant Chief Counsel.
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and information in electronic devices to an appropriate agency or entity
without individualized suspicion. This may be the case where translation is
required to decipher the contents of a document.

b. Except as provided in the preceding subsection, officers may copy and
information from where theretransmit documents and electronic devices onl

is reasonable suspicion tha 0 ; he
information may relate to, terrorist activities or other unlawful conduct.
Reasonable suspicion is not required if to copying
and transmission.

3. Retention, Seizure, and Destruction.

a. CBP may retain relevant information in DHS and CBP record systems
such as TECS, the immigration A-file system, or related systems, to the
extent authorized by law. Nothing in this policy guidance alters existing
policies and procedures for retaining documents and information in the
immigration A-file system or related systems.

b. Copies of documents or information from electronic devices provided to
another agency or entity for the purpose of rendering technical assistance
shall be returned to CBP as expeditiously as possible. ’1 Where information is
retumed to CBP and determined to be of no relevance to customs,
immigration, or any other laws enforced or administered by CBP, that
information will be destroyed.

c. There may be situations where an agency or entity, in furtherance of its
respective mission, wishes to retain or disseminate copies of the information
provided to it by CBP for technical assistance. Any such retention and/or
dissemination will be governed by that agency or entity’s existing legal
authorities and policies, including conceming pedodic reviews of retained
materials to evaluate and ensure continued relevancy.

The above guidance does not alter the authority or ability of officers to seize
documents and information in electronic devices

is probable cause to believe that

4 This period of time, unless otherwise approved by the DFO in consultation with the appropriate

Associate/Assistant Chief Counsel, shall be not longer than 15 days from transmittal to the
assisting agency, with that time period subject to extensions, in increments not longer than 7 days
that are requested and justified by the assisting agency.
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documents or information constitute evidence of a crime or are otherwise subject
to seizure and forfeiture.

This guidance is intended to augment and cladfy paragraphs 6.5.2, 6.5.3, and
6.9.11 of CBP Directive 3340-021B, Responding to Potential Terrorists Seeking

r 7, 2006), CBP officers and agents, in
and otherwise, must give~
ining how to implement ~
the collection of information from a given
r the development of an appropriate

mechanism to ensure the proper tracking of information processed pursuant to
this memorandum. No traveler information may be reviewed or retained in
contravention of the above provisions, unless approved in advance by the
Director, Field Operations in consultation with the appropriate
Associate/Assistant Chief Counsel.



From=
Sent: Friday, February 08, 2008 11:32 AM
To=

Subje~l:; FW: INFO: CBP support of non ~ requests for informatio~

Port Directors,

As you can see, the lawsuit filed against CBP in San Francisco has made all the newspapers. The DFO
would like you to make sure that all your officers conducting searches of electronic devices are following
the guidance disseminated by the Field Office in November (see below). Please discuss this issue during
your daily musters and emphasize the importance of developing the appropriate level of suspicion before
conducting a search.

¯ San Francisco Chronicle-Homeland Security sued for not divulging info (Neutral/
Negative)
Nabila Mango, a therapist who works in San Francisco, flew home in December after a trip to
the Middle East and says customs agents detained her and asked her to identify everyone she
had met and all the places she’d slept.

Amir Khan, a tech consultant from Fremont, says he’s questioned for hours each time he



retum~ lrom aoroad and has been asked whether he hates the U.S. government.
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After receiving more than 20 such complaints in the past year, mostly from South Asians and
Muslims, two legal organizations sued the Homeland Security Department on Thursday for
information on its policies of questioning and searching returning travelers.

"When the government searches your books, peers into your computer and demands to know
your political views, it sends the message that free expression and privacy disappear at our
nation’s doorstep," attorney Shirin Sinnar of the Asian Law Caucus said at a news conference
after filing the suit in U.S. District Court in San Francisco.

The Asian Law Caucus and the Electronic Frontier Foundation said they asked Homeland
Security’s Customs and Border Protection division for its policies Oct. 31 and have yet to
receive any documents, despite a 20-day deadline for a response from the government under
the Freedom of Information Act.

The groups want to know what policies guide customs agents in asking political or religious
questions, what happens when a traveler refuses to answer or wants a lawyer, and what
standards exist for agents who want to search or copy material from laptop computers, cell
phones and other electronic devices.

Courts have allowed federal agents more leeway in searches at borders and airports than
elsewhere, and some rulings have allowed customs agents to search laptops and cell phones
without evidence the devices’ owners have done anything wrong. Sinnar said she considers the
searches of electronic devices legally questionable, and that singling out travelers by race or
religion would raise serious constitutional concerns.

Homeland Security spokeswoman Laura Keehner declined to comment on the lawsuit but said
laptops can be seized and searched "when they contain information in violation of U.S.
criminal law" - for example, if they are being used in terrorism, drug smuggling or child
pornography. She would not discuss agents’ inquiries into travelers’ politics or religion.
http://www.sfgate.com/c, gi-bin/article.cgi?f=/c/a/2OO8/O2/O8/BA VQUUAJ8.DTL

= Washington Post-Encrypted Laptop Poses Legal Dilemma (Neutral)
BURLINGTON, Vt. -- When Sebastien Boucher stopped at the U.S.-Canadian border, agents
who inspected his laptop said they found files containing child pornography.

But when they tried to examine the images after his arrest, authorities were stymied by a
password-protected encryption program.
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Now BINL’~ter is caught in a cyber-age quandary: The government wants him to give up the
password, but doing so could violate his Fifth Amendment right against self-incrimination by
revealing the contents of the files.

Experts say the case could have broad computer privacy implications for people who cross
borders with computers, PDAs and other devices that are subject to inspection.

"It’s a very, very interesting and novel question, and the courts have never really dealt with it,"
said Lee Tien, an attorney with the Electronic Frontier Foundation, a San Francisco-based
group focused on civil liberties in the digital world.

For now, the law’s on Boucher’s side: A federal magistrate here has ruled that forcing Boucher
to surrender the password would be unconstitutional.

The case began Dec. 17, 2006, when Boucher and his father were stopped at a Derby Line,
Vt., checkpoint as they entered the U.S.

Boucher, a 30-year-old drywall installer in Derry, N.H., waived his Miranda rights and
cooperated with agents, telling them he downloads pornography from news groups and
sometimes unknowingly acquires images that contain child pornography.

Boucher said he deletes those images when he realizes it, according to an affidavit filed by
Immigration and Customs Enforcement.

At the border, he helped an agent access the computer for an initial inspection, which revealed
files with names such as "Two year old being raped during diaper change" and "pre teen
bondage," according to the affidavit.
http://www.washingt~np~st.c~m/wp-dyn/c~ntent/artic~e/2~~8/~2/~7/AR2~~8~2~7~2378.
html.

From: ~
Sent: Monday, November 05, 2007 8:13 AM
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Subject: INFO: CBP support of non uests for information

To All,

The Field Office received a question from a Port of San Liaison regarding
requests from the    for assistance on matters involving

Questions arise when certain material or
documentation is requested. The issue can be especially sensitive for CBP with regard to

The guidance for dealing with such requests is as follows.
Please note that full instructions are available in Assistant Commissioner Jayson P. Ahem’s
Memorandum and Interim Procedures dated July 5, 2007, as well as in CBP Directive 3340-
006A, Procedures for Examining Documents and Papers.

Examinations may be performed by CBP on subjects of interest at the border or functional
equivalent of the border (FEB). Requests from the                    must be coordinated
through the Port’s chain of command with the Field Office (ADFO-Border Security). Such
requests, with or without a may require coordination, by the originating agency,
with

documents and electronic devices may be reviewed absent individualized suspicion in the course
of administering laws enforced by CBP. Documents and information from electronic devices or
electronic storage media may be copied or transmitted without individualized suspicion if
technical assistance is necessary to determine the existence of a violation (i.e. translation
support). Documents and information copied or transmitted to receive this assistance must be
returned to CBP as expeditiously as possible. Documents and information also may be copied or
transmitted if either of the following conditions is met:

¯ ’ There is reasonable suspicion to believe the subject is involved in or the material in
question may relate to terrorism or other illegal activity, or
¯ consents to the copying or transmission.
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Reasonabl~°~J~spicion may be developed from a review of all factors like the examination and
interview, available investigative information, etc. Officers should not copy or transmit
information purely on the basis of a request to copy from an outside agency. If copies are made
and the outside agency requests to retain or disseminate them, officers should follow the
appropriate procedures to turn the information over to the requesting agency (CF 6051-chain of
custody, etc.).

documents and information from electronic devices or
electronic storage media should not be reviewed longer than a "glance" unless:

¯ There is reasonable suspicion to believe the subject is involved in or the material in
question may relate to terrorism or other illegal activity, or
¯ consents to the further inquiry.

Documents and information should not be copied without:
¯ Consent from the subject,
¯ Probable cause to believe the document or information is subject to seizure, or
¯ A court

The requesting agency may be provided appropriate exam result information           etc) by
completing the required request for information and following the appropriate dissemination
procedures.

Please disseminate the information provided to all appropriate personnel.

Border Security Coordinator



FFOm:
Sent: Thursday, March 06, 2008 12:30 PM
To:                           i~z) + (~)t "/)l~)
Subject: FW: INFO: CBP support of noni requests for information
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From: [i OTd~W&T[~
Sent: Tuesday, February 12, 2008 12:36 PM
To;

Subject: FW: INFO: CBP support of non i requests for information

Port Directors,

The examination of electronic devices has become a very HOT topic in DC (all the way to the White
House). Effective immediately, the DFO wants you to establish the following procedures:

1. All searches of electronic media will require supervisory approval.
2. Detention of electronic media will require approval by the Port Director.

I cannot over emphasize the importance of establishing the appropriate level of suspicion before
conducting an examination of an electronic media.
Please feel free to call if you have any questions.

Subject: FW: INFO: CBP support of non ~ requests for information

Port Directors,

As you can see, the lawsuit filed against CBP in San Francisco has made all the newspapers. The DFO
would like you to make sure that all your officers conducting searches of electronic devices are following
the guidance disseminated by the Field Office in November (see below). Please discuss this issue during
your daily musters and emphasize the importance of developing the appropriate level of suspicion before



conducting ~i0~arch.
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From: ~
Sent: Monday, November 05, 2007 8:13 AM
To:

Subject: INFO: CBP support of non uests for information

To All,

The Field Office received a question from a Port of San Francisco Liaison regarding
requests from the    for assistance on matters involving

Questions arise when certain material or
documentation is requested. The issue can be especially sensitive for CBP with regard to

The guidance for dealing with such requests is as follows.
Please note that full instructions are available in Assistant Commissioner Jayson P. Ahern’s
Memorandum and Interim Procedures dated July 5, 2007, as well as in CBP Directive 3340-
006A, Procedures for Examining Documents and Papers.

Examinations may be performed by CBP on subjects of interest at the border or functional
equivalent of the border (FEB)., Requests from                       must be coordinated
through the Port’s chain of command with the Field Office (ADFO-Border Security). Such
requests, with or without a may require coordination, by the originating agency,
with

documents and electronic devices may be reviewed absent individualized suspicion in the course
of administering laws enforced by CBP. Documents and information from electronic devices or
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electromc storage media may be copied or transmitted without individualized suspicion if
technical assistance is necessary to determine the existence of a violation (i.e. translation
support). Documents and information copied or transmitted to receive this assistance must be
retumed to CBP as expeditiously as possible. Documents and information also may be copied or
transmitted if either of the following conditions is met:

¯ There is reasonable suspicion to believe the subject is involved in or the material in
question may relate to terrorism or other illegal activity, or
¯ consents to the copying or transmission.

Reasonable suspicion may be developed from a review of all factors like the examination and
interview, available investigative information, etc. Officers should not copy or transmit
information purely on the basis of a request to copy from an outside agency. If copies are made
and the outside agency requests to retain or disseminate them, officers should follow the
appropriate procedures to turn the information over to the requesting agency (CF 6051-chain of
custody, etc.).

documents and information from electronic devices or
electronic storage media should not be reviewed longer than a "glance" unless:

¯ There is reasonable suspicion to believe the subject is involved in or the material in
question may relate to terrorism or other illegal activity, or
¯ consents to the further inquiry.

Documents and information should not be copied without:
¯ Consent from the subject,
¯ Probable cause to believe the document or information is subject to seizure, or
¯ A court

The requesting agency may be provided appropriate exam result information           etc) by
completing the required request for information and following the appropriate dissemination
procedures.

Please disseminate the information provided to all appropriate personnel.

Border Security Coordinator
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Muster 2008-09
Revised

Week ofMuster:

Topic:

Headquarters POC:

Upon Receipt

Ensuring Proper Documentation of the Border Search of
Information - Revised Guidance

Tactical Division

MESSAGE:

All border search examinations of information contained in documents and electronic devices
must be performed in accordance with the policy dated July 16, 2008, titled Border Search of
Information, hereinafter referred to as "the policy". The policy supersedes pre-existing
guidance on the subject as articulated in Customs Directive 3340-006A, the Interim
Guidance of July 5, 2007, and all other previously distributed issuances on this subject

The policy establishes procedures for searching, reviewing, retaining and sharing information
contained in papers, books, pamphlets, and other printed or handwritten material, as well as
computers, disks, hard drives, and other electronic or digital storage devices; possessed by an
individual encountered by CBP at the border, to ensure compliance with customs,
immigration and other Federal laws.

All detentions of documents, electronic devices, or copies of the information therein that
remain within CBP for further examination require first line supervisory approval, with the
exception of documents or copies detained for immigration matters. All detentions of
documents, electronic devices, or copies of the information therein that are transferred to
another agency for assistance require the approval of a second line supervisor.

For the purposes of this muster, examination is limited to border search. The policy and this
muster do not apply to acts pursuant to other authorities such as a warrant or search incident
to arrest.

For the purposes of this muster detention is defined as a temporary holding, of an original or
copy of information for purposes of further examination.

For purposes of this muster, the copying, detaining, seizing and transfer of government
issued identification documents, as defined in the policy, is not required to be recorded.

The following procedures will be required until system enhancements have been established
to electronically track and record activities:

OFFICIAL USE ON~L’~
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In all instances where an examination, detention, transfer, or seizure of information
occurs in accordance with the policy, the codes defined below and in the attached
document, Border Search of Information Documentation Codes, must be included in
the narrative of the 1095, IO25, 1004, IOOI, IOIL, and/or the S/A/S as appropriate.

¯ In all instances where a document or a copy of the information therein is detained for
immigration matters such as a determination of admissibility or future
admissibility, or adverse actions the detention will be recorded in IO95.

¯ In all instances where an electronic device is examined for immigration matters
such as a determination of admissibility or future admissibility, or adverse actions the
examination will be recorded in IO95.

In all instances where an electronic device or a copy of the information therein, is
examined, for purposes other than immigration matters, and released concurrently
with the passenger the examination will be recorded in an IO25, 1004, or IOOI a
appropriate.

¯ In all instances where a document or a copy of the information therein is detained,
for purposes other than immigration matters, the detention will be recorded in an
IOIL.

¯ In all instances where an electronic device or a copy of the information therein is
detained the detention will be recorded in an lOlL.

In all instances where a document, electronic device, or a copy of the information
therein is detained and transferred to another federal agency for translation,
decryption, and/or subject matter assistance the specifics of the detention and transfer
will be recorded in IOIL.

¯ In all instances where an original document or electronic device is detained, a paper
file will be required.

In all instances where a document, electronic device or copy of the information
therein is seized the S/A/S report will include the appropriate documentation code
(see attached, Border Search of Information Documentation Codes) as well as the
specifics of the seizure as they relate to the policy.

For instances involving immigration matters and requiring recording in 1095 as
described above, the record must detail the actions taken, for example:

If a document or a copy of the information therein is detained by CBP for immigration
matters, the statement below would be appropriate."

2
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~ The subject’s (or A copy of the subject’s)                 (specify papers,
pamphlets, or other printed or handwritten material) related to admissibility or

future admissibility is contained in (specify system where
retained, such as the A-file).

1fan electronic device is examined by CBP for immigration matters, the statement below
would be appropriate:

The subject’s                (specify computer, disks, hard drives, and/or
~.lectronic or digital storage devices, etc) was examined for information related

to admissibility or future admissibility in accordance with agency procedures. The
(specify electronic device) was returned upon completion of the

examination.

For examinations requiring recording in 1025, 1004, or IOO1 as described above the
appropriate record must detail the actions taken, for example:

1fan electronic device is examined by CBP for purposes other than immigration matters but
not detained, the statement below would be appropriate."

ot~er e The subject’s (specify computers, disks, hard drives, and/or
’,lectronic or digital storage devices, etc) was examined in accordance with

agency procedures. The electronic device was returned upon completion of the
examination.

For instances requiring recording in lOlL as described above the appropriate record
must detail the actions taken, for example:

lf a copy of a document and/or electronic device is created and detained for further
examination by CBP, the statement below would be appropriate.

~l for documents/[~ for electronic devices]
A copy of the subject’s             (specify papers, books, pamphlets, or other
printed or handwritten material, computer, disks, hard drives, and/or other electronic
or digital storage devices, etc ) was created and detained for further
CBP The co was provided to

for further examination. All copies were or on
(insert date).

If an original document and/or electronic device is detained for further examination by CBP,
the statement below would be appropriate:

~ for documents/~l for electronic devices]
)ject’s (document and/or electronic device) specifically

.(specify papers, books, pamphlets, or other printed or handwritten
material, computer, disks, hard drives, and/or other electronic or digital storage
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devices, etc ) was detained for further examination by CBP. The
(document and/or electronic device) was provided to (insert name of
Officer). Form 6051D was completed and a copy of the completed form was provided
to the subject. The (document and/or electronic device) was
(returned to the subject or seized) on (insert date).

If a copy of a document and/or electronic device is detained by CBP for translation and/or
decryption by another Federal agency, the statement below would be appropriate."

for documents/i for electronic devices]
A co of the subject’s            (specify papers, books, pamphlets, and other
printed or handwritten material, computers, disks, hard drives, and/or other electronic
or digital storage devices, etc) was detained for
(translation/decryption) and provided to             (specify name of receiving
individual and Federal agency). The Document and Electronic Device Information
Control Record was completed and retained by CBP. All copies of the information
were (destroyed or seized) on               (insert date).

If an original document and/or electronic device is detained by CBP for translation and/or
decryption by another Federal agency, the statement below would be appropriate."

~l for documents/Ifor electronic devices]
The subject’s                .(document and/or electronic device) specifically

(specify papers, books, pamphlets, and other printed or handwritten
material, computers, disks, hard drives, and/or other electronic or digital storage
devices, etc) was detained for             (translation/decryption) and provided to

(specify name of receiving individual and other Federal agency). The
Document and Electronic Device Information Control Record was completed and
retained by CBP. Form 605 ID was completed and a copy of the completed form was
provided to the subject. The (document and/or electronic device)
was (returned to the subject or seized) on (insert date).

Ira copy of a document and/or electronic device is detained by CBP for subject matter
assistance from another Federal agency, the statement below would be appropriate."

Bas~e of or documentS/~orm for electronic devices]
n the following ~n: ation             (articulate facts for reasonable

suspicion, see reference information below) a copy of the subject’s
(specify papers, books, pamphlets, or other printed or handwritten

material, computers, disks, hard drives, and/or other electronic or digital storage
devices, etc) was detained for subject matter assistance specifically,
(specify the assistance to be provided), and provided to             (specify name
of receiving individual and other Federal agency). The Document and Electronic
Device Information Control Record was completed and retained by CBP. All copies
of the information were (destroyed or seized) on (insert date).
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If an original document and/or electronic device is detained by CBP for subject matter
assistance from another Federal agency, the statement below would be appropriate."

for documents/[l~lll!~a~’Or~ electronic devices]
Base( the followingan:       tion             (articulate facts for reasonable
suspicion, see reference information below) the subject’s             (specify
papers, books, pamphlets, or other printed or handwritten material, computers, disks,
hard drives, and/or other electronic or digital storage devices, etc) was detained for
subject matter assistance specifically, (specify the assistance to be
provided), and provided to (specify name of receiving individual and
Federal agency). The Document and Electronic Device Information Control Record
was completed and retained by CBP. Form 6051D was completed and a copy of the
completed form was provided to the subject. The                (specific
document and/or electronic device) was (returned to the subject or seized)
on              (insert date).

NOTE: Responses from assisting agencies are expected in an expeditious manner, and
should be received within 15 days. The Director, Field Operations (DFO), Chief Patrol Agent
(CPA), or equivalent level manager may permit extensions in increments of seven
Extensions are to be explained and recorded in the lOlL.

Reviews of copied or detained information should take place as expeditiously as possible. All
copies of the information must be destroyed when no longer needed and the continued
retention is not otherwise required to ensure compliance with customs, immigration and other
Federal laws. Specific guidance on destruction procedures is provided in the CBP
Information Systems Security Policies and Procedures Handbook, CIS HB 1400-05C.

The paper file for detained original documents and/or electronic devices must include
sufficient information to provide an audit trail for the custody of the detained items, such as:

¯ A signed copy of the 6051D, Detention Notice and Custody Receipt for Detained
Property

¯ A signed copy of the Document and Electronic Device Information Control Record,
if turned over to another Federal agency for assistance

¯ Documentation of return to subject (if applicable) such as a shipping document with
proof of receipt or a signed acknowledgement of receipt from the individual
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Factors for determining level of search or detention:

Additionally there are four primary categories officers may use to determine whether to
detain documents or electronic device or copies thereof for further inspection. Articulable
facts, when taken together with reasonable inferences from those facts, would lead a
reasonable officer to suspect that a person may be in violation of customs, immigration
and/or other Federal laws.

Thank ,our continued assistance. If you have any
have a member of your staff contact

91ease contact~

Presenters Note: All CBP officers must bear in mind that the authority to search and
enforce Federal laws at the border carries with it the responsibility for upholding the
principles of professionalism, impartiality, and courtesy, and respect for the position of
public trust. Please take this muster opportunity to stress the importance of professionalism
when interacting with the public.
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U.S, Department of HoiSted Security
Washington, DC 20229

~ U,S, Customs and
Border Protection

MEMORANDUM FOR: Directors, Field Operations
Acting Director, Pre-Clearance
Office of Field Operations

FROM:

SUBJECT:

Executive Director
Office of Field Operations

Clarification To Ensure Proper Documentation of Border Search of
Information (BSI) in TECS Applications

The purpose of the document is to clarify the required format for capturing the data associated
with BSI examinations as recorded in TECS applications and the frequency by which the record
should be updated when there is a detention.

The following direction must be followed:

The recording of all BSI examinations will require the creation of an Inspection
Operations Incident Log (IOIL) report in TECS. This requirement will reduce duplication
of statistical data, allow modifications and corrections and require approval by a
supervisor for proper IOIL examination record content.

The selection of the correct code for any examination that involves the BSI of documents,
papers, and electronic media must reflect the type of examination that occurred. The
code MUST be the first item in the narrative and MUST be in parentheses. If more
than one type of media is examined, subsequent code(s) should be used.

The narrative following the code should be a chronological sequence of events that relate
what transpired in the examination. Revised Muster 2008-09 provided example
statements that could be used in the body of the narrative to accurately describe the code
selected.

The example statements provided in Muster 2008-09 are not required to be directly
behind the code, but are to be incorporated in the body offthe exam narrative. The
approving CBP Supervisor certifies the TECS narrative accurately represents the
ielection of the proper code.

¯ The narrative accurately identifies the specific BSI format (document or media device)
that was examined/copied/detained, and describes specifically what the document/media
device was. (Laptop, cell phone, SIM card, paper note, etc.)
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When a media device is detained you MUST have a supervisor approval and update the
lOlL with the status of the detention after each extension approval so the current status of
the detention is available. If the device was transferred to another agency who is
detaining it under their authority ~ you MUST update the IOIL to reflect the
status of the detention and which agency is involved. Weekly follow ups with the other
agency are to be updated in the IOlL with the status, status date and reason it is still
detained by the other agency.

As part of the Securing America’s Borders at Ports of Entry (SABPOE) strategic plan, this effort
is linked to 11 - Situational Awareness and Information Sharing Strategic Initiative and
Milestone 11.2 - Develop and fully implement tools and processes for officers.

If you have any
of your staff contact

}lease contact or have a member
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U.S. Department of Ho~t~t~l Security
Washington, DC 20229

U.S. Customs and
Border Protection

MEMORANDUM FOR: DIRECTORS, FIELD OPERATIONS
DIRECTOR, PRE-CLEARANCE
OFFICE OF FIELD OPE~

FROM: Assistant Commissioner
Office of Field Operations

SUBJECT: New Policy regarding Border Search/Examination of Documents,
Papers, and Electronic Information

The Office of Field Operations in coordination with the Office of Chief Council and the
Department of Homeland Security’s Office of General Council has developed ’a new Policy to
govern border search of information and handling procedures. The intention of this document is
to provide legal and policy guidelines within which officers may search, review, retain, and share
certain information possessed by individuals who are encountered by CBP at the border,
functional equivalent of the border, or extended border. There are multiple directives and
musters providing guidance on this issue today. Starting with this document, the intention is to
consolidate these directives into one policy and a single follow on directive that will provide
clear direction on this issue. This new policy does not limit officer’s current ability examine,
detain and!or seize documents and electronic devices. Rather it is intended to help explain what
is allowed by policy. Key points oia the Policy for Border Search of Documents are listed below:

¯ CBP is responsible for ensuring compliance with customs, immigration, and other
Federal laws at the border. To that end, officers may examine documents, books,
pamphlets, and other printed material, as well as computers, disks, hard drives, and other
electronic or digital storage devices.

¯ Border searches must be performed by an officer or otherwise properly authorized officer
with border search authority.

o Officer, for the purpose of this new Policy, is defined as a Customs and Border
Protection Officer, Border Patrol Agent, Air Interdiction Agent, Marine
Interdiction Agent, Internal Affairs Agent, and any other official of CBP
authorized to conduct border searches regarding the border search of information
contained in documents and electronic devices.

o Documents or electronic device or copies thereof, for the purpose of this new
Policy, are defined as papers, books, pamphlets, and other printed or handwritten
material, as well as computers, disks, hard drives, and other electronic or digital
storage device or copies.

¯ Officers may detain certain information contained in documents and/or electronic or
copies thereof, for a reasonable period of time to perform a thorough border search. The
search may take place on-site or at an off-site location.

FOR OFFICAL USE ONLY
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To assist CBP in translation and decryption and subject matter assistance, CBP must
document the request for translation and deeryption and/or subject matter assistance.

o CBP may seek translation and/or decryption assistance from other Federal
agencies or entities absent individualized suspicion.

o CBP may seek subject matter assistance from other Federal agencies or entities
when they have reasonable suspicion of activities in violation of the laws enforced
or administered by CBP.

Federal Agencies or entities receiving a request from CBP for assistance in conducting a
border search are to provide such assistance as expeditiously as possible.

o Responses should be received within fit~een (15) days. This timeframe is to be
explained in the request for assistance. If the assisting agency is unable to
respond in that period of time, CBP may permit extensions in increments of seven
(7) days.

o ICE is not considered to be a separate agency when making request for assistance.
o At the conclusion of the requested assistance, all information must be returned to

CBP as expeditiously as possible. In addition, the assisting Federal agency or
entity must certify to CBP that all copies of the information transferred to that
agency or entity have been destroyed, or advise CBP.

~ Copies may be retained by an assisting Federal agency or entity only if and to the
extent that it has the independent legal authority to do so and will advise CBP.

Thank continued assistance. If you have any questio~~lli~l~
or have a member of your staff contact~

Attachment:
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U.S. Customs and Border .Protection

Policy Regarding Border Search of Information

July 16, 2008

This policy provides guidance to U. S Customs and Border Protection (CBP) Officers, Border
Patrol Agents, Air and Marine Agents, Internal Affairs Agents, and any other official of CBP
authorized to conduct border searches (for purposes of this policy, all such officers and agents
are hereinafter referred to as "officers") regarding the border search of information contained in
documents and electronic devices. More specifically, this policy sets forth the legal and policy
guidelines within which officers may search, review, retain, and share certain information
possessed by individuals who are encountered by CBP at the border, functional equivalent of the
border, or extended border. This policy governs border search authority only; nothing in this
policy limits the.authority of CBP to act pursuant to other authorities such as a warrant or a
search incident to arrest.

A. Purpose

CBP is responsible for ensuring compliance with customs, immigration, and other
Federal laws at the border. To that end, officers may examine documents, books,
pamphlets, and other printed material, as well as computers, disks, hard drives, and other
electronic or digital storage devices. These examinations are part of CBP’s long-standing
practice and are essential to uncovering vital law enforcement information. For example,
examinations of documents and electronic devices are a crucial tool for detecting
information concerning terrorism, narcotics smuggling, and other national security
matters; alien admissibility; contraband including child pornography, monetary
instruments, and information in violation of copyright or trademark laws; and evidence of
embargo violations or other import or export control laws.

Notwithstanding this law enforcement mission, in the course of every border search, CBP
will protect the rights of individuals against unreasonable search and seizure. Each
operational office will maintain appropriate mechanisms for internal audit and review of
compliance with the procedures outlined in this policy.

Review of Information in the Course of Border Search

Border searches must be performed by an officer or otherwise properly authorized officer
with border search authority, such as an ICE Special Agent. In the course of a border
search, and absent individualized suspicion, officers can review and analyze the
information transported by any individual attempting to enter, reenter, depart, pass
through, or reside in the United States, subject to the requirements and limitations
provided herein. Nothing in this policy limits the authority of an officer to make written
notes or reports or to document impressions relating to a border encounter.
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Detention and Review in Continuation of Border Search

Detention and Review by Officers. Officers may detain documents and electronic
devices, or copies thereof, for a reasonable period of time to perform a thorough
border search. The search may take place on-site or at an off-site location.
Except as noted in section D below, if after reviewing the information there is not
probable cause to seize it, any copies of the information must be destroyed. All
actions surrounding the detention will be documented by the officer and certified
by the Supervisor.

(2) Assistance by Other Federal Agencies or Entities.

(a) Translation and Decryption. Officers may encounter information in
documents or electronic devices that is in a foreign language and/or
encrypted. To assist CBP in determining the meaning of such
information, CBP may seek translation and/or decryption assistance from
other Federal agencies or entities. Officers may seek such assistance
absent individualized suspicion. Requests for translation and decryption
assistance shall be documented.

(b) Subject Matter Assistance. Officers may encounter information in
documents or electronic devices that is not in a foreign language or
encrypted, but that nevertheless requires referral to subject matter experts
to determine whether the information is relevant to the laws enforced and
administered by CBP. With supervisory approval, officers may create and
transmit a copy of information to an agency or entity for the purpose of
obtaining subject matter assistance when they have reasonable suspicion
of activities in violation of the laws enforced by CBP. Requests for
subject matter assistance shall be documented.

(c) Original documents and devices should only be transmitted when
necessary to render the requested assistance.

(d) Responses and Time for Assistance.

(1) Responses Required. Agencies or entities receiving a request for
assistance in conducting a border search are to provide such
assistance as expeditiously as possible. Where subject matter
assistance is requested, responses should include any findings,
observations, and conclusions relating to the laws enforced by
CBP.

(2) Time for Assistance. Responses from assisting agencies are
expected in an expeditious manner so that CBP may complete its
border search in a reasonable period of time, Unless otherwise
approved by the principal field official such as the Director, Field

-2-
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Do

Operations or Chief Patrol Agent, responses should be received
within fifteen (15) days. This timeframe is to be explained in the
request for assistance. If the assisting agency is unable to respond
in that period of time, CBP may permit extensions in increments of
seven (7) days. For purposes of this provision, ICE is not
considered to be a separate agency.

(e) Destruction. Except as noted in section D below, if after reviewing
information, probable cause to seize the information does not exist, any
copies of the information must be destroyed.

Retention and Sharing of Information Found in Border Searches

(1) By CBP.

(a) Retention with Probable Cause. When officers determine there is
probable cause of unlawful activity--based on a review of information in
documents or electronic devices encountered at the border or on other
facts and circumstances~they may seize and retain the originals and/or
copies of relevant documents or devices, as authorized by law.

Other Circumstances. Absent probable cause, CBP may only retain
documents relating to immigration matters, consistent with the privacy and
data protection standards of the system in which such information is
retained.

(c) Sharing. Copies of documents or devices, or portions thereof, which are
retained in accordance with this section, may be shared by CBP with
Federal, state, local, and foreign law enforcement agencies only to the
extent consistent with applicable law and policy.

(d) Destruction. Except as noted in this section, if after reviewing
information, there exists no probable cause to seize the information, CBP
will retain no copies of the information.

(2) By Assisting Agencies and Entities.

(a) During Assistance. All documents and devices, whether originals or
copies, provided to an assisting Federal agency may be retained by that
agency for the period of time needed to provide the requested assistance to
CBP.

(b) Return or Destruction. At the conclusion of the requested assistance, all
information must be returned to CBP as expeditiously as possible. In
addition, the assisting Federal agency or entity must certify to CBP that all

-
°
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(c)

copies of the information transferred to that agency or entity have been
destroyed, or advise CBP in accordance with section 2(c) below.

(i) In the event that any original documents or devices are
transmitted, they must not be destroyed; they are to be
returned to CBP unless seized based on probable cause by
the assisting agency.

Retention with Independent Authority. Copies may be retained by an
assisting Federal agency or entity only if and to the extent that it has the
independent legal authority to do so--for example, when the information
is of national security or intelligence value. In such cases, the retaining
agency must advise CBP of its decision to retain information on its own
authority.

Review and Handling of Certain Types of Information

(1) Business Infor..m.ation. Officers encountering business or commercial information
in documents and electronic devices shall treat such information as business
confidential information and shall take all reasonable measures to protect that
information from unauthorized disclosure. Depending on the nature of the
information presented, the Trade Secrets Act, the Privacy Act, and other l~,ws may
govern or restrict the handling of the information.

(2) Sealed Letter Class Mail. Officers may not read or permit others to read
correspondence contained in sealed letter class mail (the international equivalent
of First Class) without an appropriate search warrant or consent. Only articles in
the postal system are deemed "mail." Letters carried by individuals or private
carriers such as DHL, UPS, or Federal Express, for example, are not considered to
be mail, even if they are stamped, and thus are subject to a border search as
provided in this policy.

(3) Attorney-Client Privileged Material. Occasionally, an individual claims that the
attorney-client privilege prevents the search of his or her information at the
border. Although legal materials are not necessarily exempt from a border search,
they may be subject to special handling procedures.

Correspondence, court documents, and other legal documents may be covered by
attorney-client privilege. If an officer suspects that the content of such a
document may constitute evidence of a crime or otherwise pertain to a
determination within the jurisdiction of CBP, the officer must seek advice from
the Associate/Assistant Chief Counsel or the appropriate U.S Attorney’s office
before conducting a search of the document.
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(4) Id.e..ntification Documents. Passports, Seaman’s Papers, Airman Certificates,
driver’s licenses, state identification cards, and similar government identification
documents can be copied for legitimate government purposes without any
suspicion of illegality.

F, No Private Right Created

This document is an internal policy statement of CBP and does not create any rights,
privileges, or benefits for any person or party.
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Muster 2008-09

Week of Muster:

Topic:

Headquarters POC:

Upon Receipt

Ensuring Proper Documentation of the Border Search of
Information.

Operations, Tactical Operations Division

MESSAGE:

All border search examinations of information contained in documents and electronic devices
must be performed in accordance with the new policy dated July 16, 2008, titled Border
Search of Information. This policy supersedes pre-existing guidance on the subject as
articulated in Customs Directive 3340-006A and the Interim Guidance of July 5, 2007.

The new policy establishes procedures for searching, reviewing, retaining and sharing
information contained in documents as papers, books, pamphlets, and other printed or
handwritten material, as well as computers, disks, hard drives, and other electronic or digital
storage devices; possessed by individuals who are encountered by CBP at the border to,
ensuring compliance with customs, immigration and other federal laws. The following
procedures will be required until system enhancements have been established to
electronically track and record activities.

For the purposes of this muster, examination is limited to border search of information at
secondary, or otherwise beyond primary.

For the purposes of this muster detention is defined as a temporary holding, of an original or
copy of information for purposes of further examination.

New Procedures in Furtherance of This Policy:

In all incidents where a secondary exam is conducted and any portion of a document
and/or an electronic device is examined, copied, detained, or transferred the proper
border search of information documentation code will be included in the narrative of
the secondary record (IO25, IO95, IO04, IOOI as appropriate) and the IOIL The
documentation codes are included on the attached documents; Matrix for Border
Search of Information and Border Search of Information Documentation Codes.

¯ In all incidents where a document, or the information therein, is detained or seized
an IOIL will be required.
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In all incidents where an electronic device, or the information therein, is examined,
detained, or seized an IOIL will he required.

In all instances where an original document or electronic device is detained for
further examination, a paper file will be required.

The lOlL and/or the SAS must detail the actions taken, for example:

If an electronic device is examined by q CBP Officer but not detained, the
statement below would be appropriate."

~ The subject’s            (specify computers, disks, hard drives,
and/or other electronic or digital storage devices, etc) was examined in accordance
with agency procedures. The electronic device was returned upon completion of the
examination.

¯ !fa cop~ o_falien information relati.n..g to immigration matters is detained for
present and future admissibili~, decisions and/or determination of benefits,
the Statement below wouM be appropriate."

~sA copy of the subject’s (specify papers, books,
pamp] , and other printed or handwritten material, computers, disks, hard drives,
and/or other electronic or digital storage devices, etc) related to admissibility or
eligibility for benefits is contained in (specify system where
retained).

¯ lfa copy of document (excluding travel documenO and/or electronic device
are created and detainedfor further exami.nfl_tion bl~ CBP, the statement
below would be appropriate:

~ A copy of the subject’s            (specify papers, books, pamphlets,
and other printed or handwritten material, as well as computers, disks, hard drives,
and other electronic or digital storage devices ere) was created and detained for
further examination by a CBP Off~cer. The copy was provided to
(insert name of Officer) for further examination.

All copies were (destroyed or seized) on, (Insert date).

¯ If original document (excluding travel documenO and/or electronic device is
detained_for_further examination hi, CBP, the statement below would be
~_ propriate :

U The subject’s               (document or electronic device)
speclncany             (specify papers, books, pamphlets, and other printed or
handwritten material, computers, disks, hard drives, and/or other electronic or digital

-FOR OFFICIAL USE ONLY 2
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storage devices, etc) was detained for further examination by a CBP Officer. Form
6051D was completed and a copy of the completed form was provided to the subject.

The document was (returned to the subject, or seized) on
date).

(insert

If a copy o_f document (excluding travel document) and or electronic device is
detained_for tran,,slation and/or dec~_ ption bl~ another Federal altenc~, the
statement below wouM be appropriate:

~ copy of the subject’s            (specify papers, books, pamphlets,
and other printed or handwritten material, computers, disks, hard drives, and/or other
electronic or digital storage devices, etc) was detained for
(translation/decryption) and provided to            (specify name of receiving
individual and other Federal agency or entity). The Document and Electronic Device
Information Control Record was completed and retained by CBP.

All copies of the information were (destroyed, returned to the subject, or seized)
on (insert date).

NOTE: Responses from assisting agencies are expected in an expeditious manner,
responses should be received within 15 days. The CBP principal field official may
permit extensions in increments of seven days. Extensions are to be recorded.

¯ If original document (excluding travel documenO and or electronic device is
detained for translation and/or deception hi, another Federal agency, the
statement below would be appropriate:

~The subject’s                .(document or electronic device)
specifically         . (specify papers, books, pamphlets, and other printed or
handwritten material, computers, disks, hard drives, and/or other electronic or digital
storage devices, etc) was detained for            (translation/decryption) and
provided to            (specify name of receiving individual and other Federal
agency or entity). The Document and Electronic Device Information Control Record
was completed and retained by CBP. Form 6051D was completed and a copy of the
completed form was provided to the subject.

The document was (returned to the subject, or seized) on
date).

(insert

NOTE: Responses from assisting agencies are expected in an expeditious manner,
responses should be received within 15 days. The CBP principal field official may
permit extensions in increments of seven days. Extensions are to be recorded.
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¯ Ira copy of document (excluding travel document.) and or electronic device is
detained t’or subiect matter a~sistance by another Federal agencF, the
statement below would be appropriate."

~[~lBased on the following information            (articulate facts for
reasonable suspicion, see reference information below) a copy of the subject’s
document or electronic device specifically            (specify papers, books,
pamphlets, and other printed or handwritten material, computers, disks, hard drives,
and/or other electronic or digital storage devices, etc) was detained for subject matter
assistance, specifically, (specify the assistance to be provided). The
information was provided to . (specify name of receiving individual
and other Federal agency or entity). The Document and Electronic Device
Information Control Record was completed and retained by CBP.

All copies of the information were (destroyed, returned to the subject or seized)
on (insert date).

NOTE: Responses from assisting agencies are expected in an expeditious manner,
responses should be received within 15 days. The CBP principal field official may
permit extensions in increments of seven days. Extensions are to be recorded.

¯ If or!ginal documents (excluding travel documents) and or electronic devices
are detained For subject matter a~sistance bF another Federal agencF, the
statement below will be used:

~[1Based on the following information            (articulate facts for
reasonable suspicion, see reference information below) the subject’s document or
electronic device specifically            .(specify papers, books, pamphlets, and
other printed or handwritten material, computers, disks, hard drives, and/or other
electronic or digital storage devices, etc) was detained for subject matter assistance,
specifically (specify the assistance to be provided). The information
was provided to (specify name of receiving individual and other
Federal agency or entity). The Document and Electronic Device Information Control
Record was completed and retained by CBP. Form 6051D was completed and a copy
of the completed form was provided to the subject.

The document was (returned to the subject, or seized) on
date).

(insert

NOTE: Responses from assisting agencies are expected in an expeditious manner,
responses should be received within 15 days. The CBP principal field official may
permit extensions in increments of seven days. Extensions are to be recorded.



000144

The paper file for detained original documents and/or electronic devices must include:

CBP’s copy of the CF 6051D, Detention Notice and Custody Receipt for Detained
Property
A signed copy of the Document and Electronic Device Information Control Record,
if turned over to another Federal agency for assistance
Documentation of return to subject (if applicable) such as a shipping document with
proof of receipt or a signed acknowledgement of receipt from the individual

Information will be destroyed when no longer needed and its continued retention is not
otherwise required to ensure compliance with Customs, Immigration and other Federal Laws
and Regulations. "Hard Copy" materials will be destroyed by shredding, burning, pulping, or
pulverizing, such as to assure destruction beyond recognition and reconstruction. After
destruction, materials may be disposed of with normal waste. Electronic records may be
deleted in accordance with policies or procedures issued or approved by the CBP OIT.
Electronic storage media (compact discs, personal computers, etc.) shall be sanitized
appropriately by overwriting or degaussing.

Factors for determining level of search or detention:

The presence on a government-operated and government-vetted terrorist watch list ordinarily
will be suff’~cient to create reasonable suspicion of terrorism-related activities for officers to
detain documents or electronic device or copies thereof for further inspection.

Additionally there are four primary categories officers use to determine whether to detain
documents or electronic device or copies thereof for further inspection. Artieulable facts,
when taken together with reasonable inferences from these facts, would lead a reasonable
officer to suspect that a person may be in violation of Customs, Immigration and/or other
Federal Laws.

F_O.~ OFFI.CI,~L USE ONL--Y-- 5
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,our continued assistance. If you have any questions, ~lease contact
or have a member of your staff contact

Presenters Note: All CBP Officers must bear in mind that the authority to search and
enforce federal law at the border carries with it the responsibility for upholding the principles
of professionalism, impartiality, and courtesy, and respect for the position of public trust.
Please take this muster opportunity to stress the importance of professionalism when
interacting with the public.
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