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DEPARTMENT OF DEFENSE

apply to all security aspects of this effort)

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the National Industrial Security Program Operating Manual

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED:

SECRET

b. LEVEL OF SAFEGUARDING REQUIRED:

SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

3. THIS SPECIFICATION IS: (X and complete as applicable)

a. PRIME CONTRACT NUMBER a. ORIGINAL (Complete date in all cases) Date (YYMMDO)

X | HSBP1005C00994 X 050819
U SUBCONTRACT NUMBER b. REVISED (Supersedes ail previous specs/ Revision No. Cate (YYMMDD)
¢ SCLICITATION OR OTHER NUMBER DUE DATE (YYMMDD) ¢. FINAL (Compiete item 5 in all cases) Date {YYMMDO)

4. 1S THIS A FOLLOW-ON CONTRACT?  [_] YEs DX NO  if yes, complete the following:

Classified material received or generated under ___ (Preceding Contract Number) is transferred to this follow-on contract

5. IS THIS A FINAL DD FORM 2547 [ ves NO  If yes, complete the following:

In response to the contractors request dated ___,retention of the identified classified material is authorized for a period of:

6. CONTRACTOR (inciude Commercial and Gavernment Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP b. CAGE CODE c. COGNIZANT SECURITY OFFICE rhame. Address, and 2ip Codes

General Atomics Aeronautical Systems, Inc. TBD 78D

167617 Via Del Campo Court

San Diego, CA 92127-1713

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP b. CAGE CODE c. COGNIZANT SECURITY OFFICE wome. 4adress, and 7 Coder

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE ‘mame. Address, and 2o Coves

Border Patrol Tucson Sector

Ft. Huachuca, Arizona TBD TBD

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

maintenance support.

Unmanned Aerial Vehicle (UAV) System. Provides UAV Systems equipment and overall engineering and logistics support
services for CBP UAV System to include UAV Air Vehicle Operator (AVO) and Mission Payload Operator (MPO) Support and

10. THIS CONTRACT WILL REQUIRE ACCESS TO YES | NO T1. INPERFORMING THIS CONTRACT, THE CONTRACTOR WiLL: S5 NO
3 COMMUNICATIONS SECURITY (COMSEC INFORMATION X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR X
GOVERNMENT ACTIVITY
& RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL X
¢ FORMERLY RESTRICTED DATA X . FABRICATE. MODIFY, OR STORE CLASSIFIED HARDWARE
e IFLLIGENCE INFORMATION = 20 | ¢ PERFORM SERVICES ONLY X
[ a—
11: Seasitve Compartmented Information (SCl; X f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U S X
DACCICRIONGC ANN TOILICT TERRITARIES
21 Mon SC X 9. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) X
f\E ATUED QEANMNARY NIGTRIRIITINR CENTED
1 SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X
4 NATQO INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
n, FORLIGN GOVERNMIENT INFORMATION X j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
LIMITED DISSEMINATION INFORMATION X k BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
) FOR OFFICIAL USE ONLY INFORMATION X i OTHER (Specify X
k OTHER /Specidy)
Wl Specity X | See Block 13 Remarks

DD Form 254-E, JAN 95

Previous editions are obsolete

Computer Generated Form




72. PUBLIC RELEASE. Any information (classitied or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the
Industrial Security Manual or unless it has been approved for public release by-appropriate-t:S—Government authority—Proposed public releases shall be submitted for
approval prior to release.
(] orecT X THROUGH (Specify)
Designated Contracting Officer; U. S. Customs and Border Protection;
1300 Pennsylvania Avenue NW, Suite 1310; Washington, DC 20229

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
“in the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified etfort is identified below. If any ditficulty is encountered in applying this guidance of if any other contributing factor

mdicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classitication assigned to any information or matenal furnished or
generated under this contract: and to submit any questions for interpretation of this guidance to the official identified below. Pending final ision, the inf ion involved shall be handled and protected at the highest level of
class ton assigned ot recommended. (Fill in as sppropriate for the classified effort. Attach, or forwerd under e any d Puide tracts referenced herein. Add additional pages as needed to

piovade complete guidance. )

For any classified visits to Customs and Border Protection facilities in performance of this contract, the Contractor shall
provide written identification, including names, social security numbers, security clearance held, and birth dates to the
contracting officer of record so that a visit authorization request may be processed.

Upon completion of contract performance, the Contractor shall contact the contracting officer of record for classified
Information disposition instructions.

Contractor requests for clarification and guidance relating to the security requirements of this contract shall be addressed
to the contracting officer of record.

74. ADDITIONAL SECURITY REQUIREMENTS. Requiremants, in addition 10 NISPOM requirements, are established for this contract. & YES D NO

it Yes sdenufy the pertinent contractual clauses in the contract document itselt, or provide sn sppropriate which i i G ents.
FProvide 2 conv of the reouirements 10 the coonizant securitv office. Use Item 13 if additional soace is reouired.!

Personnel must have, or be able to obtain the appropriate security clearance. Personnel bid for the labor categories associated with
this contract shall have a Secret clearance at the time of award. in addition to these categories, Secret clearances shall be required for
other labor categories, depending on actual tasking throughout the duration of the contract. Proof of U.S. citizenship is required to be
permitted access to government facilities.

75. INSPECTIONS. eLeMeNTS OF This CONTRACT ARE OUTSIDE THE INSPECTION RESPONSIBILITY OF THE COGNIZANT SECURITY OFFICE. fif yes, explain and [:] YES @ NO
wentify specitic areas or elements carved out and the actvity responsible for inspections. Use Item 13 if more space is needed.)

76. CERTIFICATION AND SIGNATURE. ~ Security requirements stated herein are complete and adequate for safeguarding the
classified information to be released or generated under this classified effort. All questions shall be referred to the official
named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Area Code/

d. ADDRESS finclude Zip Code} 17. REQUIRED DISTRIBUTION

E a. CONTRACTOR
b. SUBCONTRACTOR

c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

6. ADMINISTRATIVE CONTRACTING OFFICER

|
X
6. SIGNATURE 0O
X
X

f. OTHERS AS NECESSARY: Department of the Treasury, Office of Securlty
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