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(1) Is for the acquisition of a commercial item; or
(2) Is performed entirely outside the United States.
(End of clause)
1.7 52.204-2 SECURITY REQUIREMENTS (AUG 1996)

(a) This clause applies to the extent that this contract involves access to information classified Confidential, Secret, or Top
Secret.

(b) The Contractor shall comply with--

(1) The Security Agreement (DD Form 441), including the National Industrial Security Program Operating Manual (DoD
5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the Contractor.

(c) If. subsequent to the date of this contract, the security classification or security requirements under this contract are
changed by the Government and if the changes cause an increase or decrease in security costs or otherwise affect
any other term or condition of this contract, the contract shall be subject to an equitable adjustment as if the changes
were directed under the Changes clause of this contract.

(d) The Contractor agrees to insert terms that conform substantially to the language of this clause, including this
paragraph (d) but excluding any reference to the Changes clause of this contract, in all subcontracts under this
contract that involve access to classified information.

(End of clause)

1.8 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in the

contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the Secretary of

Labor. The option provision may be exercised more than once, but the total extension of performance hereunder shall not

exceed 6 months. The Contracting Officer may exercise the option by written notice to the Contractor within 10 DAYS.

(End of clause)

1.9 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 10 DAYS; provided that
the Government gives the Contractor a preliminary written notice of its intent to extend at least 60 DAYS days before
the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 5 YEARS

(End of clause)

1110 52.222-2 PAYMENT FOR OVERTIME PREMIUMS (JUL 1990)

(a) The use of overtime is authorized under this contract if the overtime premium does not exceed * 0 or the overtime
premium is paid for work--

(1) Necessary to cope with emergencies such as those resulting from accidents, natural disasters, breakdowns of
production equipment, or occasional production bottlenecks cof a sporadic nature;

(2) By indirect-labor employees such as those performing duties in connection with administration, protection,
transportation, maintenance, standby plant protection, operation of utilities, or accounting,

Page 4 of 21



HSBP1012F00316

(3) To perform tests, industrial processes, laboratory procedures, loading or unloading of transportation conveyances,
and operations in flight or afloat that are continuous in nature and cannot reasonably be interrupted or completed
otherwise; or

(4) That will result in lower overall costs to the Government.

{b) Any request for estimated overtime premiums that exceeds the amount specified above shall include all estimated
overtime for contract completion and shall--

(1) Identify the work unit; e.g., department or section in which the requested overtime will be used, together with
present workload, staffing, and other data of the affected unit sufficient to permit the Contracting Officer to evaluate
the necessity for the overtime;

(2) Demonstrate the effect that denial of the request will have on the contract delivery or performance schedule;

(3) Identify the extent to which approval of overtime would affect the performance or payments in connection with other
Government contracts, together with identification of each affected contract; and

(4) Provide reasons why the required work cannot be performed by using multishift operations or by employing
additional personnel.

*Insert either "zero" or the dollar amount agreed to during negotiations. The inserted figure does not apply to the
exceptions in paragraph (a)(1) through (a)(4) of the clause.

(End of clause)
1111 52.227-23 RIGHTS TO PROPOSAL DATA (TECHNICAL) (JUN 1987)

Except for data contained on pages , it is agreed that as a condition of award of this contract, and notwithstanding the
conditions of any notice appearing thereon, the Government shall have unlimited rights (as defined in the Rights in Data--
General clause contained in this contract) in and to the technical data contained in the proposal dated JUNE 8, 2012,
upon which this contract is based.

(End of clause)
1112 52.232-22 LIMITATION OF FUNDS (APR 1984)

(@) The parties estimate that performance of this contract will not cost the Government more than (1) the estimated cost
specified in the Schedule or, (2} if this is a cost-sharing contract, the Government's share of the estimated cost
specified in the Schedule. The Contractor agrees to use its best efforts to perform the work specified in the Schedule
and all obligations under this contract within the estimated cost, which. if this is a cost-sharing contract, includes both
the Government's and the Contractor's share of the cost.

(b) The Schedule specifies the amount presently available for payment by the Government and allotted to this contract,
the items covered, the Government's share of the cost if this is a cost-sharing contract, and the period of performance
it is estimated the allotted amount will cover. The parties contemplate that the Government will allot additional funds
incrementally to the contract up to the full estimated cost to the Government specified in the Schedule, exclusive of
any fee. The Contractor agrees to perform, or have performed, work on the contract up to the point at which the total
amount paid and payable by the Government under the contract approximates but does not exceed the total amount
actually allotted by the Government to the contract.

(c) The Contractor shall notify the Contracting Officer in writing whenever it has reason to believe that the costs it expects
to incur under this contract in the next 60 days, when added to all costs previously incurred, will exceed 75 percent of
(1) the total amount so far allotted to the contract by the Government or, (2) if this is a cost-sharing contract, the
amount then allotted to the contract by the Government plus the Contractor's corresponding share. The notice shall
state the estimated amount of additional funds required to continue performance for the period specified in the
Schedule.

(d) Sixty days before the end of the period specified in the Schedule, the Contractor shall notify the Contracting Officer in
writing of the estimated amount of additional funds, if any, required to continue timely performance under the contract
or for any further period specified in the Schedule or otherwise agreed upon, and when the funds will be required
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(e) If, after notification, additional funds are not allotted by the end of the period specified in the Schedule or another
agreed-upon date, upon the Contractor's written request the Contracting Officer will terminate this contract on that date
in accordance with the provisions of the Termination clause of this contract. If the Contractor estimates that the funds
available will allow it to continue to discharge its obligations beyond that date, it may specify a later date in its request,
and the Contracting Officer may terminate this contract on that later date.

(fy Except as required by other provisions of this contract, specifically citing and stated to be an exception to this clause -

(1) The Government is not obligated to reimburse the Contractor for costs incurred in excess of the total amount
allotted by the Government to this contract; and

(2) The Contractor is not obligated to continue performance under this contract (including actions under the
Termination clause of this contract) or otherwise incur costs in excess of -

(1) The amount then allotted to the contract by the Government or;

(i) If this is a cost-sharing contract, the amount then allotted by the Government to the contract plus the
Contractor's corresponding share, until the Contracting Officer notifies the Contractor in writing that the amount
allotted by the Government has been increased and specifies an increased amount, which shall then constitute
the total amount allotted by the Government to this contract

{(g) The estimated cost shall be increased to the extent that (1) the amount allotted by the Government or, (2) if this is a
cost-sharing contract, the amount then allotted by the Government to the contract plus the Contractor's corresponding
share, exceeds the estimated cost specified in the Schedule. If this is a cost-sharing contract, the increase shall be
allocated in accordance with the formula specified in the Schedule.

{(h) No notice, communication, or representation in any form other than that specified in paragraph (f)(2) of this clause, or
from any person other than the Contracting Officer, shall affect the amount allotted by the Government to this contract
In the absence of the specified notice, the Government is not obligated to reimburse the Contractor for any costs in

excess of the total amount allotted by the Government to this contract, whether incurred during the course of the
contract or as a result of termination.

(i) When and to the extent that the amount allotted by the Government to the contract is increased. any costs the
Contractor incurs before the increase that are in excess of -

(1) The amount previously allotted by the Government or;

(2) If this is a cost-sharing contract, the amount previously allotted by the Government to the contract plus the
Contractor's corresponding share, shall be allowable to the same extent as if incurred afterward, unless the

Contracting Officer issues a termination or other notice and directs that the increase is solely to cover termination or
other specified expenses.

(J) Change orders shall not be considered an authorization to exceed the amount allotted by the Government specified in
the Schedule, unless they contain a statement increasing the amount allotted.

(k) Nothing in this clause shall affect the right of the Government to terminate this contract. If this contract is terminated,

the Government and the Contractor shall negotiate an equitable distribution of all property produced or purchased
under the contract, based upon the share of costs incurred by each.

(I} If the Government does not allot sufficient funds to allow completion of the work, the Contractor is entitled to a

percentage of the fee specified in the Schedule equalling the percentage of completion of the work contemplated by
this contract.

(End of clause)

.13 52.234-4 EARNED VALUE MANAGEMENT SYSTEM (JUL 2006)

(@) The Contractor shall use an earned value management system (EVMS) that has been determined by the Cognizant
Federal Agency (CFA) to be compliant with the guidelines in ANSI/EIA Standard - 748 (current version at the time of
award) to manage this contract. If the Contractor's current EVMS has not been determined compliant at the time of
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award, see paragraph (b) of this clause. The Contractor shall submit reports in accordance with the requirements of
this contract.

(b) If, at the time of award, the Contractor's EVM System has not been determined by the CFA as complying with EVMS
guidelines or the Contractor does not have an existing cost/schedule control system that is compliant with the
guidelines in ANSI/EIA Standard - 748 (current version at time of award), the Contractor shall--

(1) Apply the current system to the contract; and
(2) Take necessary actions to meet the milestones in the Contractor's EVMS plan approved by the Contracting Officer.

(c) The Government will conduct an Integrated Baseline Review (IBR). If a pre-award IBR has not been conducted, a post
award IBR shall be conducted as early as practicable after contract award.

(d) The Contracting Officer may require an IBR at--
(1) Exercise of significant options; or
(2) Incorporation of major modifications.

(e) Unless a waiver is granted by the CFA, Contractor proposed EVMS changes require approval of the CFA prior to
implementation. The CFA will advise the Contractor of the acceptability of such changes within 30 calendar days after
receipt of the notice of proposed changes from the Contractor. If the advance approval requirements are waived by the
CFA, the Contractor shall disclose EVMS changes to the CFA at least 14 calendar days prior to the effective date of
implementation.

(f) The Contractor shall provide access to all pertinent records and data requested by the Contracting Officer or a duly
authorized representative as necessary to permit Government surveillance to ensure that the EVMS conforms, and
continues to conform, with the performance criteria referenced in paragraph (a) of this clause.

(g9) The Contractor shall require the subcontractors specified below to comply with the requirements of this clause:
[EVMS_SUBCONTRACTOR1]
[EVMS_SUBCONTRACTORZ]
[EVMS_SUBCONTRACTOR3]
(End of clause)

1.14 3052.204-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY RESOURCES
(JUN 2006)

(a) The Contractor shall be responsible for Information Technology (IT) security for all systems connected to a DHS
network or operated by the Contractor for DHS, regardless of location. This clause applies to all or any part of the
contract that includes information technology resources or services for which the Contractor must have physical or
electronic access to sensitive information contained in DHS unclassified systems that directly support the agency's
mission

(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall describe the processes and
procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used
under this contract.

(1) Within 10 days after contract award, the contractor shall submit for approval its IT Security Plan, which shall be
consistent with and further detail the approach contained in the offeror's proposal. The plan, as approved by the
Contracting Officer, shall be incorporated into the contract as a compliance document.

(2) The Contractor's IT Security Plan shall comply with Federal laws that include, but are not limited to, the Computer
Security Act of 1987 (40 U.S.C. 1441 et seq.), the Government Information Security Reform Act of 2000; and the
Federal Information Security Management Act of 2002; and with Federal policies and procedures that include. but
are not limited to, OMB Circular A-130.

(3) The security plan shall specifically include instructions regarding handling and protecting sensitive information at
the Contractor's site (including any information stored, processed, or transmitted using the Contractor's computer
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systems), and the secure management, operation, maintenance, programming, and system administration of
computer systems, networks, and telecommunications systems.

(c) Examples of tasks that require security provisions include—

(1} Acquisition, transmission or analysis of data owned by DHS with significant replacement cost should the
contractor's copy be corrupted; and

(2) Access to DHS networks or computers at a level beyond that granted the general public (e.g., such as bypassing a
firewall).

(d) At the expiration of the contract, the contractor shall return all sensitive DHS information and IT resources provided to
the contractor during the contract, and certify that all non-public DHS information has been purged from any
contractor-owned system. Components shall conduct reviews to ensure that the security requirements in the contract
are implemented and enforced.

Within 6 months after contract award, the contractor shall submit written proof of IT Security accreditation to DHS for
approval by the DHS Contracting Officer. Accreditation will proceed according to the criteria of the DHS Sensitive
System Policy Publication, 4300A (Version 2.1, July 26, 2004) or any replacement publication, which the Contracting
Officer will provide upon request. This accreditation will include a final security plan, risk assessment, security test and
evaluation, and disaster recovery plan/continuity of operations plan. This accreditation. when accepted by the
Contracting Officer, shall be incorporated into the contract as a compliance document. The contractor shali comply
with the approved accreditation documentation.

(End of Clause)
I.15 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2006)

(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, disclosure, or unauthorized
access to or modification of which could adversely affect the national or homeland security interest, or the conduct of
Federal programs, or the privacy to which individuals are entitled under section 552a of title 5, United States Code (the
Privacy Act), but which has not been specifically authorized under criteria established by an Executive Order or an Act
of Congress to be kept secret in the interest of national defense, homeland security or foreign policy. This definition
includes the following categories of information:

(1) Protected Critical Infrastructure Information (PClI) as set out in the Critical Infrastructure Information Act of 2002
(Title II, Subtitle B, of the Homeland Security Act. Public Law 107-296, 196 Stat. 2135), as amended, the
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII
Procedures Manual, as amended, and any supplementary guidance officially communicated by an authorized
official of the Department of Homeland Security (including the PCIl Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as amended,
"Policies and Procedures of Safeguarding and Control of SSI," as amended, and any supplementary guidance
officially communicated by an authorized official of the Department of Homeland Security (including the Assistant
Secretary for the Transportation Security Administration or his/her designee);

(3) Information designated as "For Official Use Only," which is unclassified information of a sensitive nature and the
unauthorized disclosure of which could adversely impact a person's privacy or welfare, the conduct of Federal
programs, or other programs or operations essential to the national or homeland security interest; and

(4) Any information that is designated "sensitive" or subject to other controls, safeguards or protections in accordance
with subsequently adopted homeland security information handling procedures.

(b) "Information Technology Resources" include, but are not limited to, computer equipment, networking equipment,
telecommunications equipment, cabling, network drives, computer drives, network software, computer software,
software programs, intranet sites, and internet sites.

(c) Contractor employees working on this contract must complete such forms as may be necessary for security or other
reasons, including the conduct of background investigations to determine suitability. Completed forms shall be
submitted as directed by the Contracting Officer. Upon the Contracting Officer's request, the Contractor's employees
shall be fingerprinted, or subject to other investigations as required. All contractor employees requiring recurring
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access to Government facilities or access to sensitive information or IT resources are required to have a favorably
adjudicated background investigation prior to commencing work on this contract unless this requirement is waived
under Departmental procedures.

(d) The Contracting Officer may require the contractor to prohibit individuals from working on the contract if the
government deems their initial or continued employment contrary to the public interest for any reason, including, but
not limited to, carelessness. insubordination, incompetence, or security concerns.

(e) Work under this contract may involve access to sensitive information. Therefore, the Contractor shall not disclose,
orally or in writing, any sensitive information to any person unless authorized in writing by the Contracting Officer. For
those contractor employees authorized access to sensitive information, the contractor shall ensure that these persons

receive training concerning the protection and disclosure of sensitive information both during and after contract
performance.

(fy The Contractor shall include the substance of this clause in all subcontracts at any tier where the subcontractor may
have access to Government facilities, sensitive information, or resources

(End of Clause)

1.16 3052.209-70 PROHIBITION ON CONTRACTS WITH CORPORATE EXPATRIATES (JUN 2006)

(a) Prohibitions.

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland Security from
entering into any contract with a foreign incorporated entity which is treated as an inverted domestic corporation as
defined in this clause, or with any subsidiary of such an entity. The Secretary shall waive the prohibition with respect
to any specific contract if the Secretary determines that the waiver is required in the interest of national security.

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal Revenue Code of
1986 (without regard to section 1504(b) of such Code), except that section 1504 of such Code shall be applied by
substituting ‘more than 50 percent’ for ‘at least 80 percent’ each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 of the Homeland

Security Act, 6 U S.C. 395, would be, treated as a foreign corporation for purposes of the Internal Revenue Code of
1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted domestic corporation if,
pursuant to a plan (or a series of related transactions)—

(1)The entity completes the direct or indirect acquisition of substantially all of the properties held directly or indirectly

by a domestic corporation or substantially all of the properties constituting a trade or business of a domestic
partnership;

(2)After the acquisition at least 80 percent of the stock (by vote or value) of the entity is held—

(i) In the case of an acquisition with respect to a domestic corporation, by former shareholders of the domestic
corporation by reason of holding stock in the domestic corporation; or

(i) In the case of an acquisition with respect to a domestic partnership, by former partners of the domestic
partnership by reason of holding a capital or profits interest in the domestic partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity does not have substantial business
activities in the foreign country in which or under the law of which the entity is created or organized when compared
to the total business activities of such expanded affiliated group.

Person, domestic, and foreign have the meanings given such terms by paragraphs (1), (4), and (5) of section
7701(a) of the Internal Revenue Code of 1986, respectively.
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