

















SECTION: P

P.1 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they
were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full
text of a clause may be accessed electronically at this/these address(es):

hitp://www.acqgnet.gov

I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) CLAUSES

NUMBER

52.204-7
52.232-1
52.232-8
52.233-1
52.243-1
52.247-34
52.249-1

DATE

JUL 2006

APR 1984
FEB 2002
JUL 2002

AUG 1987
NOV 1991
APR 1984

TITLE

P

CENTRAL CONTRACTOR REGISTRATION

PAYMENTS

DISCOUNTS FOR PROMPT PAYMENT

DISPUTES

CHANGES - FIXED-PRICE

F.O.B. DESTINATION

TERMINATION FOR CONVENIENCE OF THE GOVERNMENT
(FIXED-PRICE) (SHORT FORM)

-
&

P.2 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2006) ALTERNATE I (JUN 2006)

(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, disclosure, or
unauthorized access to or modification of which could adversely affect the national or homeland
security interest, or the conduct of Federal programs, or the privacy to which individuals are entitled
under section 552a of title 5, United States Code (the Privacy Act), but which has not been specifically
authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in
the interest of national defense, homeland security or foreign policy. This definition includes the
following categories of information: -

(1) Protected Critical Infrastructure information (PCIl) as set out in the Ciritical Infrastructure
Information Act of 2002 (Title 11, Subtitle B, of the Homeland Security Act, Public Law 107-296,
196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal
Regulations, Part 29) as amended, the applicable PCIl Procedures Manual, as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of
Homeland Security (including the PCIl Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part
1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI," as amended,
and any supplementary guidance efficially communicated by an authorized official of the
Department of Homeland Security (including the Assistant Secretary for the Transportation
Security Administration or his/her designee);

(3) Information designated as "For Official Use Only," which is unclassified information of a sensitive
nature and the unauthorized disclosure of which could adversely impact a person's privacy or
welfare, the conduct of Federal programs, or other programs or operations essential to the
national or homeland security interest; and
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(b)

(c)

(d)

(e)

SECTION: P

(4) Any information that is designated "sensitive" or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information handling
procedures. &

"Information Technology Resources" include, but are not limited to, computer equipment, networking
equipment, telecommunications equipment, cabling, network drives, computer drives, network software,
computer software, software programs, intranet sites, and internet sites.

Contractor employees working on this contract must complete such forms as may be necessary for
security or other reasons, including the conduct of background investigations to determine suitability.
Completed forms shall be submitted as directed by the Contracting Officer. Upon the Contracting
Officer's request, the Contractor's employees shall be fingerprinted, or subject to other investigations
as required. All contractor employees requiring recurring access to Government facilities or access to
sensitive information or IT resources are required to have a favorably adjudicated background
investigation prior to commencing work on this contract unless this requirement is waived under
Departmental procedures.

The Contracting Officer may require the contractor to prohibit individuals from working on the contract if
the government deems their initial or continued employment contrary to the public interest for any
reason, including, but not limited to, carelessness, insubordination, incompetence, or security concerns.

Work under this contract may involve access to sensitive information. Therefore, the Contractor shall
not disclose, orally or in writing, any sensitive information to any person unless authorized in writing by
the Contracting Officer. For those contractor employees authorized access to sensitive information, the
contractor shall ensure that these perséfns receive training concerning the protection and disclosure of
sensitive information both during and after contract performance.

The Contractor shall include the substance of this clause in all subcontracts at any tier where the
subcontractor may have access to Government facilities, sensitive information, or resources.

Before receiving access to IT resources under this contract the individual must receive a security
briefing, which the Contracting Officer's Technical Representative (COTR) will arrange, and complete
any nondisclosure agreement furnished by DHS.

The contractor shall have access only to those areas of DHS information technology resources
explicitly stated in this contract or apprdved by the COTR in writing as necessary for performance of
the work under this contract. Any attempts by contractor personnel to gain access to any information
technology resources not expressly authorized by the statement of work, other terms and conditions in
this contract, or as approved in writing by the COTR, is strictly prohibited. In the event of violation of
this provision, DHS will take appropriate actions with regard to the contract and the individual(s)
involved.

Contractor access to DHS networks from a remote location is a temporary privilege for mutual
convenience while the contractor performs business for the DHS Component. It is not a right, a
guarantee of access, a condition of the contract, or Government Furnished Equipment (GFE).

Contractor access will be terminated for unauthorized use. The contractor agrees to hold and save
DHS harmless from any unauthorized use and agrees not to request additional time or money under
the contract for any delays resulting from unauthorized use or access.

Non-U.S. citizens shall not be authorized to access or assist in the development, operation,
management or maintenance of Department IT systems under the contract, unless a waiver has been
granted by the Head of the component or designee, with the concurrence of both the Department's
Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their designees. Within DHS
Headquarters, the waiver may be granted only with the approval of both the CSO and the CIO or their
designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U. S. or a citizen of Ireland, Israel, the
Republic of the Philippines, or any nation on the Allied Nations List maintained by the Department
of State;
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